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ABSTRACT

The key to success in machine learning lies in generalization. Under the classical
statistical perspective, generalization refers to the model’s ability to perform well
on unseen test data drawn from the same distribution as the training data. Within
this traditional framework, the upper bound of achievable performance is dictated
by inherent label noise in the data. Over the past two decades, substantial advances
have been made in classical generalization (inductive learning), demonstrated by
remarkable improvements on canonical benchmarks such as MNIST (LeCun, 1998),
CIFAR-10 Krizhevsky et al. (2009), and ImageNet (ILSVRC) (Deng et al., 2009). As
these benchmarks approach their performance ceilings, researchers have started
to reconsider and relax the strict assumption that training and test distributions
match exactly, recognizing that the test distribution is rarely perfectly observable in
practice. A natural and effective strategy to handle this uncertainty is to adapt the
model based on available unlabeled test data at inference time. Model adaptation
thus emerges as a powerful and versatile approach applicable across various ma-
chine learning paradigms—from traditional scenarios like test-time training and
domain adaptation, to modern settings involving large language models (LLMs),
including fine-tuning and retrieval-augmented generation. Model adaptation not
only improves performance but also enables greater customization. In this thesis, I
will investigate two critical aspects of model adaptation: its robustness properties
and its applications on large language models.

This doctoral thesis advances the study of trustworthy machine learning (Part
I) and foundation models (Part II) from the angle of model adaptation. Specifi-
cally, Part I begins in Chapter 2 by clarifying the appropriate notion of robustness
for models under adaptation and introduces an effective adversarial attack frame-
work. Chapter 3 extends this investigation by examining how model performance
can be improved within this relaxed robustness framework, proposing rejection
as a complementary approach. Transitioning from robustness considerations to
application-driven adaptations, Part II explores model adaptation in large language
models (LLMs). Adaptation in LLMs manifests in two primary forms: across-context



XV

adaptation (fine-tuning), which efficiently customizes models without extensive
retraining, and within-context adaptation (in-context learning), a key factor in the
empirical success of LLMs. Chapter 4 illustrates across-context adaptation through
finetuning, specifically addressing creative generation tasks. Finally, Chapter 5
investigates within-context adaptation by analyzing retrieval-augmented genera-
tion (RAG), conceptualizing it as query-dependent noisy in-context learning that
generalizes both classical in-context learning and standard RAG methods.



1 INTRODUCTION

In recent years, machine learning has become a cornerstone of technological ad-
vancement, powering a wide array of applications from computer vision (Rad-
ford et al., 2021; Redmon et al., 2016; He et al., 2017) to natural language pro-
cessing (Achiam et al., 2023; Vaswani et al., 2017; Devlin et al., 2018). Given the
remarkable success of machine learning and deep learning in these areas, model
adaptation has become increasingly important to sustain and enhance this progress.
As machine learning models are deployed in dynamic real-world environments,
they encounter ever-changing data distributions (Koh et al., 2021), new user re-
quirements, and potential adversarial threats (Goodfellow et al., 2014), motivating
various fields of research, such as domain adaptation (Ganin et al., 2016b; Ben-David
etal., 2010), transfer learning (Zhuang et al., 2020; Yosinski et al., 2014), adversarial
robustness (Madry et al., 2018a), out-of-distribution detection (Hendrycks and
Gimpel, 2016; Yang et al., 2024), etc.

Recently, the development foundational models, like ChatGPT (Achiam et al.,
2023), Claude (Anthropic, 2023), Gemini (Team et al., 2023), has seen great em-
pirical success, while demanding extensive resources for pretraining. These large
foundational models inherently gain the ability to adapt to new tasks via in-context
learning (Mann et al., 2020; Min et al., 2022; Dong et al., 2022). Furthermore, re-
searchers and practitioners continue to explore models’ ability to adapt to harder
tasks and customized responses at a reduced cost much lower than the pretraining.
It leads to new area of researches, such as finetuning (Hu et al., 2021; Wei et al.,
2021) and alignment (Ouyang et al., 2022; Rafailov et al., 2024; Wang et al., 2023a).

With the success of these model adaptation procedures, understanding and im-
proving the model adaptation process in the era of deep learning and foundational
models has become a crucial research problem to study. In particular, my research
dives into the model adaptation from two aspects, Robustness and Large Language
Models. For my research, I would answer the following questions: Q1 What is the
proper notion of robustness for machine learning model under adaptation? And
can we improve the robustness of the adaptive modeling procedure? Q2 Can we



explain the success of various adaptive modeling procedures in large language

models and make further improvements?

1.1 Robustness for Model under Adaptation

In the 1990s and 2000s, people have systematically studied transductive learning
in comparison with inductive learning as two different inference modes. The
transductive inference framework aligned with early machine learning methods
like K-nearest neighbor (Cover and Hart, 1967) and has also motivated important
early machine learning methods like transductive support vector machine (Joachims
etal., 1999). (Vapnik et al., 1998; Vapnik, 2006) first formally define the concept of

transductive inference against inductive inference:
e Inductive Inference: Estimation of the function

e Transductive Inference: Estimation of the value of the function at the points of
interest

Over the last decades, people have also developed various model adaptation
methods that aim to improve the performance of predictive models when the train-
ing and test data are related but from different domains driven by the transductive
inference methodology. Some successful techniques include feature alignment such
as DANN (Ganin et al., 2016b), or self-supervision with auxiliary tasks, such as
TTT (Sun et al., 2020).

With the rapid development of these methods, analyzing their inherent robust-
ness becomes an important research question. Earlier works on studying robustness
only focus on the adversarial robustness for inductive models, where no model
adaptation occurs. In our previous preprint (Chen et al., 2021a), we first formulate
an adversarial threat model for test-time model adaptation, where the defender
may have a unique advantage as the adversarial game becomes a maximin game,
instead of a minimax game as in the classic adversarial robustness threat model. We

then study whether the maximin threat model admits more “good solutions” than



the minimax threat model, and is thus strictly weaker. For this purpose, we first
present a provable separation between the two threat models in a natural Gaussian
data model.

Based on this motivating formulation, we investigated the model adaptation
procedure and made the following important findings: 1. Many model adaptation
methods seemingly robust to inductive adversarial attacks are very susceptible
against transductive attacks that attack the space of possibly adapted models. 2.
Both theoretically and empirically, introducing the rejection option to a transductive
model can further improve the robustness of a transductive model. I will summarize
our high-level intuitions in the next paragraphs, and people can refer to Chapter 2
and Chapter 3 for further details.

Evaluating the Robustness for Model under Adaptation There has been emerg-
ing interest in using transductive learning for adversarial robustness (Goldwasser et
al., NeurIPS 2020; Wu et al., ICML 2020; Wang et al., ArXiv 2021). Compared to tra-
ditional defenses, these defense mechanisms “dynamically learn” the model based
on test-time input; and theoretically, attacking these defenses reduces to solving a
bilevel optimization problem, which poses difficulty in crafting adaptive attacks. In
this paper, we examine these defense mechanisms from a principled threat analysis
perspective. We formulate and analyze threat models for transductive-learning
based defenses, and point out important subtleties. We propose the principle of
attacking model space for solving bilevel attack objectives, and present Greedy
Model Space Attack (GMSA), an attack framework that can serve as a new baseline
for evaluating transductive learning based defenses. Through systematic eval-
uation, we show that GMSA, even with weak instantiations, can break previous
transductive-learning based defenses, which were resilient to previous attacks, such
as AutoAttack. On the positive side, we report a somewhat surprising empirical
result of “transductive adversarial training”: Adversarially retraining the model
using fresh randomness at the test time gives a significant increase in robustness

against attacks we consider.



Improving the Transductive Robustness via Rejection Both transduction and
rejection have emerged as important techniques for defending against adversarial
perturbations. A recent work by (Goldwasser et al., 2020a) showed that rejection
combined with transduction can give provable guarantees (for certain problems)
that cannot be achieved otherwise. Nevertheless, under recent strong adversarial
attacks (GMSA (Chen et al., 2022) ), Goldwasser et al.’s work was shown to have
low performance in a practical deep-learning setting. In this paper, we take a step
towards realizing the promise of transduction+rejection in more realistic scenarios.
Our key observation is that a novel application of a reduction technique in (Tramér,
2022), which was until now only used to demonstrate the vulnerability of certain
defenses, can be used to actually construct effective defenses. Theoretically, we
show that a careful application of this technique in the transductive setting can give
significantly improved samplecomplexity for robust generalization. Our theory
guides us to design a new transductive algorithm for learning a selective model;
extensive experiments using state-of-the-art attacks (AutoAttack, GMSA) show that
our approach provides significantly better robust accuracy (81.6% on CIFAR-10 and
57.9% on CIFAR-100 under 1., with budget 8/255) than existing techniques (Croce
et al., 2020).

1.2 Model Adaptation in Large Language Models

In Part II, we discuss two applications of model adaptations in LLMs, Finetuning
for creative generation corresponding to across-context adaptation, and RAG cor-
responding to within-context adaptation. See Chapter 4 and Chapter 5 for more
details, and here is the overview of our key ideas.

Adapting LLM for Creative Generation The success of foundational models
has sprouted people’s interests in adapting it to different domains via techniques
like finetuning and alignment. One particularly interesting domain is the creative
task, where desirable responses are highly diverse and idiosyncratic. It draws a

difference with classical NLP tasks like question answering and summarization,



where the desirable responses share great similarities. One of the ACL 2023 best
papers (Hessel et al., 2022) made seminal contributions towards understanding
humor by asking LLMs to perform matching, quality ranking, and explanation
generation tasks on the New Yorker Humor Dataset. We proceed one step further
and benchmark the ability to actually generate humorous captions via finetuning
and alignment.

We present a novel multimodal preference dataset for creative tasks, consisting
of over 250 million human ratings on more than 2.2 million captions, collected
through crowdsourcing rating data for The New Yorker’s weekly cartoon caption
contest over the past eight years. This unique dataset supports the development and
evaluation of multimodal large language models and preference-based fine-tuning
algorithms for humorous caption generation. We propose novel benchmarks for
judging the quality of model-generated captions, utilizing both GPT4 and human
judgments to establish ranking-based evaluation strategies. Our experimental
results highlight the limitations of current fine-tuning methods, such as RLHF
and DPO, when applied to creative tasks. Furthermore, we demonstrate that even
state-of-the-art models like GPT4 and Claude currently underperform top human
contestants in generating humorous captions. As we conclude this extensive data
collection effort, we release the entire preference dataset to the research community;,

fostering further advancements in Al humor generation and evaluation.

Adapting LLMs for RAG In recent years, the remarkable in-context learning
abilities of pretrained Large Language Models (LLMs) have drawn significant atten-
tion (Brown et al., 2020). Subsequent research has systematically benchmarked and
analyzed these capabilities from both empirical and theoretical perspectives (Hen-
del et al., 2023; Garg et al., 2022; Zhang et al., 2024). Retrieval-Augmented Genera-
tion (RAG) further extends LLMs by incorporating externally retrieved texts into
their inputs, enabling models to access knowledge beyond their pretraining corpus.
RAG has been widely adopted for open-domain question answering, fact-checking,
and other knowledge-intensive tasks (Huang et al., 2023; Lewis et al., 2020b; Ramos
et al., 2022; Sarto et al., 2022; Zhao et al., 2024b).



To clarify discussions on adaptation, we distinguish between two related yet
distinct notions: learning with context and in-context learning. Learning with
context generally describes scenarios where the model conditions on additional
information, such as user-provided or retrieved contexts. In contrast, in-context
learning specifically refers to models learning from contexts composed of explicit
input-output demonstration pairs. Historically, these terms were sometimes used
interchangeably. When applied specifically to retrieval methods, we can draw an
analogy between RAG (retrieving documents that inform the generation without
explicit demonstrations) and in-context retrieval (retrieving explicit input-output
pairs serving as demonstrations) (Luo et al., 2024). Within the scope of RAG, distin-
guishing between these concepts becomes nuanced because retrieved documents
potentially containing labels could be interpreted under either framework, blurring
the traditional boundaries.

In Chapter 4, we present a unified perspective of Retrieval-Augmented Gen-
eration (RAG) as noisy in-context learning (ICL). Within this framing, retrieved
examples serve as noisy context, with their quality directly dependent on retrieval
effectiveness. For theoretical feasibility, we specifically consider the in-context re-
trieval scenario, while empirically, we investigate both general RAG and in-context
retrieval scenarios. While previous theoretical analyses of ICL assume clean, in-
dependently and identically distributed examples (Ahn et al., 2023; Zhang et al.,
2024), these assumptions fail to capture RAG’s inherent noisiness, where example
quality is inversely correlated with retrieval relevance. Currently, no theoretical
framework has been developed to study RAG under this structured ICL formulation.
To bridge this gap, we explicitly model RAG as noisy ICL, characterizing retrieval
noise under both uniform conditions (consistent noise across examples) and non-
uniform conditions (noise inversely related to retrieval relevance). By modeling
retrieval as introducing structured but perturbed distributions at test time—absent
during pretraining—we quantify the impact of retrieval noise and derive explicit
generalization bounds based on the number of in-context and retrieved examples,

as well as their retrieval distances from the queries.



1.3 Thesis Outline

This doctoral thesis investigates two central themes: robustness of models under
adaptation (PartI), and practical applications of model adaptation in large language
models (LLMs), both across-context (fine-tuning) and within-context (in-context
learning) (Part II).

Part I includes Chapter 2 and Chapter 3.

In Chapter 2, we formalize the adaptation process within a transductive frame-
work and propose a corresponding threat model for robust adversarial evaluation
in attacker-defender settings. Initially, we introduce a straightforward baseline,
the fixed-point attack; however, recognizing its limited effectiveness, we develop a
more potent method—Gradient Model Space Averaging (GMSA )—which lever-
ages the average of previously adapted models in model space. Empirical results
demonstrate the enhanced effectiveness of our GMSA attack. Detailed descriptions
of datasets, experimental setups, and comprehensive additional experiments can
be found in Chapter A.

In Chapter 3, we first formally define robustness in the setting that combines
transduction and rejection. We then theoretically analyze this combined approach,
establishing an improved generalization error bound compared to either induction
with rejection or transduction alone. Additionally, we propose a novel defense
method that integrates transduction and rejection directly into the training objective,
demonstrating its empirical effectiveness. Full proofs and ablation studies are
provided in Chapter B.

Part II includes Chapter 4 and Chapter 5.

In Chapter 4, we first detail our crowdsourcing pipeline used to create the
benchmark dataset. Next, we introduce a scalable evaluation approach using cali-
brated LLM-based judgments, establishing it as an effective evaluation criterion.
We then comprehensively benchmark various caption-generation strategies, includ-
ing fine-tuning, Best-of-N, RLHF, DPO, and multimodal fine-tuning, and identify
DPO as the most effective method for this creative generation task. Further details

on prompt design and additional empirical analyses, such as generation diversity



studies, can be found in Chapter C.

In Chapter 5, we first formalize the mathematical framework for Retrieval-
Augmented Generation (RAG) and justify the key assumptions underlying the data.
We then provide a theoretical analysis, deriving generalization bounds and optimal
selection criteria for in-context examples under uniform retrieval noise. Next, we
extend this analysis to the non-uniform retrieval setting, specifically examining
two practical scenarios: noise proportional to query distance and noise sampled
with probability weighted by query distance. We conduct empirical evaluations on
real-world datasets, mapping these two scenarios onto different retrieval regimes
(documents vs. passages, few vs. more rag examples) and interpreting their
practical implications. The complete proofs supporting our theoretical results are
provided in Chapter D.



Part 1

Robustness for Models under

Adaptation
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2 TOWARDS EVALUATING THE ROBUSTNESS OF NEURAL

NETWORKS LEARNED BY TRANSDUCTION

Ensuring trustworthiness in machine learning is critical. Traditional approaches
typically focus on inductive robustness, aiming to produce models resistant to any
perturbations around test inputs. While this standard provides strong guarantees,
the gap between robust and non-robust performance can be substantial, potentially
limiting practical applicability (Croce et al., 2020). Moreover, as highlighted by
insights from "Adversarial Examples Are Not Bugs, They Are Features" (Ilyas et al.,
2019), rigidly enforcing robust features may sacrifice valuable aspects of model
performance. This motivates a more relaxed yet pragmatic robustness framework,
where models are allowed to dynamically adapt at test time—commonly referred
to as the transductive setting. The work presented in this chapter establishes a
foundational evaluation framework for understanding and assessing the robustness
of models capable of test-time adaptation. Specifically, we systematically analyze
and critique existing transductive-learning-based defenses, propose a novel princi-
pled attack methodology (Greedy Model Space Attack, GMSA), and demonstrate
both vulnerabilities and promising new directions, such as transductive adversarial

training, for achieving meaningful adversarial robustness.

2.1 Introduction

Adversarial robustness of deep learning models has received significant attention
in recent years (see Kolter and Madry (2018) and references therein). The classic
threat model of adversarial robustness considers an inductive setting where a model
is learned at the training time and fixed, and then at the test time, an attacker
attempts to thwart the fixed model with adversarially perturbed input. This gives
rise to the adversarial training (Madry et al., 2018b; Sinha et al., 2018; Schmidt et al.,
2018; Carmon et al., 2019) to enhance adversarial robustness.

Going beyond the inductive threat model, there has been emerging interest in
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using transductive learning (Vapnik, 1998)' for adversarial robustness (Goldwasser
et al., 2020b; Wu et al., 2020b; Wang et al., 2021). In essence, these defenses attempt
to leverage a batch of test-time inputs, which is common for ML pipelines deployed
with batch predictions (bat, 2021), to learn an updated model. The hope is that this
“test-time learning” may be useful for adversarial robustness since the defender can
adapt the model to the perturbed input from the adversary, which is distinct from
the inductive threat model where a model is fixed after training.

This paper examines these defenses from a principled threat analysis perspec-
tive. We first formulate and analyze rigorous threat models. Our basic 1-round
threat model considers a single-round game between the attacker and the defender.
Roughly speaking, the attacker uses an objective maxy en(v) La(I'(U’), V') (for-
mula (2.2)), where V is the given test batch, N(V) is a neighborhood around V,
L, is a loss function for attack gain, I' is the transductive-learning based defense,
and U’ = V'[x, the projection of V' to features, is the adversarially perturbed data
for breaking I'. This objective is transductive as U’, the attacker’s output, appears
in both attack (V' in L,) and defense (U’ in I'). We extend this threat model to
multiple rounds, which is necessary when considering DENT (Wang et al., 2021)
and RMC (Wu et al., 2020b). We point out important subtleties in the modeling
that were unclear or overlooked in previous work.

We then study adaptive attacks, that is to leverage the knowledge about I" to
construct attacks. Compared to situations considered in BPDA (Athalye et al., 2018),
a transductive learner I' is even further from being differentiable, and theoretically
the attack objective is a bilevel optimization (Colson et al., 2007). To address
these difficulties, our key observation is to consider the transferability of adversarial
examples, and consider a robust version of (2.2): maxy mingey ) Lal ru),v’)
(formula (2.6)), where we want to find a single attack set U’ to thwart a family of
models, induced by U “around” U’. This objective relaxes the attacker-defender

constraint, and provides more information in dealing with nondifferentiability. To

We note that this type of defense goes under different names such as “test-time adaptation” or
“dynamic defenses”. Nevertheless, they all fall into the classic transductive learning paradigm (Vap-
nik, 1998), which attempts to leverage test data for learning. We thus call them transductive-learning
based defenses. The word “transductive” is also adopted in Goldwasser et al. (2020b).
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solve the robust objective, we propose Greedy Model Space Attack (GMSA), a
general attack framework which attempts to solve the robust objective in a greedy
manner. GMSA can serve as a new baseline for evaluating transductive-learning
based defenses.

We perform a systematic empirical study on various defenses. For RMC (Wu
etal., 2020b), DENT (Wang et al., 2021), and URejectron (Goldwasser et al., 2020b),
we show that even weak instantiations of GMSA can break respective defenses.
Specifically, for defenses based on adversarially training, we reduce the robust ac-
curacy to that of adversarial training alone. We note that, under AutoAttack (Croce
and Hein, 2020a), the state-of-the-art adaptive attack for the inductive threat model,
some of these defenses have claimed to achieve substantial improvements compared
to adversarial training alone. For example, Wang et al. show that DENT can improve
the robustness of the state-of-the-art adversarial training defenses by more than 20%
absolutely against AutoAttack on CIFAR-10. However, under our adaptive attacks,
DENT only has minor improvement: less than 3% improvement over adversarial
training alone. Our results thus demonstrates significant differences between at-
tacking transductive-learning based defenses and attacking in the inductive setting,
and significant difficulties in the use of transductive learning to improve adversarial
robustness. On the positive side, we report a somewhat surprising empirical result
of transductive adversarial training: Adversarially retraining the model using fresh
private randomness on a new batch of test-time data gives a significant increase in

robustness against all of our considered attacks.

2.2 Related Work

Adversarial robustness in the inductive setting. Many attacks have been proposed
to evaluate the adversarial robustness of the defenses in the inductive setting where
the model is fixed during the evaluation phase (Goodfellow et al., 2015a; Carlini and
Wagner, 2017b; Kurakin et al., 2017; Moosavi-Dezfooli et al., 2016; Croce and Hein,
2020b). Principles for adaptive attacks have been developed in Tramer et al. (2020)

and many existing defenses are shown to be broken based on attacks developed
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from these principles (Athalye et al., 2018). A fundamental method to obtain
adversarial robustness in this setting is adversarial training (Madry et al., 2018b;
Zhang et al., 2019b). A state-of-the-art attack in the inductive threat model is
AutoAttack (Croce and Hein, 2020a).

Adversarial robustness via test-time defenses. There have been various work
which attempt to improve adversarial robustness by leveraging test-time data.
Many of such work attempt to “sanitize” test-time input using a non-differentiable
function, and then send it to a pretrained model. Most of these proposals were
broken by BPDA (Athalye et al., 2018). To this end, we note that a research agenda
for “dynamic model defense” has been proposed in Goodfellow (2019b).

Adversarial robustness using transductive learning. There has been emerging
interesting in using transductive learning to improve adversarial robustness. In
view of “dynamic defenses”, these proposals attempt to apply transductive learning
to the test data and update the model, and then use the updated model to predict
on the test data. In this work we consider three such work (Wu et al., 2020b; Wang
et al., 2021; Goldwasser et al., 2020b).

2.3 Preliminaries

Let F be a model, and for a data point (x,y) € X x Y, a loss function {(F;x,y) gives
the loss of F on the point. Let V be a set of labeled data points, and let L(F, V) =
ﬁ 2 xy)ev {(F;x,y) denote the empirical loss of F on V. For example, if we use
binary loss ("' (F;x,y) = 1[F(x) # y], this gives the test error of F on V. We use the
notation V|x to denote the projection of V to its features, that is {(xi, yi) "4 Ix —
{xi}J1*,. Throughout the paper, we use N(-) to denote a neighborhood function for
perturbing features: That is, N(x) = {x’ | d(x’,x) < €} is a set of examples that
are close to x in terms of a distance metric d (e.g., d(x’,x) = [[x’'—x||,). Given
U = {xJi%,, let N(U) = {{x{}I*, | d(x{,xi) < €,1 = 0,...,m}. Since labels are
not changed for adversarial examples, we also use the notation N(V) to denote
perturbations of features, with labels fixed.
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24 Modeling Transductive Robustness

In this section we formulate and analyze threat models for transductive defenses.
We ftirst formulate a threat model for a single-round game between the attacker
and the defender. We then consider extensions of this threat model to multiple
rounds, which are necessary when considering DENT (Wang et al., 2021) and
RMC (Wu et al., 2020b), and point out important subtleties in modeling that were
not articulated in previous work. We characterize previous test-time defenses using
our threat models.

1-round game. In this case, the adversary “intercepts” a clean test data V (with
clean features U = V]x, and labels V|y), adversarially perturbs it, and sends a
perturbed features U’ to the defender. The defender learns a new model based on

U’. A referee then evaluates the accuracy of the adapted model on U’. Formally:

Definition 2.1 (1-round threat model for transductive adversarial robustness). Fix
an adversarial perturbation type (e.g., o perturbations with perturbation budget €). Let
Px v be a data generation distribution. The attacker is an algorithm A, and the defender is a
pair of algorithms (T, T"), where T is a supervised learning algorithm, and T is a transductive
learning algorithm. A (clean) training set D is sampled i.i.d. from Px y. A (clean) test set
V is sampled i.i.d. from Px y.

o [Training time, defender]| The defender trains an optional base model F = T(D),
using the labeled source data D.

o [ Test time, attacker| The attacker receives V, and produces an (adversarial) unla-
beled dataset U’':

1. Oninput T, F, D, and V, A perturbs each point (x,y) € V to (x’,y) (subject to the
agreed attack type), giving V' = A(T',F,D, V) (that is, V' € N(V)).

2. Send U’ = V'|x (the feature vectors of V') to the defender.

o [Test time, defender| The defender produces a model as F* =T (F, D, U’).
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Multi-round games. The extension of 1-round games to multi-round contains
several important considerations that were implicit or unclear in previous work,
and is closely related to what it means by adaptive attacks. Specifically:

Private randomness. Note that I" uses randomness, such as random initialization
and random restarts” in adversarial training. Since these randomness are generated
after the attacker’s move, they are treated as private randomness, and not known to
the adversary.

Intermediate defender states leaking vs. Non-leaking. In a multi-round game,
the defender may maintain states across rounds. For example, the defender may
store test data and updated models from previous rounds, and use them in a new
round. If these intermediate defender states are “leaked” to the attacker, we call it
intermediate defender states leaking, or simply states leaking, otherwise we call it non
states-leaking, or simply non-leaking. Note that the attacker cannot simply compute
these information by simulating on the training and testing data, due to the use of
private randomness. We note that, however, the initial pretrained model is assumed
to be known by the attacker. The attacker can also of course maintain arbitrary
states, and are assumed not known to the defender.

Adaptive vs. Non-adaptive. Because transductive learning happens after the
attacker produces U’, the attacker may not be able to directly attack the model
I' produced. Nevertheless, the attacker is assumed to have full knowledge of the
transductive mechanism I, except the private randomness. In this paper we call an
attack adaptive if it makes explicit use of the knowledge of T.

Naturally ordered vs. Adversarially ordered. Both RMC and DENT handle
batches of fixed sizes. An intuitive setup for multi-round game is that the batches
come in sequentially, and the attacker must forward perturbed versions of these
batches in the same order to the defender, which we call the “naturally ordered” game.
However, this formulation does not capture an important scenario: An adversary
can wait and pool a large amount of test data, then chooses a “worst-case” order of

perturbed data points, and then sends them in batches one at a time for adaptation

2When perturbing a data point during adversarial training, one starts with a random point in
the neighborhood.
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in order to maximize the breach. We call the latter “adversarially ordered” game.
We note that all previous work only considered naturally-ordered game, which
gives the defender more advantages, and is thus our focus in the rest of the paper.
Adversarially-ordered game is evaluated for DENT in Appendix A.1.7.

Modeling capacity of our threat models. Our threat models encompass a large
family of defenses. For example, without using I', the threat model degenerates to
the classic inductive threat model. Our threat models also capture various “test-
time defenses” proposals (e.g., those broken by the BPDA (Athalye et al., 2018)),
where I is a “non-differentiable” function which “sanitizes” the test data, instead of
updating the model, before sending them to a fixed pretrained model. Therefore, in
particular, these proposals are not transductive-learning based. Below we describe
previous defenses which we study in the rest of this paper, where I is indeed

transductive learning.

Example 2.2 (Runtime masking and cleansing). Runtime masking and cleansing
(RMC) (Wuetal., 2020b) is a recent transductive-learning defense. For RMC, the defender
is stateful and adapted from the model learned in the last round, on a single test point
(Ul = 1): The adaptation objective is F* = argming 3, nix) L(F, %, y), wherex is
the test time feature point, and N'(X) is the set of examples in the adversarial training dataset
D’ that are top-K nearest to x in a distance measure. RMC paper considered two attacks:
(1) Transfer attack, which generates perturbed data by attacking the initial base model,
and (2) PGD-skip attack, which at round p + 1, runs PGD attack on the model learned
at round p. In our language, transfer attack is stateless (i.e. the adversary maintains no

state) and non-adaptive, PGD-skip attack is state-leaking, but still non-adaptive.

Example 2.3 (Defensive entropy minimization (DENT (Wang et al.,2021))). DENT
adapts the model using test input, and can work with any training-time learning procedure.
The DENT defender is stateless: It always starts the adaptation from the original pretrained
model, fixed at the training time. During the test-time adaptation, only the affine parameters
in batch normalization layers of the base model are updated, using entropy minimization
with the information maximization reqularization. In this paper, we show that with strong
adaptive attacks under the naturally ordered setting, we are able to reduce the robustness to
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be almost the same as that of static models (see Section 2.6). Further, under the adversarially
ordered setting, we can completely break DENT.

Example 2.4 (Goldwasser et al.’s transductive threat model). While seemingly our
threat model is quite different from the one described in Goldwasser et al. (2020b), one can
indeed recover their threat model naturally as a 1-round game: First, for the perturbation
type, we simply allow arbitrary perturbations in the threat model setup. Second, we have a
fixed pretrained model ¥, and the adaptation algorithm T learns a set S which represents the
set of “allowable” points (so Fls yields a predictor with redaction, namely it outputs L for
points outside of S). Third, we define two error functions as (5) and (6) in Goldwasser
et al. (2020Db):

U\ S|

, rﬁj(S) =T (2.1)

{x' € U’OS'F(X’) #f(x’)}

Fls, f) =
e&,r( s, f) g
where f is the ground truth hypothesis. The first equation measures prediction errors in
U’ that passed through S, and the second equation measures the rejection rate of the clean
input. The referee evaluates by measuring two errors: L(Fls, V') = (erru/(Fls), reju(S)).

2.5 Adaptive Attacks in One Round

In this section we study a basic question: How to perform adaptive attacks against a
transductive-learning based defense in one round? Note that, in each round of a multi-
round game, an independent batch of test input U is sampled, and the defender can
use transductive learning to produce a model specifically adapted to the adversarial
input U, after the defender receives it. Therefore, it is of fundamental interest to
attack this ad-hoc adaptation. We consider white-box attacks: The attacker knows
all the details of I', except private randomness, which is sampled after the attacker’s
move.

We deduce a principle for adaptive attacks in one round, which we call the
principle of attacking model space: Effective attacks against a transductive defense may
need to consider attacking a set of representative models induced in the neighborhood of
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U. We give concrete instantiations of this principle, and show in experiments that
they break previous transductive-learning based defenses.

Attacks in multi-round. If the transductive-learning based defense is stateless,
then we simply repeat one-round attack multiple times. If it is stateful, then we
need to consider state-leaking setting or non-leaking setting. For all experiments in
Section 2.6, we only evaluate non-leaking setting, which is more challenging for the
adversary.

2.5.1 Goal of the attacker and challenges

To start with, given a defense mechanism I, the objective of the attacker can be
formulated as:

vienax L, (T(F,D,U’),Vv’). (2.2)
where L, is the loss function of the attacker. We make some notational simplifica-
tions: Since D is a constant, in the following we drop it and write I' (U"). Also, since
the attacker does not modify the labels in the threat model, we abuse the notation
and write the objective as

V/,H}i)\(/qx Lo (M (u),un. (2.3)

A generic attacker would proceed iteratively as follows: It starts with the clean

test set V, and generates a sequence of (hopefully) increasingly stronger attack sets

u©® = v, u®, .. u® (UY must satisfy the attack constraints at U, such as

{», bound). We note several basic but important differenices between transductive
attacks and inductive attacks in the classic minimax threat model:

(D1) I'(U’) is not differentiable. For the scenarios we are interested in, I" is

an optimization algorithm to solve an objective F* € argmin. L4(F, D, U’). This
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renders (2.3) into a bilevel optimization problem (Colson et al., 2007):

max Lo(F*, V') subject to: F* € argminL4(F, D, U’), (2.4)

VIEN(V);U/'=V"|x F
In these cases, I is in general not (in fact far from) differentiable. A natural attempt
is to approximate I with a differentiable function, using theories such as Neural
Tangent Kernels (Jacot et al., 2018). Unfortunately no existing theory applies to
the transductive learning, which deals with unlabeled data U’ (also, as we have
remarked previously, tricks such as BPDA (Athalye et al., 2018) also does not
apply because transductive learning is much more complex than test-time defenses
considered there).

(D2) U’ appears in both attack and defense. Another significant difference is
that the attack set U’ also appears as the input for the defense (i.e. I'(U")). Therefore,
while it is easy to find U’ to fail I'(U) for any fixed U, it is much harder to find a
good direction to update the attack and converge to an attack set U* that fails an entire
model space induced by itself: T'(U*).

(D3) I'(U’) can be a random variable. In the classic minimax threat model, the
attacker faces a fixed model. However, the output of I can be a random variable
of models due to its private randomness, such as the case of Randomized Smooth-
ing (Cohen et al., 2019). In these cases, successfully attacking a single sample of
this random variable does not sulffice.

Fixed Point Attack: A first attempt. We adapt previous literature for solving
bilevel optimization in deep learning setting (Lorraine and Duvenaud, 2018) (de-
signed for supervised learning). The idea is simple: At iteration i + 1, we fix UV
and model space F(!) = I'(UV)), and construct U1 to fail it. We call this the Fixed
Point Attack (Fra) (Algorithm 1), as one hopes that this process converges to a
good fixed point U*. Unfortunately, we found Fra to be weak in experiments. The
reason is exactly (D2): U failing F(Y) may not give any indication that it can
also fail F**1) induced by itself. Note that transfer attack is a special case of FPA by
setting T = 0.
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Algorithm 1 Fixep Point Arrack (Fra)

Require: A transductive learning algorithm I, an optional training dataset D, a clean test
set V, an initial model F(9), and an integer parameter T > 0 (the number of iterations).
1: fori=0,1,...,Tdo
2:  Attack the model obtained in the last iteration to get the perturbed set:

VY = argmax Ly (FY, V') (2.5)
V/EN(V)

where L is a loss function. Set UV = V(1) |y.
3:  Run the transductive learning algorithm I" to get the next model: F(i*1) = (D, u®)).
4: end for
5: Select the best attack set U'*) as k = arg maXge; <t L(FHD, v,
6: return UK.

2.5.2 Strong adaptive attacks from attacking model spaces

To develop stronger adaptive attacks, we consider a key property of the adversarial
attacks: The transferability of adversarial examples. Various previous work have
identified that adversarial examples transfer (Trameér et al., 2017; Liu et al., 2016),
even across vastly different architectures and models. Therefore, if U’ is a good
attack set, we would expect that U’ also fails I'(U) for U close to U’. This leads to
the consideration of the following objective:

max min Lq(T(W),U"). (2.6)
w UenN(u’)

where N(-) is a neighborhood function (possibly different than N). It induces a
family of models {T'(U’) [ U" € N(U*)}, which we call a model space. (in fact, this can
be a family of random variables of models) This can be viewed as a natural robust
version of (2.3) by considering the transferability of U’. While this is seemingly even
harder to solve, it has several benefits: (1) Considering a model space naturally
strengthens Fra. Fra naturally falls into this formulation as a weak instantiation
where we consider a single U = UV, Also, considering a model space gives the
attacker more information in dealing with the nondifferentiability of I' (D1). (2)
It relaxes the attacker-defender constraint (D2). Perhaps more importantly, for
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the robust objective, we no longer need the same U’ to appear in both defender
and attacker. Therefore it gives a natural relaxation which makes attack algorithm
design easier.

In summary, while “brittle” U’ that does not transfer may indeed exist theoreti-
cally, their identification can be challenging algorithmically, and its robust variant
provides a natural relaxation considering both algorithmic feasibility and attack
strength. This thus leads us to the following principle:

The Principle of Attacking Model Spaces. An effective adaptive attack against a transductive-
learning based defense may need to consider a model space induced by a proper neighborhood
of L.

Algorithm 2 Greepy MopeL Space Artack (GMSA)

Require: A transductive learning algorithm I', an optional training dataset D, a clean test
set V, an initial model F(°), and an integer parameter T > 0 (the number of iterations).
1: fori=0,1,...,Tdo
2:  Attack the previous models to get the perturbed set:

V) — arg max LGMSA({F(j)}}:O,V') (2.7)
V/EN(V)
where Loumsa is a loss function. Set UV = V(1) |y

3:  Run the transductive learning algorithm I to get the next model: Fi+1) = T(D,u®).
4: end for
5: Select the best attack U%) as k = arg maxy; <t L(FD, v,

6: return UK

An instantiation: Greedy Model Space Attack (GMSA). We give a simplest
possible instantiation of the principle, which we call the Greedy Model Space At-
tack (Algorithm 2). In experiments we use this instantiation to break previous
defenses. In this instantiation, the family of model spaces to consider is just
all the model spaces constructed in previous iterations. LGMSA({FU)}}:O,V’ ) is
a loss function that the attacker uses to attack the history model spaces. We
consider two instantiations: (1) L& ({(F9'}_y, V') = 1-}-_12;:0 Lo (FO), V"), (2)

Leea ((FOY_, V) = mingg<i La(FU, V'), where L&, gives attack algorithm
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GMSA-AVG, and LYY, gives attack algorithm GMSA-MIN. We solve (2.7) via
Projected Gradient Decent (PGD) (the implementation details of GMSA can be
found in Appendix A.1.1).

2.6 Empirical Study

This section evaluates various transductive-learning based defenses. Our main
findings are: (1) The robustness of existing transductive defenses like RMC and
DENT is overestimated. Under our evaluation framework, those defenses either
have little robustness or have almost the same robustness as that of the static
base model. To this end, we note that while AutoAttack is effective in evaluating
the robustness of static models, it is not effective in evaluating the robustness
of transductive defenses. In contrast, our GMSA attack is a strong baseline for
attacking transductive defenses. (2) We experimented a novel idea of applying
Domain Adversarial Neural Networks (Ajakan et al., 2014), an unsupervised
domain adaptation technique (Wilson and Cook, 2020), as a transductive-learning
based defense. We show that DANN has nontrivial and even better robustness
compared to existing work, under AutoAttack, PGD attack, and FPA attack, even
though it is broken by GMSA. (3) We report a somewhat surprising phenomenon
on transductive adversarial training: Adversarially retraining the model using fresh
private randomness on a new batch of test-time data gives a significant increase in
robustness, against all of our considered attacks. (4) Finally, we demonstrated that
URejectron, while enjoying theoretical guarantees in the bounded-VC dimensions
situation, can be broken in natural deep learning settings.

Evaluation framework. For each defense, we report accuracy and robustness. The
accuracy is the performance on the clean test inputs, and the robustness is the
performance under adversarial attacks. The robustness of transductive defenses is
estimated using AutoAttack (AA)3, PGD attack, FPA, GMSA-MIN and GMSA-AVG.
We use PGD attack and AutoAttack in the transfer attack setting for the transductive
defense: We generate adversarial examples by attacking a static model (e.g. the base

3We use the standard version of AutoAttack: https://github.com/fra31/auto-attack/.
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Dataset Base Accuracy — RObuStﬁﬁé
atase . atlc
Model Static| RMC |—= 3=~ 2A PGD FPA GMSA-AVG GMSA-MIN
MNisT | Standard | 9950 [99.00 [ 0.00 [97.70 98.30 060 0.50 1.10
Madry etal. | 99.60 | 97.00 | 87.70 | 9570 96.10 5950  61.40 58.80
CIFAR- | Standard | 9430 | 93.10 | 0.00 | 9420 97.60 8.50 8.00 8.10
10 Madry etal. | 83.20 | 90.90 | 4430 | 7790 7170 40.80  42.50 39.60

Table 2.1: Results of evaluating RMC. We also evaluate the static base model for comparison.
Bold numbers are worst results.

Base Accuracy Siai Robus]t:‘glEels\IsT
. atic

Model Static | DENT — 3 SENTAA AA DPGD FPA GMSA-AVG GMSA-MIN
Wu et al. (2020a) 8570 | 8610 | 58.00 | 78.80 6440 5950 59.30  59.60 59.60
Carmon etal. (2019) | 88.00 | 87.40 | 5730 | 80.10  61.70 5840 5840  58.50 58.50
Sehwag et al. (2020) 8730 | 8690 | 5490 | 7650  59.60 55.80 55.80  55.80 55.80
Wang et al. (2020) 8660 | 8560 | 53.60 | 7590 6130 5590 55.80  56.10 56.10
Hendrycks et al. (2019) | 85.80 | 8550 | 51.80 | 7720  58.40 5420 5440  54.20 54.20
Wong et al. (2020) 8120 | 81.00 | 4240 | 6970 4890 4410 4430 4450 4430
Ding et al. (2020) 8240 | 8240 | 3970 | 62.80 4480 39.90 39.40  39.10 39.20

Table 2.2: Results of evaluating DENT on CIFAR-10. We also evaluate the static base model
for comparison. Bold numbers are worst results.

Accuracy Robustness
Dataset Madry Standard | Madry et al. DANN
Standard| o o). DANN 54 AA AA PGD FPA GMSA-AVG GMSA-MIN
MNIST 99.42 99.16 99.27 0.00 88.92 97.59 96.66 96.81 79.37 6.17
CIFAR-10 | 93.95 86.06 89.61 0.00 39.49 66.61 60.54 53.98 5.53 8.56

Table 2.3: Results of evaluating DANN. Bold numbers are worst results.

model used by the transductive defense), and then evaluate the transductive defense

on the generated adversarial examples. Accuracy and robustness of the static

models are also reported for comparison. We always use AutoAttack to estimate the

robustness of static models since it is the state-of-the-art for the inductive setting. For

all experiments, the defender uses his own private randomness, which is different

from the one used by the attacker. Without specified otherwise, all reported values

are percentages. Below we give details. Appendix A.1 gives details for replicating

the results.

Runtime Masking and Cleansing (RMC (Wu et al., 2020b)). RMC adapts the
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network at test time, and was shown to achieve state-of-the-art robustness under
several attacks that are unaware of the defense mechanism (thus these attacks are
non-adaptive according to our definition). We follow the setup in Wu et al. (2020b)
to perform experiments on MNIST and CIFAR-10 to evaluate the robustness of
RMC. On MNIST, we consider L., norm attack with e = 0.3 and on CIFAR-10, we
consider L, norm attack with € = 8/255. The performance of RMC is evaluated on a
sequence of test pointsx(!), - - -, x(™) randomly sampled from the test dataset. So we
have a n-round game. The FPA and GMSA attacks are applied on each round and
the initial model F(*) used by the attacks at the (k+1)-th round is the adapted model
(with calibration in RMC) obtained at the k-th round. To save computational cost,
we set 1 = 1000. The robustness of RMC is evaluated on a sequence of adversarial

(1)

examples %', ... , &™) generated by the attacker on the sequence of test points

x, ... x(") We evaluate the robustness of RMC in the non-state leaking setting
with private randomness (both are in favor of the defender).

Results. The results are in Table 2.1. RMC with the standard model is already
broken by FPA attack (weaker than GSMA). Compared to the defense-unaware
AutoAttack, our GMSA-AVG attack reduces the robustness from 97.70% to 0.50% on
MNIST and from 94.20% to 8.00% on CIFAR-10. Further, RMC with adversarially
trained model actually provides worse adversarial robustness than using adversarial
training alone. Under our GMSA-MIN attack, the robustness is reduced from 96.10%
to 58.80% on MNIST and from 71.70% to 39.60% on CIFAR-10.

Defensive Entropy Minimization (DENT (Wang et al., 2021) ). DENT performs
test-time adaptation, and works for any training-time learner. It was shown that
DENT improves the robustness of the state-of-the-art adversarial training defenses
by 20+ points absolute against AutoAttack on CIFAR-10 under L, norm attack
with e = 8/255 (DENT is implemented as a model module, and AutoAttack is
directly applied to the module, and we denote this as DENT-AA). Wang et al. also
considers adaptive attacks for DENT, such as attacking the static base model using
AutoAttack to generate adversarial examples, which is the same as the AutoAttack
(AA) in our evaluation.

We evaluate the best version of DENT, called DENT+ in Wang et al., under their
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Accuracy Robustness
Dataset Madry TADV Madry et al. TADV
et al. AA AA PGD FPA GMSA-AVG GMSA-MIN
MNIST 99.01 99.05 86.61 96.07 96.48 95.47 94.27 95.48
CIFAR-10 87.69 88.51 45.29 7212 59.05 b58.64 54.12 57.77

Table 2.4: Results of evaluating TADV. Bold numbers are worst results.

original settings on CIFAR-10: DENT is combined with various adversarial training
defenses, and only the model adaptation is included without input adaptation.
The model is adapted sample-wise for six steps by AdaMod (Ding et al., 2019)
with learning rate of 0.006, batch size of 128 and no weight decay. The adaptation
objective is entropy minimization with the information maximization regularization.
To save computational cost, we only evaluate on 1000 examples randomly sampled
from the test dataset. We consider L, norm attack with e = 8/255. We design loss
functions for the attacks to generate adversarial examples with high confidence
(See Appendix A.1.3 for the details).

Results. Table 2.2 show that both DENT-AA and AA overestimate the robustness
of DENT. Our PGD attack reduces the robustness of DENT to be almost the same
as that of the static defenses. Further, our FPA, GMSA-AVG and GMSA-MIN have
similar performance as the PGD attack. The results show that AutoAttack is not
effective in evaluating the robustness of transductive defenses.

Domain Adversarial Neural Network (DANN (Ajakan et al., 2014)). We consider
DANN as a transductive defense for adversarial robustness. We train DANN on the
labeled training dataset D (source domain) and unlabeled adversarial test dataset
U’ (target domain), and then evaluate DANN on U’. For each adversarial set U’,
we train a new DANN model from scratch. We use the standard model trained on
D as the base model for DANN. We perform experiments on MNIST and CIFAR-10
to evaluate the adversarial robustness of DANN. On MNIST, we consider L., norm
attack with € = 0.3 and on CIFAR-10, we consider L., norm attack with e = 8/255.
Results. Table 2.3 show that DANN has non-trivial robustness under AutoAttack,
PGD attack and FPA attack. However, under our GMSA attack, DANN has little

robustness.
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1o URejectron under PGD Attack 10 URejectron under CW Attack 10 URejectron under Image Corruption
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Rejection rate on X Rejection rate on X Rejection rate on X

(a) (b) (c)

Figure 2.1: URejectron in three settings. z contains “normal” examples on which the
classifier can have high accuracy. % includes z and consists of a mix of 50% “normal”
examples and 50% adversarial examples. In (a), the normal examples are clean test inputs
and the adversarial examples are generated by PGD attack. In (b), the “normal” examples
are still clean test inputs but adversarial examples are generated by CW attack. In (c), the
“normal” examples are generated by image corruptions (adversarial examples are generated
by PGD attacks).

Transductive Adversarial Training (TADV). We consider a simple but novel
transductive-learning based defense called transductive adversarial training: After
receiving a set of examples at the test time, we always adversarially retrain the model
using fresh randomness. The key point of this transduction is that private randomness
is sampled after the attacker’s move, and so the attacker cannot directly attack the
resulting model as in the inductive case. Specifically, for our GMSA attacks, we
attack (with loss LA\f, or LM, ) an ensemble of T = 10 models, adversarially
trained with independent randomness, and generate a perturbed test set U’. Then
we adversarially train another model from scratch with independent randomness,
and check whether U’ transfers to the new model (this thus captures the scenario
described earlier). Somewhat surprisingly, we show that U’ does not transfer very
well, and the TADV improves robustness significantly.

Results. Table 2.4 shows that transductive adversarial training significantly im-
proves the robustness of adversarial training (Madry et al., 2018b). On MNIST, the
robustness is improved from 86.61% to 94.27%. On CIFAR-10, the robustness is
improved from 45.29% to 54.12%.

URejectron in deep learning settings. URejectron performs transductive learning
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for defense, and has theoretical guarantees under bounded VC dimension case. We
evaluated URejectron on GTSRB dataset using ResNet18 network. We used the
same implementation by Goldwasser et al..

Results. Figure 2.1(a) shows that for transfer attacks generated by PGD attack (Madry
etal., 2018b), URejectron can indeed work as expected. However, by using different
attack algorithms, such as CW attack (Carlini and Wagner, 2017b), we observe
two failure modes: (1) Imperceptible adversarial perturbations that slip through. Fig-
ure 2.1(b) shows that one can construct adversarial examples that are very similar
to the clean test inputs that can slip through their URejectron construction of S (in
the deep learning setting), and cause large errors. (2) Benign perturbations that get
rejected. Figure 2.1(c) shows that we can generate “benign” perturbed examples
using image corruptions, such as slightly increased brightness, but URejectron

rejects all.

2.7 Conclusion

In this paper, we formulate threat models for transductive defenses and propose an
attack framework called Greedy Model Space Attack (GMSA) that can serve as a
new baseline for evaluating transductive defenses. We show that GMSA can break
previous transductive defenses, which were resilient to previous attacks such as
AutoAttack. On the positive side, we show that transductive adversarial training
gives a significant increase in robustness against attacks we consider. For the future
work, one can explore transductive defenses that can be robust under our GMSA
attacks, and can also explore even stronger adaptive attacks that are effective in

evaluating transductive defenses.
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3 TWO HEADS ARE ACTUALLY BETTER THAN ONE: TOWARDS
BETTER ADVERSARIAL ROBUSTNESS VIA TRANSDUCTION AND

REJECTION

As established in the previous chapter, transductive robustness provides a promis-
ing avenue to relax conventional adversarial robustness constraints by allowing
test-time adaptation. A natural next step is to investigate whether and how model
performance can be further enhanced within this relaxed robustness framework.
In this chapter, we address this question by exploring rejection as a complementary
strategy to transduction. Specifically, building upon insights from recent theoretical
advances—such as Tramer’s (Tramer, 2022) classifier-to-detector reduction and
Goldwasser et al.’s (Goldwasser et al., 2020a) provable guarantees transductive
learning—we demonstrate that combining rejection with transduction not only
leads to significant theoretical improvements in robust generalization but also

translates into substantial empirical gains under state-of-the-art adversarial attacks.

3.1 Introduction

A recent line of research (Goldwasser et al., 2020a; Montasser et al., 2021; Good-
fellow, 2019a; Wang et al., 2021; Wu et al.,, 2020c) has investigated augmenting
models with transduction (leveraging unlabeled test input to revise the learned
model) and rejection (allowing a model to reject on certain input) to defend against
adversarial perturbations. There are in general two classes of algorithms. One class
is transduction-only. For example, (Montasser et al., 2021) showed that robust learn-
ing with transduction allows for significant improvements in sample complexity,
reducing dependency on VC dimension from exponential to linear; however, this
comes at the cost of significantly greater assumptions on the data (OPT). for the

realizable case rather than the OPTy of the inductive setting ').

The optimal robust risk is OPTy = infnesc Prxy)~» 3z € U(x) : h(z) # yl. For U which are
perturbations up to € in some metric, U is a perturbation of up to xe, see Section 3.3 for more
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The other class is to have both transduction and rejection. For example, (Gold-
wasser et al., 2020a) studied this setting and showed even more surprising results,
not achievable with transduction or rejection alone. However, one prominent lim-
itation of these works seems to be that none has yet resulted in practical robust
learning mechanisms in the deep learning setting typically considered.

In this paper, we take a step towards realizing the promise of transduction+rejection
in more realistic scenarios. Compared to (Goldwasser et al., 2020a), which con-
siders arbitrary perturbations, we focus on the classic and practical scenario of
bounded perturbations for deep learning. Somewhat surprisingly, we show that a
novel application of Tramer’s classifier-to-detector technique (Tramer, 2022), which
has thus far only been applied to indicate that certain defenses are vulnerable, in the
transductive setting can give significantly improved sample-complexity for robust
generalization, noting that bounded perturbations are critical for the construction
to work. To obtain these improvements, we do not require stronger assumptions
on the data, as with (Montasser et al., 2021); in the realizable case, we only need
to assume OPT,2/s = 0, which is even better than the OPTy = 0 assumption in the
inductive case.

Our theory guides us to identify a practical transductive algorithm for learning
a robust selective model. As a component, we present a simple empirical approxi-
mation to the reduction which enables the computationally efficient realization of
the improvement to robustness offered by rejection; our experiments show that the
the robustness of models utilizing our rejection-only defense very closely matches
the theoretical bound (i.e. the robustness achievable to adversarial budget €/2).
While our approach does not have the theoretical guarantees of the computation-
ally inefficient construction, it is a significant step towards developing an efficient
reduction, left as an open problem by (Tramer, 2022).

In addition, we present an objective for general adaptive attacks targeting se-
lective classifiers based on our algorithm. Our transductive defense algorithm
gives strong empirical performance on image classification tasks, both against our

adaptive attack and against existing state-of-the-art attacks such as AutoAttack

details.
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Table 3.1: Summary of generalization bounds for the four settings. Compared to trans-
duction alone and (Goldwasser et al., 2020a), our defense weakens the necessary conditions
in the realizable case and improves the asymptotic error in the agnostic case. Compared
to induction and rejection alone, sample complexity has a linear rather than exponential
dependence on the VC dimension. Compared to (Goldwasser et al., 2020a), the dependence
on the error bound e improves from inverse quadratic to inverse linear in the realizable case.
Note that (Goldwasser et al., 2020a) requires the existence of a hypothesis with bounded
error on the perturbed data in the agnostic case, and hence does not tolerate all possible
perturbations.

Realizable

Soundness  Completeness Generalization Agnostic Generalization Bound

Condition  Condition Bound
Induction (Montasser et al., 2019) OPTy =0 OPTy =0 o (X laniisi/o) OPTy +0 ( 200 +log(1/5) ‘,‘;’g“/“)
Transduction (Montasser et al., 2021) OPTy 2 =0 OPType =0 o0 ( (201 g n)+log(1/8) ) 20PT, 4+ O ( 7\/&9”4:"3“’/”)
Rejection (Theorem B.2, B.6) OPTY =0 OPTY =0 o (2 0 Joy p,r )+log(1/8) ) OPT 4 0 (\/w)
Transduction+Rejection (Goldwasser et al., 2020a) OPTy =0  OPTy =0 0] (\/‘U’” Jog(n)  log ‘/ﬁ‘) 20PTy +2v20PT; + O (%M)
Transduction+Rejection (Theorem 3.1, B.12) OPTyes =0 OPTye =0 o (\L( 20l op(n Jtlog( 1/5‘) 20PTy2s + O (1 / M)

and standard GMSA. On CIFAR-10, we obtain 81.6% transductive robust accuracy
with rejection, a significant improvement on the current state-of-the-art result of
71.1% (Peng et al., 2023; Croce et al., 2020) for robust accuracy up to the pertur-
bation considered (1, with budget e = 8/255); on CIFAR-100, we obtain 57.9%
transductive robust accuracy with rejection, significantly exeeding the strongest
existing baseline of 42.7% (Wang et al., 2023b; Croce et al., 2020) with the same
adversarial budget.

The rest of the paper is organized as follows. Section 3.2 reviews main related
work, and Section 3.3 presents some necessary background. We develop our the-
ory results in Section 3.4. Guided by our theory, Section 3.5 develops a practical
robust learning algorithm, leveraging both transduction and rejection. We provide

systematic experiments in Section 3.6, and conclude in Section 3.7.

3.2 Related Work

In recent years, there have been extensive studies on adversarial robustness in

the traditional inductive learning setting, where the model is fixed during the
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evaluation phase (Carlini and Wagner, 2017a; Goodfellow et al., 2015b; Moosavi-
Dezfooli et al., 2016). Most popular and effective methods are adversarial training,
such as PGD (Madry et al., 2018a), TRADES (Zhang et al., 2019a). These methods
are effective against adversaries on small dataset like MNIST, but still ineffective on
complex dataset like CIFAR-10 or ImageNet (Croce et al., 2020). Defenses beyond
adversarial training have been proposed but most are broken by strong adaptive
attacks (Croce and Hein, 2020c; Tramer et al., 2020).

To break this robust bottleneck, recent work has proposed alternative settings
with relaxed yet realistic assumptions, particularly by allowing rejection and trans-
duction. In robust learning with rejection (a.k.a., abstain), we allow rejection of
adversarial examples instead of correctly classifying all of them (Tramer, 2022).
Variants of adversarial training with rejection option have been considered (Laid-
law and Feizi, 2019; Pang et al., 2022; Chen et al., 2021b; Kato et al., 2020; Sotgiu
et al., 2020; He et al., 2022), including generalizations to unseen attacks (Stutz et al.,
2020) and to certified robustness (Sheikholeslami et al., 2020; Baharlouei et al., 2022;
Sheikholeslami et al., 2022). (Tramer, 2022) proves an equivalence between robust
learning with rejection and standard robust learning in the inductive setting and
shows that the evaluation of past defenses with rejection was unreliable.

The other approach is to define an alternative notion of adversarial robustness
via transductive learning, i.e. "dynamically" ensuring robustness on the particular
given test samples rather than on the whole distribution. Similar settings have been
studied but under the view of "test-time defense" or "dynamic defense" (Goodfellow,
2019a; Wang et al., 2021; Wu et al., 2020c). (Goldwasser et al., 2020a) is the first
paper to formalize transductive learning for robust learning, and the first to consider
transduction+rejection. It considers general adversaries on test data and presents
novel theoretical guarantees. (Chen et al., 2022) formally defines the notion of
transductive robustness as a maximin problem and presents a principled adaptive
attack, GMSA. (Montasser et al., 2021) discusses robust transductive learning
against bounded perturbation from a learning theory perspective and obtains

corresponding sample complexity.
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3.3 Preliminaries

Table 3.2: Summary of the robust error in all settings. Note that transductive error
of the learner A is the corresponding notion of error where h = A(x, y, Z).

Robust Error Robust Error (with Rejection)
Inductive erry (h;x,Y) i= sup .y () LUN(2) # y} err{?(h X,Y) = SUp, yy ) LUN(2) ¢ {y, 1}V h(x) # y}
Transductive erry(hyx,y,2,0) == £ Y 1{h (2) # 0} erld(hixy,%29) =LY, { ((Z‘) ¢ gé/\j‘};?; %) }

Let X denote the input space, Y the label space, D the clean data distribution over
X x Y. We will assume binary classification for our theoretical analysis: Y = {£1}.
Let U(x) denote the set of possible perturbations of an input x, e.g., for {, norm
perturbation of budget €, U is the €, ball of radius e: U(x) ={z: ||z — x|, < €}. We
assume U satisfies Vx € X, x € U(x); essentially all interesting perturbations satisfy
this. Let U?(x) := {z : 3t € U(x),such that z € U(t)}, and U~ (x) := {z : x € U(z)}.
If a perturbation set A satisfies A> = U, then we say A = U/% U~1/2 = (U~1)1/2,
When U is the £, ball of radius €, U? is that of radius 2¢, U~! = U, and U/? is that
of radius €/2; we define U?, U!/3, and U~1/? similarly.

All learners are provided with n i.i.d. training samples ? (x,y) = (xi, yi)Lq ~
D™. There are m i.i.d. test samples (X,§) ~ D™, and the adversary can perturb X to
Z e U(X).

We describe the main settings below; the corresponding notions of error are in
Table 3.2. For each setting, we define risk as the expected worst-case error up to the

perturbation U, and empirical risk similarly.

Induction. In the traditional robust classification setting (e.g., (Madry et al,,
2018a)); also called the inductive setting or simply induction), the learning algo-
rithm (the defender) is given training set (x, y), learns a classifier h : X — Y from
some hypothesis class .

2Here x = (x4)1*; and similarly with y, X, §j, etc. We will also overload the notation U, e.g.,
Ux) ={ueX™:u € Uxi)}
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Rejection. In the setting of robust classification with rejection, the classifier has
the extra power of abstaining (i.e., outputting a rejection option denoted by L),
and furthermore, rejecting a perturbed input does not incur an error. The learning
algorithm is given training set (x,y) and learns a selective classifier, defined as a
function

h: X — YU{Ll} (3.1)

from some hypothesis class H which, given a sample x, either outputs a label
y € Y or abstains from prediction with an output of L. An error occurs only
when h rejects a clean input, or accepts and misclassifies. We define additionally
OPT;{ := infycq¢ Ry (h; D).

Transduction. In the setting of robust classification with transduction (e.g., (Mon-
tasser et al., 2021) ), the learning algorithm (the transductive learner) has access
to the unlabeled test input data; the goal is to predict labels only for these given
test inputs (a transductive learner need not generalize). The learner A is given
the training data (x, y) and the (potentially perturbed) test inputs Z, and outputs
m labels h(Z) = (h(Z;))", as predictions for Z. That is, the learner is a mapping
A: (X xY)™ x X™ — Y™. A special case is when A learns a classifier h and use it to
label Z; the labels are also denoted as h(Z).

Our setting: Transduction+Rejection. A transductive learner for selective classi-
fiers A is given (x, Y, Z), and outputs rejection or a label for each input in Z. That is,
the learner is a mapping A: (X x Y)™ x X™ — (YU{L})™. An error occurs when
it rejects a clean test input or accepts and misclassifies. Hence, we present the
appropriate notion of error in Table 3.2, the natural extension of the rejection-only
error to the transductive setting, with the key difference being that we penalize
rejection only if the sample is not perturbed (as transductive learners produce
outputs only on the provided test data, there is no notion of rejecting X; if it has

been perturbed).
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3.4 Theoretical Analysis

In this section, we present theoretical results which guide the design of our algo-
rithm (see Section 3.5). We show that, by applying an algorithm which produces
a hypothesis robust with reduced e about an intermediate perturbation and in-
corporating rejection (via Tramer’s classifer-to-detector reduction (Tramer, 2022)),
we can derive an algorithm with strong guarantees up to the full €; in particular,
the full algorithm obtains linear dependence on the VC dimension with greatly
reduced necessary conditions compared to transduction alone. This suggests that
this simple approach may provide significant improvements to robustness. We
find in that this is indeed the case: our algorithm, described in Section 3.5, obtains
significantly improved robustness compared to existing baselines; see Section 3.6
for more details.

We focus on the realizable case for the setting with transduction+rejection here,
for more details and results for the agnostic case and the setting with rejection
alone see Appendix B.1. For comparison with existing results in the inductive-
only and transduction-only settings (Montasser et al., 2019, 2021), we follow their
setup: assume there exists a classifier (without rejection) with 0 robust error from
a hypothesis class H of VC-dimension VC(J); the goal is to design a learner with a

small robust error.

Theorem 3.1. Foranyn € N, d > 0, hypothesis class H of classifiers without rejection,
perturbation set U such that U = U~ and U3 exists, and distribution D over X x Y
satisfying OPTy.s = 0, there exists a transductive learner A that constructs a set of selective
classifiers (of the form Equation (3.1)) A s.t. the following is true: with probability > 1—
over (x,y) ~ D", (X,§) ~ D", we have that for any Z € U(X), if A # (), then for any
heA,?

VC(H)log(2n) + log(1/9)

errld (h;x,u,%, Z,7) < ,
n

’Note that A is a function of x, y, and Z, so this is more precisely a bound of

su errrej(h'x X,2,7)
Pzeu(x),heA(xy,z) STy (WX, Y, X, 2, Y).
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For U satisfying our conditions (including 1, balls), we obtain a stronger guar-
antee than those using only transduction or only rejection. First, compared to
the guarantee for transduction without rejection (Montasser et al., 2021) (see Ta-
ble 3.1), our result requires weaker assumptions on the data: we need OPT;s =0
rather than OPT,. = 0. For example, consider the {,, norm perturbation: U(x) = {z:
|z—x|lp < €}. Transduction alone requires that there exists a classifier with 0 robust
error up to the perturbation U?, i.e. up to an {,, norm perturbation of adversarial
budget 2¢. In contrast, our result shows that using both transduction and rejection
only requires there exists a classifier with 0 robust error up to perturbation U*/3,
corresponding to adversarial budget of 2¢ /3. Equivalently, for a data distribution
with a margin 2¢, transduction without rejection can only handle adversarial per-
turbations with budget €, while combining transduction and rejection can handle
adversarial perturbations with budget 3¢, tolerating three times the adversarial
magnitude. Second, compared to rejection only (see Table 3.1), this bound has a lin-
ear sample complexity rather than exponential. Therefore, combining transduction
and rejection has the benefits of both techniques.

Furthermore, note that the result bounds the rate of incorrect rejections as well,
i.e. the rate of rejections on clean data, with the same bound as a direct consequence
of the definition of robust error under transduction and rejection. However, the
result, while potentially very strong, comes with the caveat that the defense is not
guaranteed to find a nonempty A (i.e., the defense is sound but may not be complete)
under conditions weaker than OPT,;> = 0; by Lemma B.14 in Appendix B.1.3, A
is guaranteed to be nonempty, and hence we have completeness, under the same
conditions as transduction alone. Hence, the result is strictly stronger than the
result for transduction alone (Montasser et al., 2021).

Consider an adversarial budget €, and suppose Z is the given potentially per-
turbed test input and X is the corresponding clean test input. To obtain the guarantee,
we need to find a model which is €/3-robust at q = X + (Z — X)/3. Such a model
always exists when OPT,;2s = 0. However, given only Z without knowing q or X,
our algorithm finds a model e /3-robust at every perturbation within 2¢/3 of Z and
thus A may be empty.
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While weaker conditions don’t guarantee that we find a model satisfying the
conditions, the result still provides intuition for the success of our derived empirical
defense. For typical data distributions and hypothesis classes, it might be expected
that, if we fail to find a e-robust hypothesis at the fully-perturbed data, we will
nevertheless be more likely to find a model which is robust nearer the clean data
distribution (i.e. where the condition is required by the theory) rather than further
away. Determining conditions for this is an interesting direction for future research.

Such conditions do exist: in Appendix B.1.3 we present a distribution D, hy-
pothesis class I, and perturbation U for which A is guaranteed to be nonempty and
the error bound above applies, but where trasduction has a minimum asymptotic
error of 1/2.

Proof Sketch. For intuition, think of U as the {,, norm perturbation with adversar-
ial budget e. We omit technical details; see Appendix B.1.3 for the complete proof.
Consider some clean training set x, y, clean test set X, {j, with perturbed test data Z
with Z; within € of X;. Let Z’ = X + (Z — X)/3 be the intermediate perturbation a
third of the way between X and Z.

First, following (Montasser et al., 2021), define the set of robust hypotheses
AL (x,y,2" ) as AL (x,y,2) = {Ryas(h;x,y) = 0 ARy (h; 2') = 0y where Ry (h; z,y) =
SUPy ey (2) L5 1 Hh(R) # yit and Ry (h; z) = Ry (h; 2z, h(z)).

That is, we find those classifiers that satisfy: (1) they are €/3-robustly correct
(i.e., correct and robust to perturbations of budget €/3) on the training data (x,y);
(2) they have €/3 margin on the intermediate perturbations Z’ (i.e., have the same
prediction for all perturbations of budget €/3). This then guarantees, as shown in

(Montasser et al., 2021), that with high probability, for any h € A%‘{m (x,y,Z’) the

70) log(2n)+log(1/5) .
— if

robust error facing perturbation of budget €/3 is bounded by ¥l
OPTy2s = 0.
Next, following (Tramer, 2022), define a transformation F;;1s that maps a classi-
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&

(b)

]

Figure 3.1: (a) his e/3-robust at Z; h correctly classifies Z.
(b) his not e/3-robust at Z; h rejects .

fier without rejection, h, to the selective classifier (see Equation 3.1) h = Fys(h):

: I —1/3 A
Al = h(x) ifvx' el (x),h(x’) = h(x) . (32)
4 otherwise

That is, h rejects x if it is within €/3 from h’s decision boundary, otherwise accepts
and predicts h(x).

Now, consider a clean test sample (X,7) and X’s adversarial perturbation Z.
Define an intermediate perturbation z’ = % + (Z — X) /3. We will show that if h is
correct at z/, then h makes no error at 3.

If Z =X, then 2/ = X = Z. Since h is €/3-robust at Z’, h(Z) = h(z’) = § and
so h(z) = {j which is correct. Otherwise, we need to consider two cases: (a) h
is e/3-robust at Z; (b) h is not. See visualization in Figure 3.1. In both cases, the
€/3-balls about Z and z’ intersect. Let Z” be some point in the intersection. Since
his e/3-robust at Z’, h(Z”) = h(Z’) = {j. Now, in case (a) where h is € /3-robust at
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Z, h(Z) = h(z2") = 1§, which is correct. In case (b) where h is not €/3-robust at Z, h
rejects Z and makes no error.
Hence if h is correct at Z’, then h makes no error at z. So the error bound for h

implies the desired error bound for any h in the set
A — {ﬁ — Fys(h) :h e AL (x,y,z’)} : (3.3)

As we have access only to the adversarial test data Z, to ensure e/3-robustness

at the unknown Z’, we need to ensure e-robustness at Z. Let

A"=USh=Fush):he ()| AL"(xyz2) (3.4)

2/eU-2/3(2)

and let A = Uz er-2ss) A% (x,y,z'). By the above, as A” C A/, any h in A”

achieves the desired bound. If |A] = 1, then |A’| = 1and as A’ C A, A = A’ and so
any hin A” U A likewise achieves the bound.
Hence, if we let
A"UA JAl=1,
A= , (3.5)
A" otherwise

we obtain the theorem statement.

3.5 Defense by Transduction and Rejection

The analysis of Theorem 3.1 suggests the following defense algorithm: (1) first
obtain a classifier h that is robust and correct on the training data and also robust
on the test inputs, (2) then transform h to a selective classifier h by rejecting inputs
too close to the decision boundary of h. We describe the resulting defense below:

Step (1) To get h, we perform adversarial training on both the training set and
the test set, using a robust cross-entropy objective. As in TADV (Chen et al., 2022)
we train with private randomness. Specifically, we train a model with softmax

output as the class prediction probabilities h® and the class prediction is h(x) =
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arg max, ., hy (x). Given the labeled training data (x,y) and the test inputs Z, we

optimize the following objective:

Lce(h®(x),y)
M 4 maxgen ) Lce (W (X)), y) (3.6)
+2 3 s [maxsziewz) L (RS (2'), h(2))]

where Lcp is the cross-entropy loss and A > 0 is a hyper-parameter.

N
min | & xwexy

Step (2) Having learned h, we now turn h into a selective classifier h. To
do this, we need to compute the transformation Fy1,3, however, the construction
following (Trameér, 2022) is computationally inefficient and as such is not practical
for an empirical defense. Hence, we present a simple but effective approach which
performs similarly in practice, as we show in Section 3.6.4.

Empirical Classifier to Selective Classifier Transformation: Recall that h rejects
the input x if there exists x’ € U/3(x) with h(x) # h(x’); otherwise accepts and
predicts the label h(x). So we only need to determine the existence of x’ € U/3(x)
with h(x) # h(x/).

We use a standard inductive attack, PGD, for this by solving;:

argmax  Lcg(h®(x'), h(x)). (3.7)

x’'€U/3(x)

When U is £, norm ball of radius €, the constraint is then ||x" —x|| < €/3. In practice,
we can generalize this to ||x” — X|| < €defense Where €gefense iS @ hyper-parameter we
call the rejection radius.

Taken together, we obtain a strong defense with transduction and rejection
which significantly outputerforming existing baselines (see Section 3.6.3), which
we refer to as TLDR (Transductive Learning Defense with Rejection).

Discussion on Computational Cost. The computational cost of training with
TLDR is higher than that of standard adversarial training, in particular, by a factor
of at most two; the cost of the transformation Fy1s is the same as that of PGD. As
with general transductive defenses, the training process must be repeated for each

new batch of samples; hence TLDR is suited to applications with minimal latency
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requirements, which may amortize the cost of training over a large batch of test
samples, on the order of the full training set.

Discussion on Evaluation. Adversarial evaluations of novel defenses are well
known to be challenging (Chen et al., 2022; Zimmermann et al., 2022); hence, we
construct an adaptive attack targeting our defense in Section 3.5.1 and thorougly
evaluate it in Section 3.6. As we incorporate GMSA (Chen et al., 2022) in our
attack, we must perform multiple iterations of training in evaluation, each of which
is computationally costly. Hence, attacking and evaluating TLDR is extremely

computationally expensive.

3.5.1 Adaptive Attacks

Since no strong adaptive attacks exist for the new transduction+rejection setting
to our knowledge, we design one here. Our attack is based on GMSA in (Chen
et al., 2022), which has been shown to be a strong attack for transductive defense
(without rejection).

The goal of the attack is to find perturbations Z of the clean test inputs X such
that the transductive learner has a large error when given (x, y, Z). GMSA runs in
stages; in each stage t, it simulates the transductive learner on the current data set
(x,Y,Z) to get a classifier hy, and then maximizes the minimum or average loss of
{hi}i_; to get the updated perturbations of the test inputs Z,; (called GMSAyN
and GMSA ayg, respectively). See (Chen et al., 2022) for the details.

GMSA does not directly apply to our setting since we have selective classifiers
h with a rejection option which is not considered in GMSA. Our contribution is
to design a method to get the updated perturbations Z of the test inputs in each
stage such that the selective classifier incurs a large error. Recall that h constructed
from h incurs error in two cases: (1) it accepts Z and misclassifies with h(zZ) # y;
(2) Z =X and it rejects Z. We consider the two cases below.

Case (1) We will propose a novel loss measuring the loss of a selective classifier
hon a perturbation (Z,y) from a clean test point (%,y) for such kind of error;
maximizing this loss gives the desired Z. Recall that we need Z to be accepted and
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also the prediction h(z) # y. For the latter, we can maximize Lcg(h*(X),y) where
h* is the class probabilities of h (i.e., its softmax output). The former is equivalent
to miny sy 4n(z) [|[Z2 — 2'|| = €defense-

Now, suppose Lppn(Z’) is a surrogate loss function on the closeness to the
decision boundary; it increases when z’ gets closer to the decision boundary
of h. Then the condition is equivalent to ||Z—p(Z)|| = €defense Where p(Z) =

arg max Lppn(Z'). Now, as the maximum value of ||Z — p(Z)|] is exactly

Z,_z”gedefense

€ defense, We would like to maximize ||Z — p(Z)|| to satisfy the condition.

Summing up, for this case, we would like to maximize:

Lrej(Z,y) = Lce(h®(2),y) + N [|Z—p(2)],

where p(Z) = argmax ZLpgn(Z')

Hi,fillgedefense

(3.8)

and A’ > 0 is a hyper-parameter. Finally, for Lpg 1, the following definition works
well in our experiments: Lpgh(Z') := rank, h*(Z') —max h®(Z’), which is maximized
at the decision boundary as the top-two class probabilities are equal.

Case (2) A critical step in an effective application of Lgg; to a transductive attack
is the selection of which points to perturb. To do this, we apply a post-processing
step after finding Z by maximizing (equation 3.8). We must predict whether h
is more likely to incur error on Z or on the clean input % (i.e., h(X) # y). If we
expect that the clean point is likely to be incorrectly classified or rejected, then we
update Z to X. In GMSA, we have access to a series of models trained on previous
attack iterations; we estimate the likelihood of success at Z and % by the fraction of
previous models which fail at each point.

Summing up the two cases and combining with GMSA gives our final attack
(details in Algorithm 3 in Appendix B.2.5).

3.6 Experiments

This section performs experiments to evaluate the proposed method TLDR and

compare it with baseline methods (e.g., those using only rejection or transduc-
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tion). Our main findings are: 1) TLDR outperforms the baselines significantly in
robustness, confirming the advantage of combining transduction and rejection. 2)
Our adaptive attack is significantly stronger than existing attacks which were not
designed for the new setting, providing a strong evaluation. 3) Rejection rates rise
steadily with the rejection radius, but few clean samples are rejected and the robust

accuracy remains stable.

3.6.1 Datasets and Defense/Attack Setup

We evaluate on MNIST (LeCun, 1998) and CIFAR-10 (Krizhevsky et al., 2009). We
consider an adversarial budget of € = 0.3 in 1, on MNIST and e = 8/255 in 1, on
CIFAR-10. For defense, on MNIST, we use a LeNet architecture; on CIFAR-10 we
use a ResNet-20 architecture. In both cases, we train for 40 epochs with a learning
rate of 0.001 using ADAM for optimization. On MNIST, we use 40 iterations of PGD
during training with a step size of 0.01. On CIFAR-10, we use 10 iterations of PGD in
training with a step size of 2/255. In training TLDR, we set A = 0.176 after a warm
start period in which A = 0. We use a rejection radius of e/4 for selective classifiers.
For attack, we use 10 iterations of GMSA on both datasets. On MNIST, we use 200
steps of PGD with a stepsize of 0.01 while generating adversarial examples. On
CIFAR-10, the PGD attacks use 100 steps with a stepsize of 1/255. Defense settings
used while training models in GMSA (including internal PGD settings) are the
standard defense settings. Internal optimizations in the calculation of Lgrgj use 10
steps of PGD with a stepsize of 15% of the rejection radius. We use A’ = 1 in Lggy;

we observe little sensitivity to the parameter.

3.6.2 Attack Evaluation

Table 3.3 shows the results of different attack methods on TLDR. Previous work (Chen
et al., 2022) shows that transduction-aware attacks are necessary against transduc-
tive defenses; we observe that attacks (PGD on Lcg or Lggy and AutoAttack) from
the traditional setting perform poorly against our defense. We can also see that

GMBSA significantly outperforms even a rejection-aware transfer attack (referred to
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Table 3.3: Robust accuracy by different attacks on TLDR. The strongest attack is
boldfaced.

Attack MNIST CIFAR-10
PGD (LcE) 0.991 0.794
PGD (Lrgy) 0.988 0.781

AutoAttack 0.989 0.756
GMSA (Lce)  0.988 0.853
GMSA (L REJ) 0.972 0.739

Table 3.4: Robust accuracy under different attack losses on a fixed adversarially
trained model with rejection, AutoAttack for comparison. The strongest attack is
boldfaced.

Loss MNIST CIFAR-10
AutoAttack (Croce and Hein, 2020c)  0.980 0.592
Lcg 0.977 0.524
Lrej(LcE) 0.974 0.470
LRrEj 0.973 0.458

as PGD targeting Lrgj; note that PGD and AutoAttack do not target the final model
in this case, given the transductive setting, but instead target a proxy trained by the
adversary); see Algorithm 4 in Appendix B.2.5 for the full details.

This shows that GMSA is critical for attacking a transductive defender; while
PGD and AutoAttack are strong against an inductive model, they performs poorly
facing transduction. Finally, we observe that GMSA with Lcg is much weaker than
GMSA with Lrg;. This shows another key component in our adaptive attack, the
loss Lrgy, is also critical to get a strong attack against our defense.

To further investigate the importance of Lrgj, we attack an adversarially trained
model with rejection with PGD on different losses: Lggj, cross-entropy Lcg, and
Lrey with Lpg n replaced by Lcg, with AutoAttack given for comparison. Table 3.4
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Table 3.5: Results on MNIST and CIFAR-10. Robust accuracy is 1 - robust error;
see Section 3.3. prg; is the percentage of inputs rejected. The baseline results are
from (Chen et al., 2022). The strongest attack against each defense is shown. The
best result is boldfaced.

. MNIST CIFAR-10
Setting Defense Attacker prey  Robustaccuracy pgrg  Robust accuracy
Induction AT (Madry et al., 2018a) AutoAttack - 0.897 - 0.448
Rejection only AT (with rejection) PGD (Lrgy) 0.852 0.968 0.384 0.634
Teansduction onl RMC (Wu et al., 2020c) GMSA (£cg) - 0.588 - 0.396

y DANN (Ganin et al., 2016a) GMSA (£cg) - 0.062 - 0.055

TADV (Chen et al., 2022) GMSA (Lcg) - 0.943 - 0.541

Transduction+Rejection URejectron (Goldwasser et al., 2020a) GMSA (Lpsc) 0.274 0.721 0.000 0.145
Transduction+Rejection TLDR (ours) GMSA (Lrgy)  0.126 0.972 0.208 0.739

Table 3.6: Comparison with state-of-the-art (Peng et al., 2023; Wang et al., 2023b;
Croce et al., 2020) on CIFAR-10 and CIFAR-100 under 1., perturbations with budget
8/255. The best result is boldfaced.

Setting Defense Architecture Attacker CIFAR 10 CIFAR-100
prey  Robust accuracy prg Robust accuracy

Induction (Peng et al., 2023) Ra WideResNet-28-10  AutoAttack - 0.651 - 0.372
Induction (Peng et al., 2023) Ra WideResNet-70-16 AutoAttack - 0.711 - 0.388
Induction (Wang et al., 2023b) WideResNet-28-10 AutoAttack - 0.673 - 0.388
Induction (Wang et al., 2023b) WideResNet-70-16 AutoAttack - 0.707 - 0.427
Transduction+Rejection TLDR (ours) ResNet-20 GMSA (Lgg;) 0.208 0.739 - -
Transduction+Rejection TLDR (ours) WideResNet-28-10 GMSA (Lggy) 0.111 0.816 0.171 0.579

shows that Lgg; significantly outperforms both PGD targeting alternative losses and
AutoAttack. See Appendix B.3 for an evaluation of the effectiveness with which

Lrey targets rejection using the binarization test (Zimmermann et al., 2022).

3.6.3 Robustness of TLDR

Baselines. (1) AT: adversarial training (Madry et al., 2018a); (2) AT (with rejec-
tion): adversarial training (AT) with rejection; (3) RMC (Wu et al., 2020c); (4)
DANN (Ganin et al., 2016a); (5) TADV (Chen et al., 2022); (6) Rejectron (Gold-
wasser et al., 2020a). Among them, (1) is in the traditional induction setting,
(2) is rejection only, (3)(4)(5) are transduction only, and (6) incorporates both

transduction and rejection.
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Evaluation. We attack the defenses and report the robust accuracy (1 - the ro-
bust error defined in Section 3.3). To attack inductive classifiers, we use AutoAt-
tack (Croce and Hein, 2020c). For inductive selective classifiers, we use PGD on
the rejection-aware loss Lrgy from Eqn (3.8). For transductive classifiers, we use
GMSA which has been shown to be a strong adaptive attack on transduction (Chen
et al., 2022). Finally, for our transductive selective classifiers, we use our adaptive
attack in Section 3.5.1 (roughly GMSA with Lgg;). For Rejectron (Goldwasser et al.,
2020a) we use GMSA with a loss function Lpsc targeting their defense; see Ap-
pendix B.2.6 for the details. We include an ablation of the two core components of
TLDR (the transductive loss term and the transformation into a selective classifier)
in Appendix B.3.

For transductive models, we report the stronger of GMSAyn and GMSA ayc.
Inductive models are trained with standard adversarial training (Goodfellow et al.,
2015b), and transductive models with the TLDR loss in Eqn (3.6). As Rejectron
depends heavily on a key hyperparameter determining confidence needed to reject,
we report the results for the parameter value strongest against our attack. The best-
performing value on CIFAR-10 effectively eliminated the possibility of rejection
(hence the rejection rate of 0); other choices resulted in near-0 robust accuracy.

Comparison of Defenses. Table 3.5 shows the robust accuracy and rejection rate
of different methods. We observe that either transduction or rejection can improve
the performance, while combining both techniques leads to the best results. In
particular, our defense outperforms existing transductive defenses such as RMC
and DANN. Results for 1, perturbations are given for 1, in Appendix B.3. See
Table 3.6 for a comparison to the state-of-the-art. With a much smaller ResNet-
20 architecture, TLDR outperforms the strongest existing baseline on CIFAR-10,
and, with a WideResNet-28-10 architecture, we obtain an in robust accuracy; on

CIFAR-100 of over 10%, we obtain an improvement in robust accuracy of over 15%.

Discussion on Evaluation. As our key focus is on demonstrating the potential
advantages of one setting (transduction+rejection) over others, comparisons be-

tween settings are necessary. In each setting, robust accuracy represents the same
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Table 3.7: Comparison of our rejection-only defense with budget € to induction-only
defenses with budget €/2.

Dataset Model Defense Attacker € (training) e (attack) R
CIFAR-10  Resnet-20 AT (Madry et al., 2018a) PGD (Lcg) 8/255 8/255
CIFAR-10  Resnet-20 AT (Madry et al., 2018a) PGD (Lcg) 4/255 4/255
CIFAR-10  Resnet-20 AT (with rejection) [ours] PGD (Lrgy) 4/255 8/255
CIFAR-10 WideResnet-28-10 AT (Madry et al., 2018a) PGD (Lcg) 8/255 8/255
CIFAR-10 WideResnet-28-10 AT (Madry et al., 2018a) PGD (Lcg) 4/255 4/255
CIFAR-10 ~ WideResNet-28-10 AT (with rejection) [ours] PGD (Lrg;) 4/255 8/255
CIFAR-100 WideResNet-28-10 AT (Madry et al., 2018a) PGD (Lcg) 8/255 8/255
CIFAR-100 WideResnet-28-10 AT (Madry et al., 2018a) PGD (Lcg) 4/255 4/255
CIFAR-100 WideResNet-28-10 AT (with rejection) [ours] PGD (Lggy) 4/255 8/255

concept, the fraction of samples on which we are correct. The difference between
settings lies in their different notions of “correctness”; each concept of correctness
incorporates both the potential advantages and the disadvantages of each setting,
e.g. in the rejection case, a new type of error is possible: rejecting a clean sample.
Hence, we compare the fraction of samples on which we can be correct between

settings (and between defenses in the same setting).

3.6.4 Rejection-Only Defense

(Tramer, 2022) shows that the existence of a classifier with x robust accuracy with
adversarial budget € implies the existence of a selective classifier with x robust
accuracy with adversarial budget 2¢; however, as the construction used is computa-
tionally inefficient, this has not yet been realized in practice. Table 3.7 evaluates
our rejection-only defense by comparing its results on the full adversarial budget
(8/255) to the theoretical bound obtained by a classifier with the half-budget of
4/255. In each case, our empirical transformation results in a robust accuracy is
very close to the results obtained by Tramer’s idealized computationally inefficient

approach. In this way, our approach enables practical realization of Tramer’s upper
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bound on gains from rejection in the inductive case.

3.7 Conclusion

Existing works on leveraging transduction and rejection gave mixed results on
their benefits for adversarial robustness. In this work we take a step in realizing
their promise in practical deep learning settings. Theoretically, we show that a
novel application of Tramer’s results give improved sample complexity for robust
learning in the bounded perturbations setting. Guided by our theory, we identified
a practical robust learning algorithm leveraging both transduction and rejection.
Systematic experiments confirm the benefits of our constructions. There are many
future avenues to explore, such as improving the theoretical bounds, and improving
the efficiency of our algorithms.
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Model Adaptation in Large Language
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4 HUMOR IN Al: MASSIVE SCALE CROWD-SOURCED

PREFERENCES AND BENCHMARKS FOR CARTOON CAPTIONING

Building on the earlier exploration of model adaptation for robustness, we now
shift our focus to examining adaptation from an application-driven perspective,
particularly within Large Language Models (LLMs). Adaptation in LLMs occurs
prominently at two levels: across-context adaptation (fine-tuning) and within-context
adaptation (in-context learning). The pretraining-finetuning paradigm enables effi-
cient adaptation to customized datasets without incurring substantial pretraining
costs, while in-context learning has emerged as a fundamental capability behind
LLMs’ empirical successes (Brown et al., 2020; Lu et al., 2023). In the next two chap-
ters, we will explore two concrete applications highlighting each of these adaptation
methods.

In this chapter, we explore a concrete application of across-context adaptation
through finetuning LLMs for creative generation tasks. Creative generation presents
unique challenges for language models, particularly in fostering diversity, original-
ity, and humor. To address these, we introduce a large-scale multimodal preference
dataset derived from The New Yorker’s cartoon caption contests, comprising over
250 million human ratings. This rich dataset not only enables comprehensive
evaluation of current preference-based fine-tuning methods but also exposes key
limitations in established techniques such as RLHF and Direct Preference Optimiza-
tion (DPO). Our findings highlight gaps between human and model capabilities,
underscoring important avenues for future research in enhancing Al-driven creative

expression.

41 Introduction

This paper introduces a dataset and benchmark designed to investigate alignment
in Large Language Models (LLMs). The dataset comprises a collection of over a

quarter of a billion human ratings, curated from the New Yorker’s funny cartoon
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Dataset Collection Humor Generation
- Preference-Based Caption
Ou0f —| Finetuning/Alignment |— Generation
(SFT, BoN, RLHF, DPO)
Open-Source (M)LLM, Model
; ; e.g. Mistral, LLaVA
est
—> —> Win Rate
New Cartoon & Crowd-Source Ranking of T Groups of Reliable Benchmark
Contestant Submissions Human Ratings Captions Generated Captions il by
(10 each) GPT Models/Human

Figure 4.1: Overview of our workflow. During data collection, a new cartoon is
released each week and thousands of captions are submitted. We then collect
caption ratings through a crowd-sourcing procedure driven by a bandit algorithm.
Our dataset is a collection of 365 contests, over 2.2M captions and over 250M human
ratings. This dataset is utilized for our Humor generation task and benchmark. We
experiment with finetuned open-source models and close-sourced API calls (both
LLMs and MLLMs). Our novel and low-cost evaluator provides better reliability in
evaluating captions.

caption contest. The task of writing funny captions comes with significant chal-

lenges due to subjectivity and variability in human judgments. This benchmark
represents a distinctive challenge for Al alignment, mirroring the complexities
found in other tasks where expert humans consistently outshine state-of-the-art
(SOTA) Al systems. Our exploration of alignment in LLMs through this dataset
sheds light on fundamental questions regarding evaluation and alignment with
human values and preferences.

Specifically, the paper studies the multifaceted realm of humor expression in
LLMs, probing whether these models can effectively recognize humor and generate
genuinely amusing captions resonating with human audiences. While LLMs may
not have been explicitly tailored for humor, their exposure to diverse comedic
content during training suggests an inherent capacity for humor recognition and
expression within their computational repertoire. We propose a robust and scalable
benchmark for evaluating a model’s humor capabilities that leverages advanced
systems like GPT4o to potentially exceed human performance. This research aims to
foster the development of more reliable, capable, and aligned Al systems, ultimately
advancing the field of Al alignment and its practical applications.

Our main contributions and findings are summarized as follows.
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Dataset: The paper presents a pioneering dataset, consisting of massively crowd-
sourced ratings of human-generated cartoon captions from The New Yorker’s fa-
mous weekly cartoon caption contest. This dataset provides a unique opportunity
to delve into the intricacies of humor generation in LLMs and marks the first large-
scale dataset with human judgments for evaluating creative tasks. With over a
quarter of a billion human ratings, this dataset offers a rich and diverse collection
of examples, enabling researchers to explore the nuances of humor expression
and perception in Al systems like never before. The dataset has already catalyzed
groundbreaking research; a portion of it was shared with other researchers who
utilized it in a recent award-winning paper at ACL 2023 Hessel et al. (2022). By
curating such a vast dataset, the paper not only facilitates deeper insights into
the capabilities of LLMs but also lays the groundwork for future studies in this
emerging field.

Benchmark: In addition to the dataset, the paper introduces novel metrics
specifically tailored for evaluating the quality of humor generated by LLMs, lever-
aging cutting-edge techniques such as GPT. These metrics provide researchers with
a standardized framework for assessing humor in Al-generated content, enabling
precise and objective evaluations compared to traditional subjective methods. By
establishing this benchmark, the paper not only enhances our understanding of
humor in Al systems but also paves the way for more rigorous and systematic
evaluations in the future.

Generative Capabilities of SOTA Models: Using the newly developed bench-
mark, the paper evaluates the performance of SOTA models such as GPT40 and
Claude in generating humorous content relative to human-generated examples.
By comparing the outputs of these models against human-generated humor, the
paper offers valuable insights into the current capabilities and limitations of LLMs
in the domain of humor generation. This analysis not only highlights areas where
Al systems excel but also identifies areas for improvement, guiding future research
efforts in enhancing the humor generation capabilities of LLMs.

Alignment Strategy Evaluation: Furthermore, the paper utilizes the benchmark

to assess the effectiveness of various alignment strategies, including Reinforcement
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Learning from Human Feedback (RLHF), Direct Preference Optimization (DPO),
and Best-of-N sampling (BoN), in enhancing humor generation in LLMs. By system-
atically comparing the performance of these alignment strategies against baseline
models, the paper sheds light on their relative strengths and weaknesses, informing
the development of more effective approaches for aligning Al systems with human
preferences and values. This analysis not only advances our understanding of
alignment techniques but also provides practical insights for improving the humor
generation capabilities of LLMs in real-world applications.

In summary, the paper’s findings and contributions significantly advance LLM
capabilities in humor evaluation and generation by providing a comprehensive
dataset, establishing a benchmark for evaluation, and offering insights into the
performance of SOTA models and alignment strategies. By addressing these key
aspects, the paper not only enhances our understanding of humor in Al systems
but also lays the foundation for future research and development in this rapidly
evolving field. We open-source our dataset and code as linked in Appendix C.1.

4.2 Related Work

New Yorker Caption Contest. Since its original conception as part of the NEXT
crowdsourcing system Jamieson et al. (2015); Sievert et al. (2017), the New Yorker
Caption Contest Dataset has been updated on a weekly basis for the last several
years. During this time, the dataset has been primarily used for the evaluation of
online algorithms and, similar to this work, to study the nature of humor. Works
in the former camp include Mason et al. (2020); Tanczos et al. (2017); Yang et al.
(2017). Perhaps the most relevant work to ours is Hessel et al. (2022). They
formulated three tasks, matching, quality ranking and explanation generation for
studying whether current Al systems understand humor. Additional prior work
includes Shahaf et al. (2015); Radev et al. (2015); King et al. (2013), which utilize
judgements made by the editors of the New Yorker directly to analyze a smaller
number of contests (< 50) and attempt to identify features that correlate with

caption performance such as length, perplexity, readability and sentiment.
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Alignment of LLMs. Finetuning of LLMs has proved a critical step in aligning
the behavior of pretrained models to downstream tasks. A standard pipeline is to
first finetune the pretrained model via supervised fine-tuning (SFT)—to imitate expert
demonstrations—followed by reinforcement learning from human feedback (RLHF)
(Christiano et al., 2017)—where a reward model is trained on human preferences,
and then the SFT model is trained to maximize this reward via PPO (Schulman et al.,
2017). This pipeline has been successfully applied for finetuning frontier models
(Ziegler et al., 2019; Bai et al., 2022a; Ouyang et al., 2022; Touvron et al., 2023), and
has inspired a vast amount of follow-up work refining and extending the SFT (Yuan
et al., 2023; Zhao et al., 2023; Gulcehre et al., 2023; Mukobi et al., 2023; Ethayarajh
et al., 2024) and RLHF (Bakker et al., 2022; Dumoulin et al., 2023; Liu et al., 2023;
Siththaranjan et al., 2023; Munos et al., 2023; Swamy et al., 2024; Chakraborty
et al., 2024; Chang et al., 2024) methodologies. Direct preference optimization (DPO)
methods (Rafailov et al., 2024) have recently emerged as a simpler yet still effective
replacement to the RLHF paradigm. Instead of training a reward model and then
optimizing this reward, DPO combines these steps by directly optimizing the SFT
model on offline human preference data, and has inspired a variety of extensions
(Hejna et al., 2023; Azar et al., 2024; Song et al., 2024; Rosset et al., 2024; Tang et al.,
2024; Yin et al., 2024). While the aforementioned works focus on finetuning on
human feedback, a related line of works has sought to finetune on Al-generated
feedback (Yang et al., 2023; Xu et al., 2023; Lee et al., 2023; Burns et al., 2023;
Chen et al., 2024b; Yuan et al., 2024; Bai et al., 2022b). Despite extensive research
into various fine-tuning methodologies, understanding their effectiveness remains
nascent. While several studies have explored when and why different methods are
most effective (Gao et al., 2023; Kirk et al., 2023; Wu et al., 2024; Chan et al., 2024;
Zhou et al., 2024; Sharma et al., 2024), they primarily address standard tasks like
reducing harmfulness and increasing helpfulness, and do not assess fine-tuning
methods for tasks requiring creativity, the focus of this work.

RLHF Datasets. Existing Reinforcement Learning with Human Feedback (RLHF)
datasets, consisting of various responses to a prompt along with a preference or-
dering of those responses, have been critical for aligning existing Al systems to
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human preferences. We briefly review some of the most popular ones. Anthropic’s
HH-RLHF dataset (Bai et al., 2022a) consists of chosen and rejected texts focus-
ing on helpfulness and harmlessness. Stanford’s SHP Dataset (Ethayarajh et al.,
2022) and Stack Exchange preferences dataset Askell et al. (2021) have aggregated
questions and answers along with their ratings from various online platforms. Ope-
nAl’s summarization dataset (Hu et al., 2022) includes rankings of paired answers
derived from human evaluations of text summaries. The data comes from a variety
of sources, such as news articles and scientific papers, where human annotators
compare the quality, coherence, and relevance of two different Al-generated sum-
maries for the same text. The WebGPT comparisons (Nakano et al., 2021) offer a
dataset of human comparisons of Al-generated web search results, emphasizing
the importance of high-quality, relevant information retrieval. Finally, we mention
the Nectar dataset (Zhu et al., 2023), which consists of a large series of prompts
along with a list of five answers generated by various LLM’s along with a ranking
of these prompts by GPT-4.

4.3 New Yorker Caption Contest

Every week The New Yorker publishes an uncaptioned cartoon and solicits hu-
morous captions from its readers through their website. The cartoon editors then
review this list of captions and choose the top three funniest ones according to their
judgement. The contest began in 2005, and at the time this work was written, there
have been roughly 900 contests. For the last eight years, starting with contest 530,
the New Yorker has utilized an online crowdsourced rating system (see Figure 4.2)
where users are presented with captions and can rate whether the caption is funny
(areward of 3), somewhat funny (a reward of 2), or unfunny (a reward of 1). Each
week a large number of captions are submitted (on average more than 6,000). These
captions are first filtered by the New Yorker’s editorial staff to remove captions that
are not humorous or include personal information and/or offensive content, and
then are sent to the crowdsourcing platform for large-scale rating. Finally, the New

Yorker editors make their final decisions based on the crowdsourced ratings.
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Table 4.1: Dataset statistics

Number of contest 365
Average #captions/contest 6044
STD #captions/contest 1794
Total number of ratings 284,183,913
Average #ratings/contest 778,586
STD #ratings/contest 325,156
"It’s been a few years but I could sg;:z]i:.t"hatRadio Shack was right next to MaX #ratingS/ConteSt 2,249,813
Min #ratings/contest 31,173
UNFUNNY SOMEWHAT FUNNY FUNNY Average rating 1.214(:i:0.12)
Figure 4.2: Example voting page for con-  Top 10 average rating 1.824 (+£0.15)

test 895

The rating process utilizes a multi-armed bandit-based algorithm, namely a
UCB-variant (see Jamieson et al. (2015); Tanczos et al. (2017) and Appendix C.4 for
details), to present users with higher-performing captions more frequently in order
to efficiently identify the best caption. Additionally, since many of the captions are
unfunny, this keeps the rating engaging by presenting users interesting captions
to rate compared to random sampling. On average the contest receives close to
780,000 ratings per week. The top 5% of captions receive an average of 821 ratings,
and the bottom 50% of captions receive around 85 ratings.

The crowdsourced voting system for the New Yorker Caption Contest (NYCC)
has resulted in an extensive dataset on human preferences and is a key contribution
of this work. The dataset can be accessed at https://huggingface.co/datasets/
yguooo/newyorker_caption_ranking. It consists of the cartoons, captions, and
ratings for each one of 365 contests from contests 530 to 895. It provides an extensive
labeled dataset on humor for researchers across multiple domains to study. In the
related works, we describe some other works that have utilized this dataset. See
Table 4.1 for more dataset statistics.


https://huggingface.co/datasets/yguooo/newyorker_caption_ranking
https://huggingface.co/datasets/yguooo/newyorker_caption_ranking
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4.4 HumorousAl Benchmark: Funny Cartoon Caption

Generation

In this section, we establish a benchmark method for evaluating the ability of
large language models to generate funny captions. We start by describing the
tasks in Section 4.4.1 followed by our proposed evaluation methods described
in Section 4.4.2. Lastly, in Section 4.4.3, we give a brief overview of the various
finetuning methods we explore in this paper.

44.1 Task

We focus on the cartoon captioning task in this paper, where a model is given
the information about the cartoon and is asked to generate funny captions about
it. Specifically, we evaluate both multimodel large language models (MLLMs)
and language-only models (LLMs). For MLLMs, we provide the raw cartoon
images. For language-only models, we instead provide the descriptions and object
entities of the cartoons. The text format of these descriptions is either written by
human (Hessel et al., 2022) or generated by MLLMs by given the images (see
Appendix C.2.1 for details). See Table C.1 for the example descriptions.

We hold out a set of 91 out of the 358 contests for evaluation by an evaluator (see
Section 4.4.2). For each contest and its corresponding cartoon, we ask the language
model to generate ten captions. This group of ten captions is then compared against
four groups of past human submissions by the evaluator. For each contest, the four
groups are captions ranked #1-10, #200-209, #1000-1009 and the ten captions that

received median ranking. The evaluations are conducted along three dimensions:

1. Overall comparison: In this setting, the evaluator compares the overall
funniness of the group of model-generated captions against each group of
contestant-submitted captions. Win rates of the model-generated captions
will be reported in Section 4.5 and Table 4.3.

2. Best pick comparison: We ask the evaluator to first pick the funniest caption
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Table 4.2: Evaluation reliability measure: Ranking accuracy of captions ranked
#1-10 vs captions ranked #1000-1009 averaged over 200 pairs. See Appendix C.2.1
for details on how the cartoon descriptions are generated.

Comparison Method Evaluator Description/Image  Ranking Accuracy (%)
Human (worker) GPT4o-vision 61.67+3.45
Human (worker) Cartoon Image 60.79+3.46
GPT4-Turbo-vision Cartoon Image 61+3.46
Pairwise GPT4o-vision Cartoon Image 60.5+3.47
GPT4o0 GPT4o-vision 65+3.38
GPT4-Turbo GPT4o-vision 67+3.33
GPT4-Turbo GPT4-vision 66+£3.36
GPT4-Turbo Hessel et al. (2022) 66.5+3.35
Human (worker) GPT4o-vision 59.23+1.45
Human (worker) Cartoon Image 57.5.42+1.37
Group Human (expert) Cartoon Image 94.28+2.79
(Overall) GPT4-Turbo-vision Cartoon Image 63+3.42
GPT4o-vision Cartoon Image 74+3.11
GPT4-Turbo GPT4o-vision 73+3.15
GPT4-Turbo GPT4-vision 74+3.11
GPT4-Turbo Hessel et al. (2022) 77.5+2.96
Human (worker) GPT4o-vision 56 +2.22
Group Human (worker) Cartoon Image 63.66+1.96
(Best Pick) GPT4o-vision Cartoon Image 70.5+3.23
GPT4-Turbo GPT4o-vision 61.5+3.45
GPT4-Turbo Hessel et al. (2022) 60+3.47

from each of the two groups and then choose the funnier caption accordingly.

Win rates are reported similarly to above.

3. Caption diversity: We measure the diversity of captions within each group

of captions either generated by language models or submitted by human

contestants in the past. Similarly to the study (Kirk et al., 2023) on measuring

the output diversity for non-creative tasks (summarization and instruction

following), we use the expectation-adjusted distinct N-grams (denoted as
Average EAD) (Li et al.,, 2015) and the Sentence-BERT embedding cosine
similarity (denoted as SBERT) (Reimers and Gurevych, 2019) to measure
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the per-contest diversity. Average EAD measures the token-level similarity of
the generated captions, while SBERT measures the semantic-level similarity.
We do not use the NLI diversity from (Stasaski and Hearst, 2022) as it is

conversation-specific.

Our evaluation primarily focuses on comparing groups of captions since evaluation

reliability can be significantly improved as we now discuss below.

4.4.2 Evaluation Method

Humor is notoriously subjective. Humans cannot infallibly predict what other
humans will find funny. If they could, no joke would ever fall flat. We just
do the best we can, always hoping we can do better. Likewise for these models.
—-Bob Mankoff, former cartoon editor of The New Yorker

In this section, we aim to find a comparably reliable evaluation method for
judging model-generated captions against human submissions. We experimented
with various versions of GPT-4 and also human evaluations from Prolific (Palan
and Schitter, 2018). This task has been studied widely before within the context of
humor (Shahaf et al., 2015; Radev et al., 2015; King et al., 2013; Hessel et al., 2022).
However, unlike these previous studies that only evaluate two candidate captions at
a time (denoted by Pairwise), we introduce the novel group comparison techniques
for evaluation (denoted by Group Overall and Group Best Pick). As described in
Section 4.4.1, we compare groups of ten captions from different sources, such as
human submissions from different ranking levels, or captions generated by different
language models. To measure the reliability of different evaluators, as reported in
Table 4.2, we compare their accuracy in judging human-submitted captions from top
#10 versus #1000-1009 across 200 different contests. For the Pairwise comparisons,
we uniformly at random choose one caption from each of the two groups, which
exactly corresponds to the ranking task proposed by Hessel et al. (2022). For group
comparisons, we provide all ten captions from each group to a single query to an
LLM/human rater. The detailed prompts can be found in Appendix C.2 for various
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language models. All of the prompts for evaluation utilize the 5-shot in-context
prompting technique, which provides five caption comparison examples from other
contests before asking the model to rank the pair/groups of captions for the given
cartoon.

As shown in Table 4.2, language models are generally more accurate in detecting
the higher-ranked favorable captions in a group comparison paradigm compared
to the pairwise paradigm. These models also outperform average humans (crowd
workers) in judging the funniness across all three comparison settings. Notably, in
the overall group comparisons we also included evaluations from a human expert
(the former cartoon editor for The New Yorker). The expert significantly outper-
forms all other evaluators (Al and human), exposing a significant gap between
human experts and SOTA Al systems in this domain. Also, the group comparisons
are somewhat more challenging for crowd workers than pairwise comparisons, but
group comparisons make the language model evaluations much more reliable and
accurate. Further details about the evaluations can be found in Appendix C.3.

In conclusion, we establish two benchmark evaluation methods for the rest of
this paper: Group Comparison (Overall) using GPT4-Turbo as evaluator with
descriptions from Hessel et al. (2022) and Group Comparison (Best Pick) using
GPT4o-vision as evaluator with raw cartoon images.

4.4.3 Alignment Finetuning Methods

In our study, we compare the performance of a 0-shot model (with standard and
Best-of-N sampling) to that of an SFT finetuned model, an RLHF finetuned model,
and a DPO finetuned model. We briefly outline these methods here, and refer the
reader to (Christiano et al., 2017; Bai et al., 2022a; Ouyang et al., 2022; Rafailov et al.,
2024) for further details. In all cases, we adopt the implementation from the TRL
package (von Werra et al.).
Supervised Finetuning (SFT): SFT assumes access to a dataset Dy = {(x(V),y )N,

of prompt-completion pairs, where yV) is assumed to be an “expert” completion
for prompt x(V. SFT then tunes the weight of the base model to maximize the
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likelihood of completions y'*) given prompt x.

Reinforcement Learning from Human Feedback (RLHF): RLHF assumes ac-
cess to a preference dataset Dprer = {(x®,yld, y{i)) M, where x(V is a prompt, and
yi, y{i) two possible completions to x('), where Yl is preferred over yii). RLHF
assumes these preferences are consistent with an (unknown) reward function r*,
typically assumed to follow the Bradley-Terry model (Bradley and Terry, 1952). It
first trains a reward model T on D¢, and then finetunes the base language model
to maximize 7, typically running PPO (Schulman et al., 2017) and regularizing the
training to ensure it does not deviate significantly from the SFT model.

Direct Preference Optimization (DPO): DPO operates under the same assump-
tions as RLHF, but skips the reward modeling step entirely, and instead finetunes the
base language model on Dy directly, tuning it to produce next-token likelihoods
with orderings consistent with Dys.

Best-of-N Sampling (BoN): Best-of-N sampling does not modify the weights
of the base model. Instead, it samples N completions from the base model for any
prompt x, and chooses the completion with the highest reward, as quantified by
the reward T obtained from the RLHF reward-learning step.

Preference Dataset Construction: In our setting, we take D to be a dataset of
cartoon-caption pairs, where the captions y'*) are drawn at random from the entire
training set of captions for cartoon x1), Dore is constructed by taking a cartoon
x!V and then two captions yW and y{i), where y\y is set to a caption with a higher
human rating then y{i). Specifically, we sample the pair to be at least 3 standard

deviation apart from each other, i.e.

Rating(y(!)) — Rating(y!") > 3. \/ STD(yw))? + STD(y")?, (4.1)

where Rating(y) is the average score of caption y from human raters according to
rewards defined in Section 4.3 (note this is different from the rewards from the
reward model of RLHF). STD(y) is the corresponding standard deviation of scores

from human raters.
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Table 4.3: Evaluation of captions generated by various language models. We utilize
group comparison strategies mentioned in Section 4.4.2. The generated captions
are compared against four groups of human contestant entries at different ranking

levels. Win rates are based on 91 held-out cartoons.

Overall Win Rate (%) 1

Best Pick Win Rate (%) 1

Generated Caption #200- #1000- Contestant #200- #1000- Contestant
Model Top 10 #209 #1009  Median  Top 10 #209 #1009  Median
LLaVA 385 220 440 13.19 275 659 495 12.64
LLaVA SFT 275 330 714 17.03 220 495 659 10.99
Mistral-7B 0-Shot 495 879 1154 25.82 1.65 165 3.85 12.64
Mistral-7B BoN 659 16.48 21.43 35.71 1.65 220  3.30 10.44
Mistral-7B SFT 385 440 7.14 14.29 055 220 165 8.24
Mistral-7B RLHF 879 934 11.54 24.73 220 330 824 13.19
Mistral-7B DPO 934 1374 1758 31.32 1044 1593 14.29 30.22
GPT-3.5 Turbo 3352 5275  62.09 76.92 2363 467 4835 70.88
GPT-40 4451 6923 79.12 86.81 4286 59.89 73.63 79.67
GPT-4o Vision 4231 6374 7692 85.16 47.80 65.93 79.67 85.71
Claude-3-Opus 5440 70.88 81.87 88.46 40.11 59.89 63.74 79.67

4.5 Experiments

In this study, we evaluate the performance of caption generation. We experiment
with two open-source large language models, Mistral 7b Instuct (mistralai/Mistral-
7B-Instruct-v0.1) (Jiang et al., 2023) and the multimodal model LLaVa 7b (llava-
hf/llava-v1.6-mistral-7b-hf) (Liu et al., 2024) finetuned with methods in Section 4.4.3.
We also evaluate state-of-the-art close-sourced models including GPT4o0 and Claude
3 Opus. See Appendix C.3.3 for more details. Our code is available at https:

//github.com/yguooo/cartoon-caption-generation.

4.5.1 Experimental Results

In Table 4.3, we report the result for pretrained and finetuned model generations
evaluated by GPT models. In Table 4.4, we ask human workers and expert to

evaluate the captions generated by SOTA models. Below, we document some of


https://github.com/yguooo/cartoon-caption-generation
https://github.com/yguooo/cartoon-caption-generation
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our findings and research questions they inspire.

MLLMs vs LLMs. Surprisingly, language-only models such as the pretrained
Mistral model outperform the multimodal LLaVa model that has access to the
entire cartoon images. Similarly, for overall group comparison, GPT-4o is also pre-
ferred over GPT-40 with vision. One possible reason is that the training corpus for
multimodal LLMs can be much less diverse than the training corpus for the LLM.
For example, LLaVa is only trained on a small multi-modal instruction following
dataset (~80K unique images) (Liu et al., 2024), whereas generic LLMs like Mistral

or Llama are trained on much larger dataset.

Proposed Research Question #1: The multimodal large language models still
underperform their language-only counterparts in caption generation. Can the

vision-language integration in MLLMs be further improved to close this gap?

Finetuning Open Source Models. We observe that supervised fine-tuning hurts
the model performance in the humor generation task in general. We believe this is
primarily because we are aligning to captions in the top 1000, most of which are not
particularly funny. However, we note this is an important step before RLHF and
DPO training, as it trains the models to generate captions in the correct format. We
also find that BoN sampling is able to substantially increase the Overall Win Rate
metric, but falls short on the Best Pick Win Rate, which suggests the reward model
is favoring a small set of good captions, but none of which generates particularly
outstanding captions. We also observe in the next section that BoN indeed results
in a less diverse group of generations.

As compared to BoN, running RLHF on the same reward model is unable to
achieve as high a level of performance. As we show in Section C.5, running PPO
does indeed yield generations with higher reward score as given by the reward
model, and as our BoN results indicate, filtering captions based on their reward
does give better performance. This suggests that, while our reward model is able to
effectively filter generations, tuning a model to maximize it does not necessarily lead
to improved performance. We hypothesize that this is due to the complex nature of

humor and the potential for out-of-distribution generations when running RLHF.
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While our reward model may effectively rank captions within a set of reasonable
and in-distribution captions (for example those generated by the 0-shot model),
small deviations from the training distribution could lead to an erroneous reward
signal. Furthermore, for tasks such as humor generation very subtle changes (for
example, minor changes in word choice) can drastically change how humorous a
caption is—the distribution of humorous captions is extremely sensitive. Together,
we believe these phenomenon make it challenging for PPO to effectively finetune

the weights to obtain significantly more humorous generations.

Proposed Research Question #2: Can we train a reward model able to better
capture humor? Can RLHEF still be effectively applied to settings where the

distribution of correct responses is highly sensitive?

In contrast to RLHF, DPO does yield a significant increase over the 0-shot model
for the Best Pick Win Rate metric. Note that DPO only optimizes the model on
offline preference data and, as such, does not require an evaluation of any out-of-
distribution samples. We hypothesize that, in settings such as humor generation
where the desired distribution is extremely sensitive, this could lead to better
performance, as it avoids the aforementioned issue where RLHF may quickly drift

to producing out-of-distribution samples, for which the reward signal is erroneous.

Proposed Research Question #3: Does DPO lead to better in-distribution gener-
ation, and produce a model more effectively able to match the distribution of

the finetuning data?

Human Evaluation. We also ran Table 4.4: Rate of Claude-3-Opus gener-
a human evaluation using six workers ated captions preferred over Human Top

from Prolific (Palan and Schitter, 2018) 10.

along with a humor expert (a former

Evaluator Preference Rate
New Yorker editor) to understand how
often people preferred caption genera- Human (expert) 1.6%
Human (worker) 34%

tions from Claude vs top 10 ranked cap-

tions generated by humans. We find
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that people only prefer Claude’s generations 34% of the time. Our expert preferred
Claude’s generation only 1.6% of the time. He said, “I think I preferred human captions
because from my “expert" vantage point they were better phrased and more concise even
independent from being funny. At this point Al tends to be too verbose in almost any task
but, for me that is a liability when it comes to creating a good caption.”

This suggests that, though SOTA LLMs can generate a diverse set of funny
captions, there remains a significant gap in their humor and creativity when judged
from the perspective of human experts.

Example Generation. As shown in Table 4.5, we provide some generation
samples. Indeed, we see that LLMs generally produce longer and more verbose

captions than top human ones.

4.5.2 Diversity Evaluation

We evaluated the token-level and semantic-level diversity of the generation with
results given in Table 4.6. We found the Average EAD and SBERT share the same
trend when the base model is the same. Within the human generated caption group,
we noticed that their diversity scores are very similar under both metrics. And the
human generated texts regardless of their funniness are much more diverse than
any model-generated captions.

For pretrained models, the commercial models like GPT, Claude-3 generally
outperform the open-source model, like Mistral or LLaVa, in terms of diversity.
Introducing the SFT and PPO procedure can moderately improve the diversity
metrics for the Mistral model. This is in contrast to the findings of (Kirk et al., 2023),
which observed the opposite effect, that RLHF reduced diversity in regular text
generation tasks. We also found that running DPO can yield a significant increase
in the diversity of the model generations as compared to any other method. We
hypothesize that this may be due to our finetuning dataset: for each cartoon, we
run DPO with a variety of human-generated captions and it therefore learns not to
prefer a single caption or type of caption, but a diversity of captions.



Table 4.5: Example caption generations

for

contest #895 (cartoon in Figure 4.2)

Mistral-7B 0-shot

Mistral-7B BoN

Mistral-7B DPO

When your GPS
leads you to the
wrong galaxy.

What do you call
it when aliens
invade your
favorite mall? A
takeover by outer
space retailers!

I just assumed we
were the only ones
who knew how to

pronounce ‘‘H&M’’.

GPT4-o-vision

Claude-3-Opus

We travel
light-years, and
we still need
directions!

Let’s hit the
food court first.
I’'m craving some
Jupiter fries.

Human Winner

Do you think
death rays would
be considered
electronics or
sporting goods?
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Table 4.6: Diversity evaluation on
We use the
expectation-adjusted distinct N-grams
(Average EAD) (Li et al., 2015) and the
Sentence-BERT embedding cosine simi-
larity (SBERT) (Reimers and Gurevych,
2019) to measure the per-contest diver-
sity on the token level and semantic level.

the generated captions.

Average
Caption Source EAD1T SBERT 1
Human (Top 10) 0.9456 0.7452
Human (#200-#209) 0.9564 0.7496
Human (#1000-#1009) 0.9608 0.7522
Human (Median) 0.9597 0.7489
LLaVA 0.8986 0.5220
LLaVA SFT 0.9002 0.5173
Mistral-7B Instruct 0-Shot  0.9037 0.5349
Mistral-7B Instruct BoN 0.8663 0.4868
Mistral-7B Instruct SFT 0.9043 0.5806
Mistral-7B Instruct RLHF 0.9006 0.5994
Mistral-7B Instruct DPO 0.9206 0.7075
GPT4-0 0.9602 0.5789
Claude-3-Opus 0.9533 0.6813

finetuning explain this, or are other mechanisms at play?

Proposed Research Question #4: DPO exhibits surprisingly good diversity
metrics as compared to PPO and SFT. Does the data diversity used for
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4.6 Future Work and Societal Impact

This paper opens a suite of research problems and challenges going forward and
we are excited to continue working on multiple directions of future work.

Improving creativity in LLM generation. While LLMs are largely applauded
for their creativity today, our experiments reveal there is still a significant gap
between top human-generated content and SOTA LLMs and MLLMs, especially
when judged by an expert. We believe addressing the proposed research questions
can not only improve funny caption generation, but also improve existing models
on the creative generation tasks in general.

Gamified evaluation of Al generated captions by a crowd. As the nature of the
funny cartoon captioning task is an engaging game by nature, we plan on building
an Al versus Human battle ground rating game. Our envisioned game will allow
users to submit their own captions. During rating, participants are presented with
two sets of captions from different sources (human vs human, human vs Al and Al
vs Al). This also provides us a more reliable system for evaluating new captions on
new cartoons. At the same time, researchers are encouraged to submit Al model
entries to test out their latest model/alignment methods.

Humor vs offensiveness tradeoff. Optimizing for humor abilities may result in
increasing offensiveness and toxicity of model-generated content. We believe an
important next step is to study the challenge of balancing humor with potential
offensiveness. As the boundary between humorous and offensive is often blurred,
the subjective nature of humor and cultural sensitivities needs to be further studied

to ensure Al models align with human values.
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5  RETRIEVAL-AUGMENTED GENERATION AS NOISY IN-CONTEXT

LEARNING: A UNIFIED THEORY AND RISK BOUNDS

In the previous chapter, we investigated adaptation via fine-tuning for creative
generation tasks. Now, we turn our attention to another powerful adaptation
technique: in-context learning (within-context adaptation), specifically retrieval-
augmented generation (RAG). RAG has emerged as an effective method to enhance
the capabilities of large language models by retrieving and integrating external
knowledge dynamically during inference. Despite its empirical successes, the
theoretical foundations of RAG remain relatively unexplored. In this chapter,
we address this gap by proposing a finite-sample generalization bound for RAG
under an in-context linear regression setting, characterizing precisely the bias-
variance trade-off. Our analysis unifies retrieval as a form of query-dependent
noisy in-context learning, bridging classical in-context learning and standard RAG
as special cases. We further demonstrate these theoretical insights empirically

through experiments on established question-answering benchmarks.

5.1 Introduction

Retrieval-Augmented Generation (RAG) enhances language models by appending
retrieved texts to the input, enabling access to information beyond pretraining.
It is widely used in open-domain QA, fact-checking, and knowledge-intensive
tasks (Huang et al., 2023; Lewis et al., 2020a; Ramos et al., 2022; Sarto et al., 2022;
Zhao et al., 2024a). Retrieval sources typically fall into two categories: (1) labeled
dataset, such as training dataset itself (Liu et al., 2021; Izacard et al., 2022; Huang
etal., 2024), and (2) generic corpora without labels, such as Wikipedia (Chen et al.,
2017). Despite its promise, empirical studies show that increasing the number of
retrieved passages can degrade performance, especially when irrelevant or redun-
dant texts are included (Levy et al., 2025, 2024). However, the theoretical aspects
for understanding of how retrieval affects generalization remain underexplored.
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To study its behavior, we frame RAG as noisy in-context learning (ICL). ICL
refers to the ability of language models to adapt given the contextual information
without updating model weights (Dong et al., 2024). Under this view, retrieved
RAG examples can act as noisy context and its quality depends on the retrieval.
This view has motivated the development of many work in in-context retrieval (Luo
et al., 2024; Shi et al., 2022), where the goal is to retrieve high-quality demonstrate
pairs, which reduces the noise of the retrieval.

From a theoretical standpoint, RAG becomes tractable when framed as struc-
tured in-context learning, where the context consists of fixed format demonstration
pairs. Prior ICL work has analyzed this regime under clean, i.i.d. examples (Ahn
et al., 2023; Zhang et al., 2024). These assumptions do not hold in RAG, where
retrieved examples are noisy, and their noise level tends to be inversely correlated
to their relevance. Currently, no theoretical framework has been developed to study
RAG under this structured ICL formulation. Although retrieved examples close to
the query should, in principle, improve the predictive accuracy, their quantitative
contribution remains unknown because RAG introduces these examples only at
the test time (absent during pretraining), thus imposing a distribution shift. In this
work, we bridge this gap by modeling RAG as noisy ICL, where retrieved examples
follow a structured but perturbed distribution. In particular, we model the retrieval
noise both under the uniform (same across examples) and non-uniform (inversely
correlated with the retrieval relevance). This view allows us to quantify the impact
of retrieval noise and derive generalization bounds that depend on the number of
in-context and RAG examples, and the retrieval distance from queries.

Our contributions are summarized as follows:

e We propose a theoretical framework for analyzing RAG and provide the first
finite sample bounds for in-context linear regression with RAG. Our bounds
show that the improvement from RAG shrinks as you add more retrieved
examples, and can even flip to hurt performance, giving concrete guidance

on when to stop.

e Our framework includes ICL and standard RAG as limit cases, and also mod-
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els retrieved data under different noise regimes, uniform and non-uniform
retrieval noise.

o We develop new tools for analyzing the query-dependent RAG data, e.g. a
derivation of the expectation for 6th-order Gaussian monomial (Theorem D.3),
which can be useful for future research on RAG.

e We conduct experiments for representative models on common QA datasets
and demonstrate that early RAG retrieves lie in the uniform noise regime,

while later ones shift to non-uniform noise regime, aligning with our theory.

5.2 Related Work

Retrieval Augmented Generation Retrieval-augmented generation (RAG) has
emerged as a widely adopted paradigm for enriching LLMs with external knowl-
edge by prepending retrieved passages to the input context (Lewis et al., 2020a;
Izacard and Grave, 2020; Borgeaud et al., 2021). From a functional perspective, RAG
transforms the model’s input distribution by conditioning generation on retrieved
textual evidence, often drawn from large-scale corpora via learned or heuristic re-
trieval mechanisms (Li et al., 2023; Meng et al., 2024; Chen et al., 2024a). While much
of the literature focuses on improving retrieval quality, system performance (Asai
et al., 2023; Li et al., 2024; Xu et al., 2024), and answer reliability (Xiang et al., 2024;
Xu et al., 2024), the theoretical foundations of RAG remain underexplored.

In-context Learning (ICL) ICL obtains its popularity from the original GPT-3
paper (Brown et al., 2020), and becomes widely used in LLM applications (Dong
et al., 2024; Min et al., 2021). The recent advance in ICL theory (Ahn et al., 2023;
Zhang et al., 2024; Xie et al., 2021) provides a rigorous and versatile framework
to study transformers and LLMs. People have used this ICL framework to study
novel settings, like out-of-distributions tasks (Wang et al., 2024b) and test-time

training (Gozeten et al., 2025). People also have also studied the noisy in-context
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learning from robustness (Cheng et al., 2025) and calibration perspectives (Zhao
et al., 2024b), which are different from our setup.

In-context Retrieval In-context retrieval (Luo et al., 2024) refers to retrieving a set
of query-dependent demonstrations than using fixed set of demonstrations. The
label of the demonstration pairs can come from various sources, such as in-domain
training set (Izacard et al., 2022; Huang et al., 2024; Ye et al., 2023), cross-domain
data (Cheng et al., 2023; Shi et al., 2022), automatic LLM generation (Zhang et al.,
2022; Li and Qiu, 2023), pseudo-labels from unstructured data (Lyu et al., 2022; Li
et al., 2022). In our theoretical analysis and experiments, we focus on the simplest
in-context retrieval, in-domain retrieval from the training set, as in (Izacard et al.,
2022; Huang et al., 2024). Note that in-context retrieval is a term developed later
and some earlier papers discuss ICL with retrieval as retrieving relevant documents
without labels (Ram et al., 2023).

5.3 Problem Setup

Our problem setup is similar to (Zhang et al., 2024; Garg et al., 2022), with RAG
examples to form the additional in-context examples. It is worth noting that many
works focus on ICL at test (inference) time, specifically without parameter up-
dates (Dong et al., 2022). Our work adopts the framework of ICL with warmup, also
known as, supervised in-context training. Specifically, we assume that the pretraining
data is also formed by in-context examples. Then, during the test time, we formed
prompts with in-context examples with additional RAG examples.

Notations We denote [n] = {1,...,n} for an integer n > 1. We denote the trace
product of two matrices A,B € R™*™ as tr(ABT).

Pretraining Data We consider learning over linear regression data. The train-
ing data is a set of prompts. Each prompt is of size m: (x1,Y1,...,Xm,Ym,Xq) €

RA(m+D+m where (x1,Y1), ..., (Xm, Ym) form the m demonstration pairs. The goal
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is to predict {4 for the query example x4 to match the true label y,. The prompt is
embedded in the following form:

])I‘:r)rtL — X1 X2 ... Xm Xq GR(d+1)X(m+1) (51)
Yr Y2 ... Ym O

where (X1, Y1), ..., (Xm,Ym), (Xq,Yq)i.i.d. Dy (pt denoting Pretraining). The output
follows the linear model:

Yyi = x? Bpt + €1, €iiid N(O, 02) under Dt (5.2)

where i € [m] U{q}, B« is the weight vector in pretraining, and €; is the noise for
example 1.

Inference Data (with RAG) During inference/test time, the test prompt Py ri®
(tt denoting test-time) is formed by m in-context pairs (x1,Y1),..., (Xm,Ym), N
retrieval-augmented pairs (x}"8,y1®),..., (xn®,y™8), and the query pair x4, yq4. The
test prompt is embedded in the following form:

rag rag
X1 ... Xm X bl Xn® X
tt R 1 q d+1 1
pmJerflag — <y J yrag yrag 0> e Rld+1)x(m+n+1) (5.3)
1 .- m 1 . n

The input x in each in-context or query pair follows the test-time distribution Dy,
and the label is:

Yi =X B+ e, €iiid N(0,0°) under Dy (5.4)

where i € [m] U{q}, €; is the noise of example i, and {3 is the weight vector during
test time. The input x in each RAG pair follows the corresponding RAG distribution
Drag(Xq): assume the RAG query x;"® = x4 + 1; is generated around the query
example x4, where r; is the offset. The label in the RAG example is given by:

yl:ag = (xzag)T Btt —+ erag Gzagi.l..d. N(O, O-fag,i) under Drag (x'q) (55)

1 i 7



72

where i € [n], €;"® is the noise of the i-th RAG example.

For the compactness of writing, we define the following matrices and vectors:

Xicl = [x;r;---;x;]/ Xrag [(Xliag) ,”.,(xrag) ] Yial == [y1, . /ym] yrag [yliag/ ey ﬁg],

€id = [€1;...;€m), €ng =[5 ;€R8], r=[r];.. ;7]
Xq +T1T1
q
Xicl (m+n)xd . nxd Yial m+n €icl m+n
X = €R ; Xrag = : €R , Y= eR , €= eR
Xrag yrag erag
Xq + Th

Training and Testing We let W be the model parameters, and F be the model.
Given an input prompt P}, with demonstration pairs, the model predicts §, :=
F(P%; W). As a common practice in theoretical studies of LLM for feasible analysis,
we use the MSE loss as the evaluation metrics (Zhang et al., 2024; Ahn et al., 2023;
Xie et al., 2021). Then, the population loss on the pretraining data is:

Cp(W) = E (g —F (PR, W))’] (5:6)

(x1,Y1) (Xm,Ym ) (xq Y q)~Dpt

Its minimizer is denoted as:
W = mv\i/n Lpt(W). (5.7)

To apply the pretrained W* from the pretraining context size of m to the test-
time context size of m 4+ n, we will need to scale it properly (see Theorem D.1) and

use
wr= " W (5.8)
m+n

During the test time we evaluate the population loss over the test prompt with
RAG examples P} o8

Litrran (W) = E [ F (Ptes. W ] 59
tt+rag(W) (11D (et (X 4 )~ D (Uq ( mn )) (5.9)
(X8 YT®) e, (X8 YRS )~ Diag (X q)
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Model Architecture We study the single-layer linear self-attention model (LSA) as
the framework for theoretical analysis, similar to many existing studies (e.g., (Ahn
et al., 2023; Zhang et al., 2024)). The prediction of the model F on a prompt P with

query X is:

Uq :=F(P) = PWoW{ P PW\ I 1,401 = X WXy (5.10)

d+1)

where the query, key, and value matrices Wq, W, W,, € R(d+1)x( are parame-

terized by W in the follow way:

W 04x1

01><d 0

WoW, =
? [ 01><d 1

Wy = lodxd 0d><1]

We note that this parameterization is commonly used in the previous works (Ahn
et al., 2023; Zhang et al., 2024), and is shown to capture the key properties of in-
context learning. Furthermore, (Ahn et al., 2023) shows that the formulation is the

optimum converged from pretraining on Gaussian data.

5.4 Theoretical Analysis: Generalization Bound for
RAG

To study test-time error and sample complexity in in-context linear regression
with RAG examples, we consider two noise regimes: uniform retrieval noise and
non-uniform retrieval noise. Uniform retrieval noise assumes the RAG noise €;®
for each example i is i.i.d. Since its variance is distance-agnostic, it can model a
scenario of retrieval where the noise is prevailing across data points. Non-uniform
retrieval noise assumes either the variance or the label-corruption probability grows
with the variance of retrieval vector — e.g. O'%ag,i increases with 87 or probability
of making mistakes increases with 5?. This captures retrieval from datasets where
near neighbors often supply the right signal while far ones are potentially noisy or

misleading. Because the noise spectrum is now heavy-tailed, adding more RAG
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examples past a threshold could yield diminishing benefits for RAG examples
and even become counter-productive. Framing RAG through these two lenses
allows precise clarification about when extra retrieved examples will pay off, and
when they will hit the intrinsic ceiling and more retrieved examples don’t help
anymore. These are well corroborated by our experimental results on real data (see
Section 5.5).

First, we introduce the key data assumptions.

Assumption 1 (Gaussian Retrieval Offset). We assume the retrieval offset ri, Vi € [n]

to follow a Gaussian distribution: r; M (0,8%14) .

The key property that we want to control for RAG examples is its distance from
the query points x4. However, modeling the queried example directly through the
retrieval distance leads to complicated theoretical analysis. Here, we note that the
retrieval distance ||r;||, converges to a distribution concentrated in an O(5;1/d) ball
around the query with respect to d (Cover and Hart, 1967). Thus, controlling the
variance of the retrieval offset can alternatively control the retrieval distance. And
we make the following additional data assumptions.

Assumption 2 (Data Assumption). We assume the data follows the following:

1. PRETRAINING ExampLEs (Dyy). For a pretraining prompt of length m + 1 and for all
i€ [m] U{q}, we assume xii.dN(0,1), €iidN(0,0%), Bne~N(0,I).

2. Test TiME ExampLes (Dy). For a test-time prompt of length m +n + 1 and for all
i € [m] U{q}, we assume xii.dN(0,1), eiidN(0,0?), Bx~N(0,1).

3. TesT-TiME RAG ExaMPLES (D¢ (xq)). For a test-time prompt of length m +mn + 1
and foralli € [m+1,..., m + nl, we assume x; 1.i.dN(0,1), €;*~N(0, o>

i )/
rag,i
and the same 3y as (2).

Here, we assume the isotropic Gaussian property for the input, noise and the
weight vector, a common assumption made in ICL theory (Ahn et al., 2023; Gozeten
et al., 2025) for simple yet meaningful analysis.
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Overview of the Key Results .
tmargin=0em,noitemsep (Uniform Noise) RAG examples are as effective as ICL examples in reduc-

ing the variance-induced err but ineffective at reducing the bias-induced

ert, causing a loss plateau for n — oo,

tmargin=0em,nojtemsep (Non-Uniform Noise) RAG could improve the variance-induced error up

to a finite n at a cost of increasing bias-induced error.

Roadmap Under these assumptions and uniform retrieval noise, we will first
derive the population loss of RAG, Ly . (W), for general W as in Theorem 5.1,
analyze its finite sample complexity under the optimal pretrained weight W* as
in Proposition 1 and derive an optimal number of RAG examples of n* for a given
number of ICL examples m as in Proposition 2. These discussions leads to our first
key result. Then, under the non-uniform retrieval noise, we will prove the sample
complexity under the distance-proportional noise (Theorem 5.2) and distance-
weighted mixture noise (Theorem 5.3), and obtain our second key results above.

5.4.1 Uniform Retrieval Noise

Assumption 3 (Uniform Retrieval Noise). The RAG noise €,g shares the same Gaussian

distribution with variance o

mg e Vi€ m+1,..., m+n], 0% . =02

rag,i rag’

First, we present the assumption for uniform retrieval noise. In other words,
all RAG examples are as helpful, and its improvement on the actual prediction is

determined by the retrieval distance.

Theorem 5.1 (Population Loss for ICL with RAG Examples). Under Assumption 1,
2, 3, the population loss of the linear self-attention predictor {4 = x WXy satisfies

Luirag(W) =E(E(§q) = 9¢) +E(E(0q) —Elyq))+ 08 and specifically,
‘=€TITyariance (W) ::err;:s (W) irreducible noise

(5.11)
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err (W) = [ +(1+8%) ncmg] tr(W™W) + no2, tr(W?) 4+ no, tr(W)?

B ra. ra,
variance 8 &

err(W) =B [I— (n&*+2n+m)(W + W) —2ntr(W)I + My| By

bias

= B¢ [I— (&% +2n+m)(W + WT) —2ntr(W)I
+ 2 (2+8) +n(m+83)] (W2t (WA)T) +2n(n+ Hww'

[m? 4+ m+mn (2+28%) +n* (24 26"+ 8*) +n (28> + &) | W'W

[N (248%) +n (m+8%)] (tr(W) (W+WT))

[n* +n8%] (tr(W)? + tr (W?)) I+ [m+n’+n (28 + &%) ] tr (WTW) I] By
Here, we derive the exact bias-variance decomposition for ICL with RAG. The

first line is the variance-induced error formed by a weighted sum of noise from ICL

examples and RAG examples. Because of the implicit scaling of W as discussed

in Theorem D.1, the second order term in W will introduce an additional weight

(m%zn)z when adapting from the weight learned on m size context to

m + n size context. Thus, larger n will let erryariance (W) — 0, and the convergence

scaling of

rate is affected by 5°. Larger retrieval distance leads to a slower convergence. The
bias-induced error is composed of all possible monomials of W up to the 2nd-
order with tr operation. The complex dependency on m, n, 5%, d requires additional
assumptions on W to further interpret. As a sanity check, whenn = 0 (ICL-only),
this decomposition can exactly recover loss as in Lemma B.2 in (Gozeten et al.,
2025).

As a proof sketch, we first compute erryariance(W) = E(ngXTe)2 by split-
ting the calculation for ICL and RAG examples based on X. Then, we compute
eITpis (W) = E[(x (I—WXT"X)B)%. The main technical challenge lies in the de-
pendency of X, on x4, and erry;,s has a 6th-order dependency on x4 (2 from x4
and 4 from X). As shown in Theorem D.3, E [xqXx] AxqX | BxqX] ] gives 15 new
terms that include all the second order monomials of W with tr. The calculation
requires multiple careful applications of Isserlis” theorem (Isserlis, 1918), and the
full proof can be seen in Section D.2. It is possible to prove this theorem for a
design matrix with non-isotropic covariance, but computing the expectation of the
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6th-order Gaussian monomial is more complicated.
Here, we present the finite sample bound for pretrained W* for better interpre-
tation.

Proposition 1 (Finite Sample Generalization Bound). Under Assumption 1, 2, 3, if
? <1,

dm d’n
*\ 2 2
Litirag(W*) =0 | 0+ mﬁ + mtn)y rag+ 1Betll3

eITogriance (W*)

2 + d? n ’
m-+n

eIty (W*)

0(Lo”+ dzcrrag) =0 (L) m— oo, n fixed.
Jar (W) =130(%0"+ Coby) =0(3)  n— oo, m fived (5.12)
O(d02+m fag):O(%) m,n — oo, n = 0O(m)
O ([IBel3L) if m — oo, n is fixed
%iralsr(W*) =9 0O (||Bxl3d?) = ifn — oo, mis fixed
O (IBell3 (& + )) = Co+ O(||Bel3L) ifm — oo, n=0(m)

(5.13)

Here, we assume §* < 1 as the test time example x; has only a variance of I, and
it is unrealistic to assume a higher retrieval variance than the input variance. On the
limit case where m — oo and n are fixed, we observe that both variance-induced
and bias-induced error decay at a rate of O (1/m), matching the results from the
existing paper (Ahn et al., 2023; Zhang et al., 2024). When n — oo, the variance-
induced error decays as O (1/n) matching the O(1/m) rate. However, introducing
the RAG is ineffective at reducing the bias-induced error. Even when m — oo,
increasing n will cause a loss plateau.

This effect can be explained by the underlying adaptive ability of transformers.

In an online learning setup, we could always use the mean of the queried data as
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the prediction. However, in the LSA setup, the pretrained W* serves as a proxy
for E_l(XTX). In order to retain the adaptivity to the entire distribution of Py,
we cannot use the optimal linear classifier (X" X) 'XTy or use the mean of the
retrieved examples ad hoc. At the test stage, X, Only appears in X'y and not
in W*. The difference between D.,.(xq) and Dy directly leads to the increase of
variance worsened by the increase of n. See full proof in Section D.2. Now, a
natural question is whether we can find a balance of variance and bias and obtain
an optimal RAG example size n*.

Proposition 2. Under Assumption 1,2,3, §* < 1, and reasonable choice of o2, Gfag
(0%, 0p0g < [|Butll3), the optimal n* that minimizes the RAG loss follows:

md?|| ez — d*o7 d[|Bull3

m (dzH Bull5 + do* — d*o7, ) d 24+ 02—do?
g —0 ||Btt||2 rag (514)
rag

and the improvement on loss from picking the optimal n* over n = 0 is given as:

1
CusmsW oo = LWl =0 () (5.15)

In fact, the optimal n* does not scale with m omitting the lower-order terms.
Note that for ||B«]|3 = O(1), ||B«/|5 will dominate the numerator for reasonable

choices of 6 and o2,,. A larger ICL noise o2 leads to a larger n*, i.e. requirin
g 24 q g

rag*
more RAG examples to compensate for the loss. A larger RAG noise Gfag leads to a

smaller n*, i.e. less efficiency on RAG examples. And the improvement converges at
O(-%), diminishing for large m. See the full proof in Section D.2. Several empirical
works also observe a performance drop when increasing the number of retrieved
examples (Wang et al., 2024a; Levy et al., 2025).

5.4.2 Non-Uniform Retrieval Noise

The uniform-noise setup in Section 5.4.1 relies on a clean retrieval pool, so we

2

could keep the variance oy,,

fixed. In open-domain retrieval, this assumption could
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collapse: many retrieved examples could contain no answer or even a wrong answer.
Empirically, people have observed that passages that are closer to the query vector
X4 are more likely (Yang and Seo, 2020; Yoran et al., 2023; Lewis et al., 2020b)
to contain the correct label. We want to theoretically investigate if the following
hypothesis still holds:

Closer to query xq, = more likely to contain correct answer.

Distance-Proportional Noise (DPN)

We first investigate the scenario where the retrieval noise is proportional to the
retrieval distance. Since the ICL analysis only applies to the mean-squared error
loss, we study the effect of RAG under DPN on the correctness of the predictions.

Assumption 4 (Distance-Proportional Noise). There exists a constant y, > 0 such that,

2

gi = Y10°8%, i.e. the RAG noise variance grows linearly

for every retrieved sample i, o

with the variance 8% that governs the retrieval distance.

Under the new data assumption, we denote the corresponding RAG loss, bias-
induced error, and variance-induced error for W to be 2tt+rag(W), etrpis (W), and
efrvariance (W) .

Theorem 5.2 (Finite Sample RAG Generalization Bound under DPN). Under As-
sumption 1, 2, 4, the population loss is given as:

et yariance (W) = ma? tr(WTW) + > y182[(1 + 83) tr(WTW) + tr(W?) + tr(W)?]
i=1

If the variance of the retrieval distance follows power law, i.e. 3y, > 0,q > 0 s.t.
82 = y,19, then

(5.16)

A § i} dn2q+1+n2q+2
etrpias(W*) = O (girag(W )+ [|Beell3 { D

(m+mn)?
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and

dmo? + d(nzq“)ffz) _fo(an®16?)  ifn— o0, q <12

T variance W*) =0
et W) ( (m + n)?

diverges ifn—o0,q>1/2
(5.17)

Here, we derive the sample complexity under DPN. A second order dependency
on &2 shows up in both the variance-induced and bias-induced error (exact form
seen in Section D.2). Thus, the §2-involved constant will dominate the other con-
stants. Specifically, it even leads to divergence for q > 1/2 for the variance-induced
error and q > 0 for the bias-induced error.

Distance-Weighted Mixture Noise

In this section, we discuss the scenario where further RAG examples are less likely
to contain the correct answers. We use a pair of large and small noises to model the

correct/incorrect examples.

Assumption 5 (Distance-Weighted Mixture Noise). We assume that the RAG noise is
formed by a mixture of small and large noise:

f(Xragi) + €5 WP Py
U(Xrag) =
f(Xragi) + €1 wp. 1 —p;

where €5 ~ N(0, c50?) corresponds to the small noise and e, ~ N(0, ¢,0?) corresponds to
the large noise, with ¢, > cs > 0. The probability of sampling small noise p; follows an
inverse power law of the variance of the retrieval distance, i.e. p; = (1+62)79, g > 0.

Here, we choose the sampling probability (of small noise) p; to follow a poly-
nomial decay and the constant 1 here is to ensure p; = 0 when §7 = 0. Under the
new data assumption, we denote the corresponding RAG loss, bias-induced error,

and variance-induced error for W to be 2tt+rag(W), eTrpias (W), and €Tty ariance(W).
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Theorem 5.3 (Finite Sample RAG Bound under Distance-Weighted Mixture Noise).
Under Assumption 1, 2, 5, then €¥1piss(W) = €it1pins (W), and

ei‘rvariance(w) = m0.2 tr(WTW)+Z (PiUE + (1 - pl)o%) [(1+6%) tr(WTW)+tr(W2)+tr(W)2]

i=1

If the variance of the retrieval distance follows power law, i.e. Fy, > 0,q = 0s.t. 5 = y,i9,
then:

O (cidn91o? — (cy — cs)o?dn9=1794)  jfn — 00, g <1
efrvariance(W*) - ( ' ( ' ) ) f q
diverges ifn—o00,q>1

(5.18)

The bias-induced error here is the same as in DPN, since we assume a polynomial
dependency for 6% on i in both setting and the bias-induced error is independent of
the variance of noise. Even though the variance of small/large noise are bounded,
the dependency on the retrieval distance leads to the divergence at large q (q > 1).
The large prediction noise will dominate the variance-induced error, but a larger
gap between large and small noise (c; — c5) can mitigate the error by a ratio of
O(n—99). That is, the smaller q and § are, the lower the error.

We note that the uniform noise scenario can also admit the mixture noise model
by taking a constant p;, Vi, resulting in a form similar to the standard uniform

retrieval noise in Proposition 1.

5.5 Experiments

We investigate the effect of RAG focusing on the following questions: (Q1) Whether
RAG data outperform randomly sampled in-context examples? (Q2) What are the
impacts of the RAG examples from training data and RAG passages from external
corpora? (Q3) With a fixed budget of example numbers, what is the effect of
varying the ratio between the two types of RAG data? Our experiments provide
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the following findings: (A1) RAG data lead to better performance than in-context
ones under different data budgets. (A2) Interestingly, the first few RAG training
examples significantly improve performance, but later ones are harmful, because the
first few are highly relevant but later ones are noise rather than signal. In contrast,
RAG passages from external corpora can slowly but monotonically improve the
performance, because external corpora are large enough to provide noisy but still
relevant data. These are captured by different noise models in our theory. (A3)
The performance is not monotonic with the ratio, and the sweet spot depends on
the data/model.

Setup For Natural Questions (NQ), the retrieval index is constructed from the
December 2018 Wikipedia dump. For TriviaQA, we use the December 2021 version.
To accommodate hardware limitations, we randomly subsample 10% of the full
index for both datasets. This reduces retrieval cost and memory usage, allowing all
experiments to be conducted on a single NVIDIA A100 or L40 GPU.

We use representative models ATLAS Izacard et al. (2022) and RAVEN Huang
etal. (2024) on two standard open-domain question answering benchmarks Natural
Questions (NQ) Kwiatkowski et al. (2019) and TriviaQA Joshi et al. (2017). For
evaluation, the context consists of m in-context examples, and n RAG data points
(including n; RAG examples from the training data and n, RAG passages from
external corpora like Wikipedia, so n =n; + n,). We choose different m, ny, n,’s
for our study purpose and report the standard exact match (EM) accuracy on 1000

random samples from the test set.

RAG v.s. In-Context For a budget ¢, we compare using RAG only (m =0,ny =
N, = ¢/2) and in-context examples only (m = ¢, n = 0). The results in Figure 5.1
show that RAG consistently outperforms in-context examples, as RAG provides
query-relevant data with more signals to address the query, consistent with our

analysis.
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Figure 5.1: We compare performance between the RAG-only (¢ = m) versus in-
context-only methods (¢ = n; + ny, Ny = n,), where c is the total number of data,
n; refers to retrieved examples and n, to passages.
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Figure 5.2: We compare the performance of RAG using examples (¢ = n;) versus
passages (c =ny).

RAG Examples v.s. RAG External Passages Next, we compare using RAG ex-
amples from training data only (m = 0,n; = ¢, n, = 0) and RAG passages from
external corpora only (m = 0,n; = 0,n, = c). The results in Figure 5.2 show
interesting patterns. For RAG examples only, with more examples, the performance

first significantly improves but later drops. This suggests that the first few examples
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Figure 5.3: Performance sensitivity to the ratio n;/n under different data points c,
where n; refers to retrieved examples and n, to passages.

are highly relevant but later ones contain more noise than signal. In contrast, for
RAG passages only, the performance increases more slowly but steadily for larger
budgets. This suggests the passages retrieved are noisy but still have relevant
signals. This aligns with our noise modeling. When n; is small (< 20 for NQ and

< 10 for TriviaQA), RAG examples resemble uniform noise due to the relevance of
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retrieved examples. As n, increases, n; introduces more irrelevant or conflicting
examples (i.e., non-uniform noise). On the other hand, n, resembles a uniform noise
regime as the retrieval pool is broad with relevant data but also noisy.

When the retrieval budget is small, retrieval from training examples yield higher
accuracy than from passages, even though both operate in the uniform-noise regime.
This discrepancy follows from the mixture-noise effects: a passage judged relevant
may still lack any answer-bearing text, raising its effective noise level relative to
examples. Furthermore, the significant drop for the retrieval from examples as
opposed to retrieval from passages can be explained by the size difference for
the training data and passages pool (i.e. Wikipedia). Since the passages provide
a denser coverage of the semantic space, more passages will remain relevant as
opposed to examples. In all, our theory covers both practical data types and matches
the empirical results.

Ratio between RAG Examples and Passages The different noise properties of
the two kinds of RAG data imply that we should find a proper ratio between them
when the total budget c is fixed. Figure 5.3 in the appendix shows that as the
ratio ny/c increases, the performance initially improves—benefiting from signal
information—but eventually declines as low-quality examples dominate the context.
This again supports our theoretical view of signal versus noise in the retrieved
data. The results demonstrate that performance initially improves as more signal
(examples) is added, but eventually declines due to increasing noise from irrelevant
or low-quality examples. This supports the theoretical perspective of balancing

signal and noise in retrieval-augmented inputs.

5.6 Conclusion and Limitations

We model RAG as query-dependent noisy in-context learning, derive the first finite-
sample error bounds for linear regression that isolate the contributions of retrieval
signal and noise, and extend those bounds to different noise regimes and test-time
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training. Experiments on Natural Questions, TriviaQA with RAVEN, and ATLAS
corroborated our theoretical analysis.

Regarding limitations, our bounds focus on the linear setting, opening avenues
for future studies on nonlinear methods like kernels and neural networks. While our
framework accounts for common RAG noise models, new models may be needed
for other types of RAG data. A further direction is to combine RAG with test-time
training, studying how on-the-fly adaptation affects both theoretical guarantees
and empirical performance. Our experiments feature representative models and
datasets, but future research can explore newer retrievers, LLMs like Qwen 3 and

Llama 4, and more advanced RAG applications.
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A APPENDIX FOR CHAPTER 2

Supplementary Material

Towards Evaluating the Robustness of Neural Networks Learned
by Transduction

A.1 Experimental Details

A.1.1 General Setup
Computing Infrastructure

We run all experiments with PyTorch and NVIDIA GeForce RTX 2080Ti GPUs.

Dataset

We use three datasets MNIST, CIFAR-10 and GTSRB in our experiments. The details
about these datasets are described below.

MNIST. The MNIST (LeCun, 1998) is a large dataset of handwritten digits.
Each digit has 5,500 training images and 1,000 test images. Each image is a 28 x 28
grayscale. We normalize the range of pixel values to [0, 1].

CIFAR-10. The CIFAR-10 (Krizhevsky et al., 2009) is a dataset of 32x32 color
images with ten classes, each consisting of 5,000 training images and 1,000 test
images. The classes correspond to dogs, frogs, ships, trucks, etc. We normalize the
range of pixel values to [0, 1].

GTSRB. The German Traffic Sign Recognition Benchmark (GTSRB) (Stallkamp
et al., 2012) is a dataset of color images depicting 43 different traffic signs. The
images are not of a fixed dimensions and have rich background and varying light
conditions as would be expected of photographed images of traffic signs. There
are about 34,799 training images, 4,410 validation images and 12,630 test images.

We resize each image to 32 x 32. The dataset has a large imbalance in the number
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of sample occurrences across classes. We use data augmentation techniques to
enlarge the training data and make the number of samples in each class balanced.
We construct a class preserving data augmentation pipeline consisting of rotation,
translation, and projection transforms and apply this pipeline to images in the
training set until each class contained 10,000 examples. We also preprocess images
via image brightness normalization and normalize the range of pixel values to [0, 1].

Implementation Details of the Attacks

We use Projected Gradient Descent (PGD) (Madry et al., 2018b) to solve the attack
objectives of PGD attack, FPA, GMSA-AVG and GMSA-MIN. For GMSA-AVG, at the
i-th iteration, when applying PGD on the data point x to generate the perturbation
d, we need to do one backpropagation operation for each model in {F(j)}}zo per PGD
step. We do the backpropagation for each model sequentially and then accumulate
the gradients to update the perturbation 6 since we might not have enough memory
to store all the models and compute the gradients at once, especially when i is
large. For GMSA-MIN, we find that it requires more PGD steps to solve the attack
objective at the i-th iteration where we need to attack i + 1 models simultaneously.
Thus, we scale the number of PGD steps at the i-th iteration by a factor of i 4- 1 for
GMSA-MIN.

A1.2 Setup for RMC Experiments

We follow the original settings in Wu et al. (2020b) to perform experiments on
MNIST and CIFAR-10 datasets to evaluate the adversarial robustness of RMC.
We consider two kinds of base models for RMC: one is the model trained via
standard supervised training; the other is the model trained using the adversarial
training (Madry et al., 2018b). We describe the settings for each dataset below.

MNIST

Model architecture and training configuration. We use a neural network with

two convolutional layers, two full connected layers and batch normalization layers.
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For both standard training and adversarial training, we train the model for 100
epochs using the Adam optimizer with a batch size of 128 and a learning rate of
1073, We use the L., norm PGD attack as the adversary for adversarial training
with a perturbation budget € of 0.3, a step size of 0.01, and number of steps of 40.

RMC configuration. We set K = 1024. Suppose the clean training set is D. Let
D’ contain |D| clean inputs and |D| adversarial examples. So N’ = 2|D|. We generate
the adversarial examples using the L., norm PGD attack with a perturbation budget
€ of 0.3, a step size of 0.01, and number of steps of 100. We extract the features
from the penultimate layer of the model and use the Euclidean distance in the
feature space of the model to find the top-K nearest neighbors of the inputs. When
adapting the model, we use Adam as the optimizer and set the learning rate to
be 2 x 10~*. We train the model until the early-stop condition holds. That is the
training epoch reaches 100 or the validation loss doesn’t decrease for 5 epochs.

Attack configuration. We use the same threat model for all attacks: L., norm
perturbation with a perturbation budget € of 0.3. Cross entropy loss is used as
the loss function for PGD attack, FPA, GMSA-AVG and GMSA-MIN: L,(F,V) =
ﬁ 2 (xy)ev —10g f(x)y, where f(x) is the softmax output of the model F. We use
PGD with a step size of 0.01, the number of steps of 100, random start and no
restarts. We set T = 9 for FPA, GMSA-AVG and GMSA-MIN.

CIFAR-10

Model architecture and training configuration. We use the ResNet-32 network (He
etal., 2016). For both standard training and adversarial training, we train the model
for 100 epochs using Stochastic Gradient Decent (SGD) optimizer with Nesterov
momentum and learning rate schedule. We set momentum 0.9 and ¢, weight decay
with a coefficient of 10~*. The initial learning rate is 0.1 and it decreases by 0.1 at
50, 75 and 90 epoch respectively. The batch size is 128. We augment the training
images using random crop and random horizontal flip. We use the L, norm PGD
attack as the adversary for adversarial training with a perturbation budget € of
8/255, a step size of 2/255, and number of steps of 10.
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RMC configuration. We set K = 1024. Suppose the clean training set is D. Let
D’ contain |D| clean inputs and 4|D| adversarial examples. So N’ = 5|D|. We generate
the adversarial examples using the L, norm PGD attack with a perturbation budget
€ of 8/255, a step size of 1/255, and number of steps of 40. We extract the features
from the penultimate layer of the model and use the Euclidean distance in the
feature space of the model to find the top-K nearest neighbors of the inputs. We
use Adam as the optimizer and set the learning rate to be 2.5 x 107°.

Attack configuration. We use the same threat model for all attacks: L., norm
perturbation with a perturbation budget € of 8/255. Cross entropy loss is used as
the loss function for PGD attack, FPA, GMSA-AVG and GMSA-MIN: L,(F,V) =
ﬁ 2 (xy)ev — log f(x)y, where f(x) is the softmax output of the model F. We use
PGD with a step size of 1/255, the number of steps of 40, random start and no
restarts. We set T = 9 for FPA, GMSA-AVG and GMSA-MIN.

A.1.3 Setup for DENT Experiments

DENT configuration. We perform experiments to evaluate the best version of
DENT (DENT+ in Wang et al. (2021)) on CIFAR-10 following the experimental set-
tings in Wang et al. (2021). We use the pre-trained robust models on CIFAR-10 under
the L, norm perturbation threat model from RobustBench Model Zoo' as the static
base models for DENT, including models with model ID Wu2020Adversarial_extra (Wu
et al., 2020a), Carmon2019Unlabeled (Carmon et al., 2019), Sehwag2020Hydra (Se-
hwag etal., 2020), Wang2020Improving (Wang et al., 2020), Hendrycks2019Using (Hendrycks
et al., 2019), Wong2020Fast (Wong et al., 2020), and Ding2020MMA (Ding et al.,
2020). For the test-time adaptation, only the affine scale y and shift 3 parameters

in the batch normalization layers of the base model are updated. DENT updates
sample-wise with different affine parameters (yi, 1) for each input x;. The input
adaptation of I is not used as suggested in Wang et al. (2021). The model is adapted
for six steps by AdaMod (Ding et al., 2019) with learning rate of 0.006, batch size

of 128 and no weight decay. The adaptation objective is entropy minimization with

Ihttps://github.com/RobustBench/robustbench
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the information maximization regularization:

C b
mm Z Z f(xi;0i)c - log f(xi;0 Z Z (xi;0i)c - log Z f(x;0:)c (A1)
c=1 i=1

where b is the batch size, C is the number of classes and f(x;;0;) is the softmax
output of the model f with the affine parameters 6; = (i, 3:) for the input x;.

Attack configuration. We use the same threat model for all attacks: L., norm
perturbation with a perturbation budget € of 8/255. For PGD attack, FPA, GMSA-
AVG and GMSA-MIN, we use the following loss function to find adversarial ex-
amples with high confidence: L,(F, V) = ﬁ Z(x,y) cv MaXjy f(x)i, where f(x)
is the softmax output of the model F. However, it is hard to optimize this loss
function. Thus, we use two alternative loss functions to find adversarial exam-
ples. One is the untargeted CW loss (Carlini and Wagner, 2017b): LL(F,V) =
ﬁ Z(x,y]ev —Z(x)y + maxy.y Z(x), where Z(x) is the logits of the model F (the
output of the layer before the softmax layer). The other is the targeted CW loss:
[2(F, V)= |V\ > (x eV —Z(x)y + Z(x), where t is the targeted label and t # y. For
each attack, we use 14 PGD subroutines to solve its attack objective, including 5
PGD subroutines using the untargeted CW loss L, with different random restarts
and 9 PGD subroutines using the targeted CW loss L2 with different targeted labels.
So for each clean test input x, these PGD subroutines will return 14 adversarial
examples xi,...,x1,. Among these adversarial examples, we select the one that
maximizes the attack loss with the loss function L (F, V) as the final adversarial
example x’ for x. We use the same hyper-parameters for all PGD subroutines: the
step size is 1/255, the number of steps is 100, and the random start is used. We set
T = 2 for FPA, GMSA-AVG and GMSA-MIN.

A.14 Setup for DANN Experiments

We perform experiments on MNIST and CIFAR-10 datasets. We describe the settings

for each dataset below.
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Model architecture. We use the same model architecture as the one used in Chuang
et al. (2020), which is shown below.

Encoder

nn.Conv2d (3, 64, kernel_size=5)

nn.BatchNorm2d

nn.MaxPool2d(2)

nn.ReLU

nn.Conv2d (64, 128, kernel_size=5)

nn.BatchNorm2d

nn.Dropout2d

nn.MaxPool2d (2)

nn.ReLU

nn.Conv2d (128, 128, kernel_size=3, padding=1)

nn.BatchNorm2d

nn.ReLU

X2
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Predictor

nn.Conv2d (128, 128, kernel_size=3, padding=1)

nn.BatchNorm2d

nn.ReLLU

x3
flatten
nn.Linear (2048, 256)

nn.BatchNorm1d

nn.ReL.U
nn.Linear (256, 10)

nn.Softmax

Discriminator

nn.Conv2d (128, 128, kernel_size=3, padding=1)
nn.ReLLU
x5
Flatten
nn.Linear (2048, 256)
nn.ReLLU
nn.Linear(256, 2)

nn.Softmax

Training configuration. We train the models for 100 epochs using the Adam
optimizer with a batch size of 128 and a learning rate of 10~>. For the representation
matching in DANN, we adopt the original progressive training strategy for the
discriminator (Ganin et al., 2016b) where the weight « for the domain-invariant loss

is initiated at 0 and is gradually changed to 0.1 using the schedule o = (;——2———

Ttexp(—10-
1) - 0.1, where p is the training progress linearly changing from 0 to 1. PR
Attack configuration. We use the same threat model for all attacks: L., norm
perturbation with a perturbation budget e of 0.3. Cross entropy loss is used as
the loss function for PGD attack, FPA, GMSA-AVG and GMSA-MIN: L,(F,V) =

ﬁ 2 (xy)ev — log f(x)y, where f(x) is the softmax output of the model F. We use
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PGD with a step size of 0.01, the number of steps of 200, random start and no
restarts. We set T = 9 for FPA, GMSA-AVG and GMSA-MIN.

CIFAR-10

Model architecture. We use the ResNet-18 network (He et al., 2016) and extract
the features from the third basic block for representation matching. The detailed
model architecture is shown below.

Encoder

nn.Conv2d (3, 64, kernel_size=3)
nn.BatchNorm2d
nn.ReLU
BasicBlock (in_planes=64, planes=2, stride=1)

BasicBlock(in_planes=128, planes=2, stride=2)

BasicBlock (in_planes=256, planes=2, stride=2)

Predictor

BasicBlock (in_planes=512, planes=2, stride=2)

avg_pool2d
flatten
nn.Linear(512, 10)

nn.Softmax

Discriminator

BasicBlock(in_planes=512, planes=2, stride=2)

avg_pool2d
flatten
nn.Linear(512, 2)

nn.Softmax

Training configuration. We train the models for 100 epochs using stochastic
gradient decent (SGD) optimizer with Nesterov momentum and learning rate
schedule. We set momentum 0.9 and {, weight decay with a coefficient of 10~*. The
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initial learning rate is 0.1 and it decreases by 0.1 at 50, 75 and 90 epoch respectively.
The batch size is 64. We augment the training images using random crop and
random horizontal flip. For the representation matching in DANN, we adopt the
original progressive training strategy for the discriminator (Ganin et al., 2016b)
where the weight o for the domain-invariant loss is initiated at 0 and is gradually

2 . e .
;—1, where p is the training progress

changed to 1 using the schedule & = Trop—107)

linearly changing from 0 to 1.

Attack configuration. We use the same threat model for all attacks: L., norm
perturbation with a perturbation budget € of 8/255. Cross entropy loss is used as
the loss function for PGD attack, FPA, GMSA-AVG and GMSA-MIN: L,(F,V) =
ﬁ Z(x,y) cv —log f(x),, where f(x) is the softmax output of the model F. We use
PGD with a step size of 1/255, the number of steps of 100, random start and no
restarts. We set T = 9 for FPA, GMSA-AVG and GMSA-MIN.

A.1.5 Setup for TADV Experiments

We perform experiments on MNIST and CIFAR-10 datasets. We describe the settings
for each dataset below.

MNIST

Model architecture and Training configuration. We use the LeNet network
architecture. We train the models for 100 epochs using the Adam optimizer with a
batch size of 128 and a learning rate of 10°. We use the L., norm PGD attack as the
adversary to generate adversarial training examples with a perturbation budget
€ of 0.3, a step size of 0.01, and number of steps of 40. We train on 50% clean and
50% adversarial examples per batch.

Attack configuration. We use the same threat model for all attacks: L., norm
perturbation with a perturbation budget e of 0.3. Cross entropy loss is used as
the loss function for PGD attack, FPA, GMSA-AVG and GMSA-MIN: L,(F,V) =
ﬁ 2 (xy)ev — log f(x)y, where f(x) is the softmax output of the model F. We use



96

PGD with a step size of 0.01, the number of steps of 200, random start and no
restarts. We set T = 9 for FPA, GMSA-AVG and GMSA-MIN.

CIFAR-10

Model architecture and Training configuration. We use the ResNet-20 network
architecture (He et al., 2016). We train the models for 110 epochs using stochastic
gradient decent (SGD) optimizer with Nesterov momentum and learning rate
schedule. We set momentum 0.9 and {, weight decay with a coefficient of 5 x 10™*.
The initial learning rate is 0.1 and it decreases by 0.1 at 100 and 105 epoch respectively.
The batch size is 128. We augment the training images using random crop and
random horizontal flip. We use the L, norm PGD attack as the adversary to
generate adversarial training examples with a perturbation budget € of 8/255, a
step size of 2/255, and number of steps of 10. We train on 50% clean and 50%
adversarial examples per batch.

Attack configuration. We use the same threat model for all attacks: L., norm
perturbation with a perturbation budget € of 8/255. Cross entropy loss is used as
the loss function for PGD attack, FPA, GMSA-AVG and GMSA-MIN: L,(F,V) =
ﬁ 2 (xy)ev — log f(x)y, where f(x) is the softmax output of the model F. We use
PGD with a step size of 1/255, the number of steps of 100, random start and no
restarts. We set T = 9 for FPA, GMSA-AVG and GMSA-MIN.

A.1.6 Setup for URejectron Experiments

We use a subset of the GTSRB augmented training data for our experiments, which
has 10 classes and contains 10,000 images for each class. We implement URejec-
tron (Goldwasser et al., 2020b) on this dataset using the ResNet18 network (He
et al., 2016) in the transductive setting. Following Goldwasser et al. (2020b), we
implement the basic form of the URejectron algorithm, with T = 1 iteration. That
is we train a discriminator h to distinguish between examples from P and Q, and
train a classifier F on P. Specifically, we randomly split the data into a training set

Dirain containing 63,000 images, a validation set Dy, containing 7,000 images and a
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test set Dyes containing 30,000 images. We then use the training set Dyyin to train
a classifier F using the ResNet18 network. We train the classifier F for 10 epochs
using Adam optimizer with a batch size of 128 and a learning rate of 107°. The
accuracy of the classifier on the training set Dy.in is 99.90% and its accuracy on
the validation set Dy, is 99.63%. We construct a set X consisting of 50% normal
examples and 50% adversarial examples. The normal examples in the set X form
a set z. We train the discriminator h on the set Dy.;, (with label 0) and the set X
(with label 1). We then evaluate URejectron’s performance on X: under a certain
threshold used by the discriminator h, we measure the fraction of normal examples
in z that are rejected by the discriminator h and the error rate of the classifier F on
the examples in the set X that are accepted by the discriminator h. The set z can be
Diest Or a set of corrupted images generated on Dies. We use the method proposed
in Hendrycks and Dietterich (2019) to generate corrupted images with the corrup-
tion type of brightness and the severity level of 1. The accuracy of the classifier
on the corrupted images is 98.90%. The adversarial examples in X are generated
by the PGD attack (Madry et al., 2018b) or the CW attack (Carlini and Wagner,
2017b). For PGD attack, we use L, norm with perturbation budget ¢ = 8/255 and
random initialization. The number of iterations is 40 and the step size is 1/255. The
robustness of the classifier under the PGD attack is 3.66%. For CW attack, we use
L, norm as distance measure and set ¢ = 1 and k = 0. The learning rate is 0.01 and
the number of steps is 100. The robustness of the classifier under the CW attack is
0.00%.

A.1.7 Evaluate DENT under the adversarially-ordered game

We evaluate the robustness of DENT under the adversarially-ordered game where
the adversary can choose a "worst-case" order of perturbed data points after re-
ceiving a large amount of test data and then sends them in batches one at a time
to the defender. Specifically, each time the attacker will generate adversarial ex-
amples on up to 256 data points, and then sort the adversarial examples by their
labels from lowest to highest, and finally send the sorted adversarial examples in
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Base Robustness
Model Static DENT
AA | AA PGD FPA GMSA-AVG GMSA-MIN

Wu et al. (2020a) 58.00 | 58.00 50.40 50.30 50.40 50.40
Carmon et al. (2019) 57.30 | 58.00 51.80 51.80 51.80 51.80
Sehwag et al. (2020) 5490 | 55.90 50.10 49.80 50.00 50.00
Wang et al. (2020) 53.60 | 55.90 49.00 49.10 48.90 48.70
Hendrycks et al. (2019) | 51.80 | 53.10 48.10 48.20 48.30 48.30
Wong et al. (2020) 4240 | 44.60 40.10 39.90 40.00 40.00
Ding et al. (2020) 39.70 | 42.10 36.20 35.70 35.30 35.00

Table A.1: Results of evaluating DENT on CIFAR-10 under the adversarially-ordered game.
Bold numbers are worst results.

batches one at a time to the defender. Other experimental settings are the same as
those described in Appendix A.1.3. The results in Table A.1 show that under the
adversarially-ordered game, we can reduce the robustness of DENT to be lower

than that of static base models.

A.1.8 Multiple Random Runs of the RMC Experiment

In Section 2.6, we describe the experimental setup for evaluating RMC. The per-
formance of RMC is evaluated on a sequence of test points x(*), - - - ,x(™ randomly
sampled from the test dataset. We repeat this experiment five times with different
random seeds and report the mean and standard deviation of the results over the
multiple random runs of the experiment. When evaluating the robustness of RMC,
we only use the GMSA-AVG attack and the GMSA-MIN attack since they are the
strongest attacks. From Table A.2, we can see that the results don’t vary much
across different random runs and the conclusion that the proposed GMSA attacks
can break RMC still holds.
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Base Accuracy Robustness
Dataset ) Static RMC

Model Static RMC AA | GMSA-AVG GMSA-MIN
MNIST Standard 99.40+0.15 | 98.62+0.23 | 0.00+£0.00 | 0.54+0.05 0.80+0.19

Madry et al. | 99.24£0.22 | 96.50+0.91 | 87.86+£0.71 | 57.14+£5.83  59.48+4.52
CIFAR- Standard 93.964+0.38 | 93.56+0.34 | 0.004+0.00 | 8.50+1.29 8.92+0.93
10 Madry et al. | 83.70£1.11 | 91.46+0.71 | 43.58+1.30 | 38.50+2.07  39.00£1.58

Table A.2: Results of evaluating RMC. We also evaluate the static base model for compari-
son. We report the mean and standard deviation of the accuracy or robustness (mean=std)
over the five random runs of the experiment.
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B  APPENDIX FOR CHAPTER 3

B.1 Proof Details

Before introducing the proof for the generalization results, we first need to make

some additional definitions. We define the empirical robust risk as
Ru(hs) = Y [ sup 1{h(z) # y}]
(x y JES zeU(x)
And we can define the empirical robust risk under rejection accordingly:

RS = Y [ sup 1{h(x) £y V h(z) ¢ {y, L}}

(x,y)ES ZEU(X)

And we can define the corresponding robust empirical risk minimization procedure

(under rejection) as follows:

RERMj(S) := argmin Ry (h; S)
heXH

RERM)(S) := argmin R}7 (h; S)

heXH

B.1.1 Rejection Only: Realizable Case

Definition B.1 (Realizable Robust PAC Learnability under Rejection). For Y ={0,1},
Ve, d € (0,1),H = H. x H,, the sample complexity of realizable robust (e, d) - PAC
learning of 3 with respect adversary U under rejection, denoted as Mgg(e, d; H,U), is
defined as the smallest m € N U{0} for which there exists a learning rule A : (X x Y)™ —
(YU{LYX s.t. for every data distribution D over (X x Y)™ where there exists a predictor
with rejection option h* € F with 0 risk, Ry ;(h*; D) = 0 with probability at least 1 — &
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over S ~ D™,

RI(A(S); D) < e

If no such m exists, Mge(€,d; H,U) = oco. We say that H is robustly PAC learnable
under rejection in the realizable setting with respect to adversary U if Ve, d € (0,1),
Mge(e, d; H, W) is finite.

Theorem B.2 (Sample Complexity for Realizable Robust PAC Learning under Re-
jection). In the realizable setting, for any H = H. x I, and U, and any €, € (0,1/2),

Mge(e, 8 H,U) = 20((dr+dc)log(dr+dc))%log (%) +0 <%10g (%)) (B.l)

where d, = VC(H,),d. = VC(H,.).

The idea of the proof is to adapt the classical sample compression argument (Littlestone
and Warmuth, 1986) with improvements based on (Montasser et al., 2019; Hanneke et al.,
2019; Moran and Yehudayoff, 2016). The generalization result in the inductive case directly
comes from Equation (B.26).

Proof. First, we define the concept of sample compression scheme and sample compres-
sion algorithm.

Definition B.3 (Sample Compression Scheme). Given Ym € N samples, S ~ D™, a
sample compression scheme of size k is defined by the following pair of functions:

1. Compression function k : (X x Y)™ — (X x Y)sk.
2. Reconstruction function: p : (X x Y)S* — H.

An algorithm A is a sample compression algorithm if 3k, p s.t. A(S) = (ko p)(S).

Fix €,6 € (0,1), m > 2(d, + d.)log(d, + d.). Let the compression param-
eter, n = O((d; +d.)log(d, + d¢)). Let D be any distribution, then by realiz-
ability of the learner, infy, ¢4 Rrij(h; D) = 0. Thus, VS sampled from D, we have

A 1€

Ry (RERM}(S); S) = 0.
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Compression First, we define a compression function k as through the following
inflation and discretization procedure. Given the training data S := {(xi, Yi)}icm),

we define the following index mapping;:

I(x) =min{i € [m]: x € Ulx:)}, Wxe€ ] Ulx). (B.2)

ie[m]

In another word, this index function outputs the first indexed training sample to
include x in its neighborhood.

Then, we consider the set of RERM mapping learned by a size n subset of the
training data:

H = {RERM;)(L): L C S,|L| =n}. (B.3)
Note that
R m em\n
|%|<|{L:Lgs,|u=n}|=< >< (57) (B4)
n n
Then, we inflate the data in the following way:
Su = U {(x1x), % Y1(x)) 1 x € U(x4)}- (B.5)
ie[m]
Note that x;(y) can be different from x;.
Let’s define the following transformation T:
T(h)(x,x",y) == 1{h(x) #y Vh(x) ¢ {y, L}}, he K. (B.6)

And we can obtain the transformed hypothesis class T(H) :={T(h)|h € H}.
Now, we proceed to define the dual space G of T(JH) as the following set of
functions.

G = {g(xx/ ) Gxx ) (1) = t(x, X", y), t € T(H)} (B.7)
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We denote the VC dimension of the dual space as VC*(T(3()) := VC(9).
By Lemma B.1.1,

VC(T(H)) = O ((dy + dc) log (dr + dc)). (B.8)

By the classic result in (Assouad, 1983), the VC dimension of the dual space
satisfies the following inequality:

VC*(T(H)) < 2VeTEO)+1, (B.9)

Now, we can construct the compressed dataset Sy as the following. For each
(x,x",y) € S, {g(xxy) (W }her(s0) gives a labeling. When ranging over (x,x’,y) €
Swu, the labeling may not be unique. So for each unique labeling, we choose a
representative (x,x’,y) € Sy, and let Sy be the set of the representatives. That is:

Su= {(x,x’,y) € Su

{9(xx' ) (B} eT(9¢) Provides a unique labeling} . (B.10)

Intuitively, Su split the infinite size dataset Sy into finite size according to the
labeling of T(1() on the dual space. Thus, Sy is not necessarily unique but always
exists. And |Sy(| equals the number of possible labeling for T(ff{ ).

Let d. := VC(G) = VC*(T(H)) denote the VC-dimension of G, the dual hypoth-

esis class of T(H() (Assouad, 1983). By applying Sauer’s Lemma, we obtain that for

A

T(H) > d.,

~ d.
1Sl < (e”éj{)') : (B.11)
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Letn =0 (VC (T (H))). For m > n, we have

Sul < (elTg0)]) (B.12)
A\ Qs
< ((eldcl) (B.13)
emy ™ 4
<)) B0
e2m\ "%
< (T) (B.15)
e2m O(VC(T(H))-VC(T(H")))
B (VC(T(%))> (B.16)

A

Now we have obtain the compression map: k(S) = Sqy.

Reconstruction Now, we want to reconstruct a hypothesis from Sy. First, suppose
we have a data distribution over Sy, denoted as P. This distribution P over samples
will be later used in the a—boosting procedure.

Then, we sample the set of n i.i.d. samples from P and obtain S’ € Sy. By
classic PAC learning guarantee (Blumer et al., 1989), for n = O(VC(T(H))) =
O(d, + dc)log(d, + d.), we have with non-zero probability vt € T(J) with
2 (xxryres tox',y) = 0 implies Eqxxy)~pt(x,x",y) < 1/9. Let L = {(x,y) :
(x,x'y) € S} C S, and tp = T(RERM'J(L)). Since Ry (RERM™(L);L) = 0,
Vix,x',y) € S, tp(x,x’,y) = 0. Thus, VP over Sy, there exists a weak learner
tp € T(H), s.t. Exx/y)~r to(x,x',y) <1/9.

Now, we use tp as a weak hypothesis in a boosting algorithm, specifically x—boost
algorithm from (Schapire and Freund, 2012) with Sy as the dataset and P, gener-
ated at each round of the algorithm. Then with appropriate choice of «, run-

ning a—boosting for K = O(log(|Sy|)) rounds gives a sequence of hypothesis
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A

hy,..., hg € K and the corresponding t; = T(h;) such that V(x,x’,y) € Sy,

K
o > ) £V hlx) ¢ fy, L) (B.17)
1k_'<
=% Z te(x,x,y) (B.18)
=1
< ; < % (B.19)

1

Since Sy, includes all the unique labellings, % thl te(x, x,y) <3, V(x,x',y) €

Sy implies

1 ¢ 1
—Z (x,x",y) <§ V(x,x',y) € Sy (B.20)
k=1

~

Let h := Majority(hy, ..., hk), i.e., h outputs the prediction in Y U{ L } that receives
the most votes from {hy, ..., hg}. Then V(x,x’,y) € Sw,

Hh(x) #y Vh(x) € {y, L}} =0. (B.21)

This is because: (1) on x, less than 1/3 of h;’s do not output y, so h(x) =y; (2) on
x', less than 1/3 of hi’s do not output y or _L, so the majority vote must be in y or
1,ie, h(x) €{y, L.

In summary, given the same m training samples, we can simply find a h with 0

robust error on S:

Ry (R, D) = > sul(a 1{h(x) £y Vh(z) ¢ {y, L}}| =0. (B.22)
i=1 |z€U(x)

Now we have the compression set with size:

nK = O(VC(T(H)) log(ISul)) = O(VC(T(H))* VC*(T(3)) log(m/ VC(T(3))))
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Then, we apply Lemma 11 of (Montasser et al., 2019) (Replacing Ry with R} still
holds), we obtain for sufficiently large m, with probability at least 1 — 9,

R (R; D) < O (VC(T(%))ZVC*(T(}C))%log(m/ VC(T(F0))) log(m) + %log(l/é)) :
(B.23)

We then can extend the sparsification procedure from (Moran and Yehudayoff,

2016; Montasser et al., 2019) to the rejection scenario. Since ty,...,tx € T(H), the
classic uniform convergence results (Shalev-Shwartz and Ben-David, 2014) implies
that we can sample N = O(VC*(T(3())) i.i.d. indices 1y, ..., in ~ Uniform([K]) and
obtain:

N
1 1 1

sup | ) bt (xx,y)—- ) tilx,x,y)| < 4 (B.24)
N K 18

(x,x",y)€Sy j=1 i=1

And thus, we can combine Equation (B.17) with Equation (B.24) and obtain:

N K
1 1 1 1 4 1
/
V(X,X ,y) € SU’N;tij(X’XIIH) < _E —+ E;tk(xlxlly) < —E + § = E

we can further obtain an improved hypothesis t’ := Majority(t,, . . . ti, ) with
t'(x,x",y) =0,V(x,x",y) € Sy
Thus, the compression set has a reduced size:
nN = O(VC(T(H)) - VC*(T(H)))

Now, we apply Lemma 11 of (Montasser et al., 2019) and can obtain the following
improved bound. Applying similar strategy from Equation (B.21), we can obtain

— A

h := Majority(hy,,...hi) = p(Su) = A(S) (B.25)
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which is our full reconstruction map.
Then, for large sample size m > ¢ VC(T(H)) VC*(T(H)) (c is a sufficiently large
constant), with probability at least 1 — §,

R (R D) < O (VC(T(TH)) VC*(J{)%Iog(m) + nlllog(l/é)) (B.26)

Plugging in Lemma Section B.1.1 and solving for m gives

Mge(€, 8; H,U) = 2O(VC(T(%)))%10g (%) +0 (%1055 (%)) (B.27)
1 1 1 1
— O((dr+dc)10g(dr+dc))_ _ _ _

2 8log(ﬁ)%—O(slog (6)) (B.28)

]

Lemma [VC dimension of robust loss with rejection] Let VC(H.) = d., and
VC(H,) = d,. Then, VC(T(H)) = O ((d, + d.)log (d; + d.)).

Proof. Suppose d > d, + d..

By definition of VC dimension, the max number of labeling of d points is 24
on h € T(H). And since the label of h is a deterministic function of h. and h,, by
Sauer’s Lemma, the number of labeling of hiis at most O(d%") x O(d%) = O(d9-+d).

Thus, 24 = O(d**9). And d = O((d, + d.) log(d, + d.)).

Ifd <d,+d.,d=0(d, + d.) log(d, + d.) by definition.

B.1.2 Rejection Only: Agnostic Case

Now, we define notion of PAC learnability in the agnostic case under rejection

setting as the follows:

Definition B.4 (Robust PAC Learnability under Rejection). For Y = {0, 1}, Ve, 6 €
(0,1), H = H x H,, the sample complexity of robust (e,d) - PAC learning of I with
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respect to perturbation U under rejection, denoted as Muc (e, 5; H,U), is defined as the
smallest m € N U {0} for which there exists a learning rule A : (X x Y)™ — (YU{L}H*
s.t. for every data distribution D over (X x Y)™,

RI7(A(S); D) < OPTY) + ¢

with probability at least 1 — & over S ~ D™. If no such m exists, Mag(€,d; H,U) =
We say that 3 is robustly PAC learnable under rejection if Mag(€, d; I, W) is finite for all
€,0€(0,1).

Lemma B.5. Let Mgg = Mgg(1/3,1/3; 3, U). Then,

Mac(e, 5;3,U) = O (MREl og (%) + élog (%)) (B.29)
Proof. The proof detail follows exactly the same from the Proof of Theorem 8 from
(Montasser et al., 2019) with the loss replaced. O

Theorem B.6 (Sample Complexity for Agnostic Robust PAC Learning under Rejec-
tion). In the agnostic setting, for any H = H. x H, and U, and any €,5 € (0,1/2),

Mag(e, 8, H,U) = O(VC(T(%))VC*(T(J—C))log (VC(T(3)) VC*(T(H))) (B.30)

Logt (YCTOONC 0N 14 (1)) gy

3

2
_ 2O(VC(fH))é 10g2 (1) (_ log (%)) (332)
— 90((dr+de) log(dr+dc)) log ( ) (lz (—)) (B.33)

where d, = VC(H,),d. = VC(H,.).

Proof. Combining results from Lemma Theorem B.5 and Theorem B.2 gives the

complexity result.
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Solving Equation (B.32) gives the following generalization result given in Ta-
ble 3.1
Pr [Mﬂﬂ@yb@%ée}l—é
(xy)~D"

where € = 0 (\/ZVC(T(M+IOg(1/6))- O

n

B.1.3 Transduction+Rejection: Realizable Case

We will prove a more general result which then implies Theorem 3.1. First, the
training data can also be perturbed, i.e., the adversary perturbs z € U(x) and
Z € U(x), and the learner A are given (z,y, Z) instead of (x, y, Z). The criterion in the
transductive rejection error (see Table 3.2) is then the worst case over both z € U(x)
and Z € U(x). Second, we will consider OPTys = 0 and prove the guarantee
tolerating U2. This then implies the guarantee tolerating U when OPT > = 0.

In general the set of optimally learned classifiers A is defined as follows Mon-
tasser et al. (2021):

f(he H:Ry1(h;z,y) =0ARy-1(h;Z2) =0} (Realizable Case)

Au 7 9 Z) =

3(2/ Y, 2) arg min max{Ry-1(h; z,y), Ry-1(h; 2)} (Agnostic Case)
hext
where
1 & N
Ry(h;z,y) = sup — > Ih(x) #yi)
xeu(z) i
and

Ry (h;z) = Ry (h; z, h(z)).

Recall the transformation F which we define following Tramer Tramer (2022) in
Section 3.4.

Then, we define the relaxed robust shattering dimension following Montasser et al.
(2021):

Definition B.7 (Relaxed Robust Shattering Dimension). A sequence z;,...,zx € X is
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relaxed U-robustly shattered by 3, if Yy, ...,y € {£1}: Ix{',...,x{* € Xand Th € H
such that z; € W(x}Y) and h(U(x{')) = yi, V1 < 1< k. The relaxed U-robust shattering
dimension rdimq (J() is defined as the largest k for which there exist k points that are
relaxed U-robustly shattered by .

Define the set of intermediate perturbations as follows:

Definition B.8 (Intermediate Perturbations). Given x and z and perturbations U, and

Uy, the set of possible intermediate perturbations between x and z is

{x} ifx=z

1Py, (X%, 2) =
et Wi (x) NU; Hz)  otherwise

Theorem B.9. Foranyn € N, 6 > 0, class I, perturbation set U, and distribution D
over X x Y satisfying OPTy -1y = O:

Vz € U3(x),Vzg € ipy (X, 2),VZ € UB(%),VZ, € ipy (%, 2),

T N N
E)f,yg~£“ Vh € Fu (A%(ZOIUI ZO)) : errre](h;x/ Y, X, Z/g) < €
x,9)~D"

>1-5

where € = rdimy 1 (99) log(2n) +log (1/2) < VC(3() log(2n) +log(1/8)

n n

Proof. We adapt the strategy of Theorem 5 of Tramer (2022) for the rejection sce-
nario.

By setting z = z, Z = Z; and applying Theorem 1 of Montasser et al. (2021), we
obtain the following

(&JEDH[VAJGIMXLVZOEluiLVhezAg{zmy,Zd:engmgﬂﬂsge}>i1—6
(x,)~D"
(B.34)
as OPTy1(q) = 0.
Suppose (x,y), (X,§) ~ D™. Now, let z € U (x),Z € U3(x) and take some
20 € ipyape (x,2),20 € Py e (X,Z), both of which are necessarily nonempty as

U = U, and h € Fy (Al (20, Y, Z0)).
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Write h = Fy (h) for some h € A% (zo,y, Zo).
From Equation (B.34) (replacing z with z; and Z with ), it is enough to show
that
err(h;x,y,%,Z,§) < errs 4(h).

Suppose that h incurs an error under rejection at point Z;; it is enough to show
that h incurs an error at Z,,. Furthermore, note that because h € A”‘Jff (20,9, 20), we
have that h(U1(Zy,)) = {h(Zo,)} as Zy, € U1 (Z0,). Write h(Zo,) = 0.

We have one of the following:

o0

1. (le) 7é gi and Zi = 7~Ci

2. h(z) ¢ {§i, L}and z; # %

In the first case, we must have Z), = X; as well as Z,, is an intermediate perturba-
tion between %; and Z;, so, as h(U(;)) = h(U'(Zy,)) = Ui, h does not reject Z,,
and ﬂ(ioi) = Ui. Hence, h(Z,) = i as well so, as h makes an error at Z;, Ui #y
and so h makes an error at Z,.

In the second case, if h(U 1(%;)) # {h(Z;)}, then h would reject Z; and hence
not incur an error. So h(U"1(%;)) = {h(z:)} and so h(z;) = h(z;). Since Zy, €
U(%:) N U3(Z;), there exists some Z; €U(Zo, ) N U (Zi) and so, h(Zo,) = h(Z;) =
h(z;) = h(Z;) = §;, so h incurs an error at Zp,.

In either case, we have that h makes an error at Z,,, showing the result. O

Remark: More direct approaches may seem possible, but have surprising pitfalls.
At first glance, this approach may seem less natural than simply applying the
analysis of (Montasser et al., 2021) to a potential Z’ € U/2(X) with the condition
of OPTy, obtaining a U'/2-robust classifer h’/, and deriving an e-robust selective
classifier by the transformation F1,.. While this seems possible at first, as (Tramer,
2022) shows that applying this transformation results in doubled robustness, this
isn’t possible in this situation, as h’ is only guaranteed to be U!/2-robust at Z’, not
at every e/2 perturbation of X as needed by the analysis. Similarly, it might seem

possible to obtain an €/2-robust classifier at Z using (Montasser et al., 2021), and
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derive the desired e-robust classifier from F1,»; this, however, requires the condition
OPT), as the analysis of (Montasser et al., 2021) only applies on perturbations up
to half the margin; hence, this approach gains no advantage from rejection.

Sample Complexity Given € and §, we need

rdim,+(3) log(2n) +log(1/8) _ _

~X

n

for the result to hold.
Now, noting that log(2n) = 1+ logn < 1+ y/n for n > 16; hence we need to
solve for the n such that

rdimy 1 (H)(1 + v/n) + log(1/0)
n

or, equivalently
rdimy1 (H) +log(3) + vn

=€
n
or .
vn =ne — rdimy1 (H) — log(g)

or

2.2 ) 1 . 1.\’

n =n% " —2e | rdimy 1 (H) + log(g) n+ | rdimy 1 (H) + log(g)

or

2
n?e? — (Ze (rdimul(ﬂ-f) + 10g(%)> + 1) n-+ (I‘dimul(}c) + 108(%0 =0.
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Solving, the result holds if

2e (rdimy1(H) +log(3)) +1+ \/(26 (rdimy 1 (H) +1og(1)) + 1)2 — 4 (rdimy 1 (H) + log(1))

2¢?

(rdimul(ﬂ-C) +log(}) . \/rdimufl(ﬂf) + log(%))
€

nz=

Nl

€

and, similarly, using

rdim, -1 (H) log(2n) + log(1/5) o VC(H)log(2n) + log(1/6)
n h n

we have the result if

(L
nO(VC( ) + log(3) \/VC +10g E))

€

Remark: If OPTy-1y; = 0, we can guarantee the existence of an h which satisfies
our conditions, but we can’t guarantee that we will find it, as we cannot find
AY¥.(z9,yY,2o) without zy and Z;,. We can, however, construct that an algorithm

which, if it returns a model, always returns on which meets the conditions.

Simplified Result To obtain a bound which does not involve an intermediate

perturbation step, we may let

AuAY,(z,y,2) Al(zy,2)(2) =1 and

WAL 5(2,Y, 2) otherwise

Agj,% (z, y, Z):= {

where
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where
A%(Z,y,i} = U A%(Z,y,il).

2eu2(2)
If |AY.(z,y,2)(2)| = 1, then as Al (20, Y, 20)(2) C Al (z,y,2)(2), Al (z,y,2)(2) =
AY (20,9, Z0)(Z) since Al (2o, Y, Zy) is nonempty as OPTy-1(y) = 0.
Note that for common classes of perturbations, we can simplify the A/,. Note
that the conditions of the theorem hold for perturbations defined via e-balls in a
metric.

Let
AYY (z,y,2) ={h e H: Ry (h;z,y) = 0 ARy (h; 2) = 0}
Lemma B.10. In the realizable case, if U = U1,
Airc(z,y,2) = 85 (2,y,2)

Proof. Supposeh € A;‘éj’,}c(z, Y, Z). Thenby the definitions of A;jand A, Ry-1(h; z, y)
0 and for any z’ € U 2(z),Z’ € U 2(Z), we have that, for any x € U !(z)
and X € U(Z'), h(xi) = h(z!) and h(X;) = h(Z{). Now, as there exists some
z” € U(z') NU ! (bz) and h(x) = h(z’) = h(z”) = h(z) by an argument similar to
that in Theorem B.9 and similarly for X and Z, we have that for any x € U~3(z) and
% € U3(2), h(xi) = h(z{) and h(X;) = h(Z;), and so

~ 3 -
Al (z,y,2) C AR (2, 2)

Now, ifh € A?}%US (z,y,2), we have that, Ry -1 (h; z,y) = 0and forany x € U3(2)
and x € U3(2), h(xi) = h(zi) and h(X;) = h(Z;). Now, suppose z’ € U 2(z), 2’ €
U~2(Z). Since x € U(x) forall x, z’ € U3(z), 2’ € U3(Z) as well. Hence, h(z!) =
h(z;) and h(2!) = h(Z;). Now, if x € U"}(z/) and X € U1(Z'), we have x € U3(z)
and X € U3(2) and so h(x;) = h(z;) and h(X;) = h(Z;). But then h(x;) = h(z{) and
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h(%;) = h(z{). Hence, we have that
A (z,9,2) € AY 40 (2,y, 2)

and the result follows. O

From this, we immediately derive the corollary
AL ,(z,y,2) 2 A (2,9, 2).

Remark: Note that this means that A}éj’,%(z, Y, Z) is nonempty if OPTys =0, and,
by the definition of A, A is also nonempty if IA%(z, Y, Z)(Z2)| =1, i.e. if there exists
only one possible labeling of the Z which is robust at some possible intermediate
perturbation.

Now, by the above and from Theorem B.9 we may immediately derive The-
orem 3.1 by noting that if U = U, U'U = U?, and if h € Fy(A%(z,y,2)) =
Ful/a(Ar%]@(z,y,i)) then we have h € Fy1/5 (A%ﬁ(zo,y,zo)) for some zy € ipy1/s 125 (X, 2)
and Zg € ipy/s 125(X, Z).

Furthermore, following from Theorem B.10, Arue]l/;{ (z,y,Z) isnonempty is OPTy2 =
0, showing completeness that the A of Theorem 3.1 is nonempty under that con-
dition, as well as, as noted above, under the condition that there exists only one
possible labeling consistent on a potential intermediate perturbation.

Now, we demonstrate that there exists a data distribution for which the trans-
ductive learner implied by A finds a solution for which the bound applies, but

where no transductive learner has zero asymptotic robust error

Theorem B.11. There exists a distribution D over X x Y, a hypothesis class H, and
perturbation set U for which, with probability > 1 — 2'"", for any (x,y), (X, §) ~
D™ and any 2 € WN(Z), Ay s(x,Y,2) is nonempty and for all h € Al ,c(2z,Y,2),
errrl? (h;x,y,%,Z,7) = 0 but, there exists no transductive learner (without rejection) A
for which lim,,_,, E [supieu(i) erru(A(x,y,Z);x,y,Z,g)] <1/2.
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Proof. Consider the simple discrete distribution D with (x,y) ~ D is (1,1) with
probability 1/2 and (—1,0) with probability 1/2. Now, let U(x) ={y | ly — x| < 1.5}
and let H be the class of

Now, let H{ be the class of threshold functions h,, (x) = 1,5, and hi;(x) = 14,
for integer w.

First, note that with probability 1 — 2™ both (—1,0) and (1,1) appear in x. In
that case, any h € Al (x,y,Z’) must be robust at —1 and 1 up to a radius of 1/2; and
hence h must be h,, for some w € [-1/2,1/2] (and hence, w = 0). Hence, Al < 1;
note that for any possible perturbation of —1 or 1 is within U? (i.e. within 1 unit of)
either —1 or 1; hence, there always exists some Z’ where Al (x,y, Z’) is nonempty.

But then, there must exist exactly one element in A, and so A is nonempty.
Consider Z;. We have two cases:

IfZ; € [-1,—1/2]U[1/2,1], then, as h is robustly correct with radius 1/2 about 1
and —1, then X; = sign(Z;) and hence h(X;) = sign(Z;). If X; = Z; we do not reject
as h is robust with radius 1/2 about —1 and 1. Thus, we do not incur an error at Z;.

If Z; € (—1/2,1/2), then Z; must be perturbed. But we have both positive and
negative values within 1/2 of Z;, and so Fy(Z;) =L. Hence, we do not occur an
error at Z;.

In all cases, we do not incur an error if both x = —1 and x = 1 appear in the
training data, and so errﬁj(h; X,Y,%,Z,7) is 0 with probability > 1 —21-™.

To see that there exists no transductive algorithm (without rejection) that can
have asympotic error below 1/2, note that any X can be perturbed to Z where all Z are
0; hence, samples from class 0 and class 1 are indistinguishable and the minimum
error on Z achievable by h is the minimum of the fraction of the X which are —1
and the fraction which are 1. As n — oo, these both tend to 1/2 and the result
follows. ]

B.1.4 Transduction+Rejection: Agnostic Case

Note that, if U can be decomposed into a form U = (U!/3)® where U3 = U~1/3

(as with standard perturbations in 1,,), we obtain a bound which depends on
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OPT,/s rather than OPT, enabling, for h satisfying the conditions, much stronger
guarantees if OPTy2s << OPTy2. Note that as Vxx € U(x), VxU*3(x) C U?(x),
and so OPT;2s < OPTyp.

Theorem B.12. Foranyn € N, 6 > 0, class H, perturbation set U, and distribution D

over X x Y:

) Vz € W(x),Vzo € ipy (X, 2), VZ € W (X), V2o € ipy (X, 2), 1%
E’f’yﬁwgn V]:L € Fu (A}}L{(ZOI Yy, ZO)) : errrej(ﬁ,.xl y/i/ Z/g) <€ g
x,g)~Dm

where

n

: \
¢ = min {2 OPTy 1y +O <\/Vc(j{) i 10g(1/5)> ,30PTy 1y + O (deu(m In(2n) +In(1/0)

Proof. Suppose (x,y), (X, §) ~ D™. Now, let z € U3(x),Z € U3(X) and take some
2o € ipyqe(X,2),Z0 € ipy (X, Z), both of which are necessarily nonempty, and
h € Fy (A (20, Y, Z0)).

Write h = Fy (h) for some h € Al (zo,y, Zo).

We will begin as in Theorem B.9. As before, there are two cases in which h can

incur an error at Z;:

>0

1. (21) 7é gi and Zi = 721

2. h(zi) ¢ {Gi, L}and 2; # %

Now, if ; = %;, an error occurs if h rejects Z; or if h robustly predicts some
Ui # Ui; hence an error occurs if h is not U '-robust at Z,, or if h(Zy,) # Ui.

Otherwise, h must be U~ !-robust at Z;, as, otherwise, h would reject Z;. Hence,
as there exists some Z; € U(Z,) N U~1(z,), if his U-robust at Z,,, we must have
h(zZ;) = h(Zy,), and so, if h makes an error, h is not U '-robust at Zy, or h(Zy,) # Ui

/
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Now, in both cases, errors only occur if h is not U~ !-robust at Zy, or h(Zo,) # Us.
As %; € U (Z,), we have, equivalently, that an error occurs if h is not U~!-robust
at Zy, or h(Xi) # 0.

Hence,

err(lyx,y,%,2,§) < err™(h;%,§) + Ry (h; Zo)

Now, the right hand is exactly what is bounded in Theorem 2 of Montasser et al.
(2021); as we have h € Al (zo, Y, Z), we have

err’(l;x,y, %, Z,§) <err™(h;%,§) + Ry (hjZo) < e

where
- \
€ = min {2 OPTy 1y +0 <\/VC(‘%) * 10g(1/5)> ,30PTy 1 + O (deu(m In{2n) +In(1/3)
n n J
with probability > 1 — 6 by its proof. O

As in the realizable case, we can immediately derive the following corollary.

However, we cannot simplify the definition of A, as before; see Lemma B.14.

Corollary B.13. For anyn € N, & > 0, class I, perturbation set U where U = U=t and
distribution D over X x Y:

'121—6

Vi + - )
€ = min {2 OPTy-1y +O (\/ €y Hbg(l/é)) ,30PTy 1y + O (\/rdlmu(ﬂf) lnn(zn) n(1/o)
/
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Lemma B.14. In the agnostic case, we have that if U = u-
A}éj,ﬂ-f(zl yl Z) g A}]’f (Z/ y/ Z)

Proof. By the definition of R, we have
sy 1 - < B35\ (5 5
Ry-s(h;2) = — ; 1{I: € U3 (%) h(%) #h(z)}

= 1Y 13 euE) e U (2):h (%) £h(z) |
i=1

= max =Y {3 U @) Rk £z}

2leu—2( P

= max Rya(h;Z')
2leU2(%4)

where the last equality holds as x € U(x) for all x and as U = U~!, which together
show that if for some Z; and z! € U 2(Z;) we have that h(z!) # h(Z;), that either
there exists some z!” € U = U!(2!) such that h(Z!) # h(Z!) or there exists some
z!' € W = UY(Z;) such that h(z!') # h(Z;) (as before, note that z; = U(Z!") for some
z!"€eU(Z!) by the definition of U%); the reverse is similar.

We can derive a result for Ry-3(h; z,y) similarly.

Suppose h € A}gﬂ{(z, Y, Z). Then, h minimizes max{Ry-1(h;z’,y), Ry-1(h;Z2')}
forall z/ € U?(z), 2’ € U ?(Z), so by the above, h must also minimize

max max{Ry1(h; 2", y), Ry1(h; 2')}
Z/€U-2(2),2/€U2 ()

:max{ max Ry 1(h;z,y), max Rul(h;i’)}
z'eU2(z)

2/eU2(2)

= max{Ry-s(h;Z),Ry-s(h; z,y)}

andso h € AY (z,y,Z2).
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However, minimizing

Ry—(h;z',y), Ry (h; 27
e BBy, AR (N2 Y), Ry (hy 2 )}
does not necessarily imply that h minimizes max{Ry-1(h;z’,y), Ry-1(h; Z')} for all
2z’ € U?%(z),2' € U2(Z), so the reverse may not hold. O

B.1.5 Extension to Unbalanced Training and Test Data

We provide a sketch of a proof that allows extending Theorem 1 of (Montasser
et al.,, 2021) to unbalanced training and test sets; however, for simplicity, we will
work with the original form. The assumptions are the same, except that we have n
training points and m test points.

The proof is exactly as before up to the "Finite robust labelings" portion (which
points are and are not labelled don’t matter up to then and the symmetry arguments
still apply). The basic idea of determining the probability of zero loss on the training
and test sets and error > € on the test examples with permutation still applies. Let
Esx be the event that there exists a labelling ﬁ(xg(l;n+m) ) in the allowable set where
this occurs.

We have

Pr(Esx] < Pr [Elﬁ € T (X1, ) Xngm) err (h)=0A err (h) > e]

o xcr[l:n)/yc(lzn) Xo’(n:n+m]ry o(nmn+m)

and, as in (Montasser et al., 2021), note the probability of choosing such a pertur-

bation o for a fixed h is at most

m s< m (em]_ n4+m 7|'em'|< n+m [—em]
n+m/ ~\n+m S\l m S\ m

if we assume the number of total errors s > [em| without loss of generality (other-

wise, err > € would be impossible).
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Hence, by a union bound,

[—em]
n—+m
Pr [Eo‘,x] < ‘nrlj{f (Xll sy Xn+m)| ( )
o m
and so em
Pr [Eo,x] < (TL + m)rdimu_l (70) (Tl + TTL)
o m

by Sauer’s Lemma (in the form of Lemma 3 of (Montasser et al., 2021)).
Now, we bound the probability by 5, we need

[—em]
(n+ m) @m0 (n - m) <5

m

which, solving, gives us

rdimy-1(H) 10gnim (N + M) + 108 nim 3 _ rdimy1(H) log(n + m) + log ¢

= =
€ m mlog (1+ 1)

Which reduces to the original result if n = m (note that the logarithms are
base-2).

Corollary If we fix n +m, J(, and , the guarantee is strongest (i.e. we minimize
€) when n = m. To see this, consider the denominator. Write « = ™. Then, we
wish to maximize nalog(1 + «) (or equivalently f(«) = alog(1 + o) subject to
o > 0. Now, note that f'(«) =log(l + @) —1 =0when x =1,i.e. when m =n.

Also, we can see from the result above, that if we fix m and 9, then the minimum
value of € tends towards co as n — 00, so there does not necessarily exist a labelled
training set sampled from D which provides a guarantee with high probability of
arbitrarily low error on a fixed test set.
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B.2 Experimental Details

B.2.1 Computing Infrastructure

We used a SLURM cluster with A100 GPUs to run our experiments.

B.2.2 Baseline Details

The baselines are trained with standard adversarial training (Goodfellow et al.,
2015b) (Madry et al., 2018a). Attacks against AT without rejection use standard
PGD with a cross-entropy objective, while attacks against AT with rejection use
PGD targeting Lggy as described in algorithm 5. In all cases, the parameters for
PGD in training are the same as those used in TLDR'’s training process for the same

dataset.

B.2.3 Defense

In our implementation, we begin to incorporate the transductive term in our ob-
jective (see Equation (3.6)) after initially training the model with the inductive
loss term only; this allows learning a better baseline before we begin to enforce
robustness about the test points. In our experiments, we use the transductive loss

in the final half of the training epochs.

B.2.4 Adaptive Attack

Solving for the perturbation % by iteratively optimizing Lrgj poses several difficul-
ties.

First, the rejection-avoidance term ||X — arg maxx/—x|;<e £ppn(x’)|| is not differ-
entiable with respect to X. While it is possible to approximate the derivative with
the derivative of a proxy (e.g. differentiating though some fixed number of PGD
steps, necessitating second-order optimization), this is extremely expensive and

does not improve results in our experiments (see below).
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Intuitively, we might see that this would be the case: if the decision boundary
is smooth, we might expect the maximizers in U(x 4+ A) and U(x) to be the same
for small A unless x’ is near the border of U(x) given that U(x + A) =~ U(x). In this
case, approximating x’ as constant with respect to x is reasonable.

In addition, note that if h(x) =y, the adversary must find a X where h(X) #y
which is not rejected: if maximizing Lggy with PGD, the rejection-avoidance term
penalizes moving X towards the decision boundary. As this is necessary to find
a valid attack (when h(X) = y at initialization), we adjust A adaptively during

optimization by setting it to zero when h(X) = y.

B.2.5 Transductive Attack Details

We present two rejection-aware transductive attacks: a stronger but more compu-
tationally intensive rejection-aware GMSA (Algorithm 3) and a weaker but faster
rejection-aware transfer attack which takes the transductive robust rejection risk
into account (Algorithm 4).

Finally, note the attack with Lrgj, without GMSA, is effective against selective
classifiers based on the transformation F (and via Tramer’s equivalency, selective

classifiers in general). So we summarize this attack on a fixed model in Algorithm 5.

B.2.6 Rejectron Experiments

Goldwasser et al.’s implementation of Rejectron (Goldwasser et al., 2020a) trains
a classifier (call it h.) on the training set and a discriminator (hy) to distinguish
between the (clean) training and (potentially-perturbed) test data. Samples are
rejected if the discriminator classifies them as test data; otherwise, the classifier’s
prediction is returned. Our adaptive attack is then very simple: we follow the
approach of Algorithm 3 but with a loss function £psc which targets the defense.

Given a sample (x,y), the attacker’s goal is to flip the label, and, simultaneously,

to avoid rejection; hence, we maximize the following loss:

Lpisc(x,y) = Lce(he(x),y) +ALce(hy(x),1)
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where class 1 for hg corresponds to test data, signalling rejection, and where
h® returns the softmax activations of h. Maximizing Lpisc then minimizes the

confidence in the true label and the probability of rejection.

Figure B.1: Effects of T on performance of Figure B.2: Effects of T on performance
Rejectron on MNIST with attacker GMSA  of Rejectron on CIFAR-10 with attacker
(LDISC) . GMSA (LDISC) .

Figures B.1 and B.2 show our adaptive attack’s performance on MNIST and
CIFAR-10. Tis a key hyperparameter of Rejectron, which determines the confidence
needed by h4 to reject a sample; to evaluate Rejectron fairly, we report the results on
best-performing value of T, based on (transductive) robust rejection accuracy; see
Table 3.5. On CIFAR-10, performance is near-zero and rejection rate is near 100%
for small values of T. The best-performing value of Tis 1 (effectively eliminating
the possibility of rejection), leading to a rejection rate of 0; this behavior on CIFAR-
10 illustrates the algorithm’s struggles with the practical high-complexity deep

learning setting.

B.3 Additional Experiments

B.3.1 Ablation Study of TLDR

Compared to traditional defenses, TLDR has two novel components: using the given
test inputs in training the classifier (the second term in Equation (3.6), referred to as

Liest), and transforming the trained classifier into one with rejection. Table B.1 shows
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TLDR Components Attacker MNIST CIFAR-10
Rejection Liest prey  Robust accuracy prgy  Robust accuracy
v v GMSA (Lrg) 0.588 0.967 0.208 0.739
v X GMSA (Lrg) 0.646 0.975 0.179 0.725
X v GMSA (Lck) - 0.900 - 0.516
X X GMSA (Lck) - 0.935 - 0.516

Table B.1: Ablation study of TLDR. The best result is boldfaced.

Table B.2: Effects of warm start period on TLDR.

Warm start (epochs) | Rejection Rate | Robust Rejection Accuracy

0 0.813 0.153
500 0.531 0.177
1000 0.830 0.171

the results of the ablation study on these two components. In all cases, rejection
significantly improves results. The use of transduction is helpful on CIFAR-10, but
reduces performance on MNIST, potentially due to the lower difficulty of deriving
robust predictions on MNIST; hence, the knowledge of the specific test inputs is

less useful.

B.3.2 Warm Startin TLDR

Here we perform experiments showing that in training TLDR, it is best to first trains
a baseline model without transductive regularization L in the early stage (warm
start) and then add transductive regularization for later training.

We generate the data with 100 Gaussians (one per class) equally spaced in 1,
with a separation of 3 units between means. The adversarial budget is 2 units, and
we ensure that the data is sparse by generating 10 samples per class. The models
are 10 layer feedforward networks with skip connections.
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The synthetic models are trained for 1000 epochs total; we see the best perfor-
mance when the model has transductive regularization but is allowed to learn an
initial baseline model before transductive regularization is used in training. Doing

so reduces the risk of the regularization term harming performance.

B.3.3 GMSA Method

Table B.3: Full ablation results of TLDR.

TLDR Components Attacker MNIST CIFAR-10
Rejection Transductive Regularization prgy  Robust accuracy | prg;  Robust accuracy
v v GMSAAvc (Lrey) | 0.796 0.968 0.195 0.744
v v GMSAmN (Lrey) | 0.588 0.967 0.208 0.739
v x GMSA v (Lrgy) | 0.646 0.975 0.179 0.725
v X GMSANy (Lrgyp) | 0.202 0.980 0.182 0.733
X v GMSAAVG (LCE) - 0.900 - 0.516
X v GMSAMiN (L) - 0.914 - 0.601
X X GMSA ave (LcE) - 0.935 - 0.516
X X GMSAMIN ('CCE) - 0.942 - 0.556

We present extended results of our defense ablation and compare the results
of GMSA svc, which optimizes the average loss of past iterations, and GMSAyn;,
which optimizes the worst-case loss. See (Chen et al., 2022). We can see that while
the two perform about the same on the full TLDR defense (GMSAyy performs
slightly better), GMSAyc is much stronger for models not incorporating both

components.

B.3.4 Rejection Radius

The rejection radius €gefense is an important hyper-parameter for TLDR; however,
the model’s performance is not very sensitive to it. Figure B.3 shows the trend of
robust accuracy, the rejection rate on adversarial test data, and the rejection rate on
clean test data, for the inductive classifier on MNIST; Figure B.4 shows those for
TLDR. The robust accuracy remains stable. The theoretical analysis suggests setting
the radius to €/3 where € is the adversarial budget. Given TLDR’s low sensitivity

to the parameter, we use €/4 for consistency as the inductive case performs best
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0.0

with that setting. The rejection rate on the adversarial test data rises rapidly with
the rejection radius (reaching 0.949 for TLDR for €gefense = €), but the rejection rate
on clean data increases much more slowly (0.108 when €gefense = €). S0 among all
rejected inputs only a few are clean inputs, leading to low errors as desired.

The rejection rate on clean inputs is presented for the transductive case in order to
illustrate the difference in effects on clean and perturbed data, but, as the adversary
may select to perturb, some clean points were not in the training set, and, hence,
the clean rejection rates should not be considered reliable. The rejection rates rise
with the rejection radius: adversarial rejection rates increase rapidly as the rejection

radius increases, while clean rejection rates increase only slowly. In all cases, far
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more perturbed samples are rejected than clean samples.

B.3.5 Binarization test on PGD (LRgy)

Table B.4: Results of the binarization test applied to PGD (Lggy).

MNIST CIFAR-10

Decision Boundary Closeness ASR RASR Inverted ASR Inverted RASR ASR RASR Inverted ASR Inverted RASR

0.9 0935 0.451 1.0 0.375 0973 0.824 0.971 0.781
0.999 0945 0.394 1.0 0.447 0976 0.813 0.964 0.790
0.99999 0.953 0.414 0.981 0.434 0.974 0.819 0.938 0.813

Finally, to evaluate the effectiveness with which Lrg; targets rejection, we apply
the binarization test (Zimmermann et al., 2022). As the binarization test is designed
for inductive defenses we evaluate on PGD (Lggj), and as the binarization test
assumes that rejection does not depend on the generated dataset or the modified
model, we modified Lrg; to target the original model in the calcuation of Lpp 1 (e.8.
we wish to avoid rejection as if the model was unchanged).

For the inverted case, we modified A’, setting it to -10 (we are seeking rejection,
not avoiding it). As noted in Appendix B.3 , we drop the rejection-avoidance term
when h(X) = y; hence, the negated second term poses issues for maximization in
PGD (e.g. PGD would preferentially select perturbations which do not succeed).
To avoid this issue, we have added an additional success indicator to our attack
objective, which we use to ensure that PGD selects the loss-maximizing successful
perturbation. Without these modifications, we observed low attack success rates in
the inverted test; however, the results with these simple changes do indicate that
our attack does take the rejection component of the defense into account, the key
purpose of the inverted test.

The attack settings for the regular test are unchanged from those used for
evaluation. For the test settings, we chose values as close as possible to those used
in (Zimmermann et al., 2022), with a single boundary sample, with 200 samples
sampled from each of the surfaces and corners of the 1., ball, with 512 trials per
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experiment. We used 81 inner samples for MNIST, and 253 inner samples for CIFAR-
10, selected to maximize subject to the requirement that the total sample count is
below the dimensionality of the features. In both cases, the base model is a standard
adversarially trained model trained on that dataset, transformed into a selective
classifier with the transformation F.

We ran the test for a range of values for the decision boundary closeness, a
hyperparameter determining the test hardness. ASR is the rate at which the attack
successfuly found a perturbation which both flips the label and evades detection;
RASR is the maximum of the success rates on surfaces and corners. While the
ASR values in some experiments are slightly below the cutoff of 0.95 and are
technically failures, they do indicate that the attack is successfully targeting the
defense. While a slightly stronger attack may exist, these results do not indicate

significant unreliability in our evaluation of the robustness of TLDR.

B.3.6 Ablation on Attacks: Attack Radius

The theory suggests that incorporating rejection can allow a transductive learner
to tolerate perturbations twice as large; we investigate how transduction and re-
jection affects the robustness as € grows (models are adversarially trained with
the corresponding € and the selective classifiers use a rejection radius of €/2). The
results are shown for the natural choice of adversary, as in the experiment section
(e.g. GMSA with Lgg for the transduction+rejection). For selective classifiers, the
rejection rate scaling is shown.

We see that the combination of rejection and transduction does indeed maintain
high accuracy for larger €; at € = 0.6, it has 96.2% of the robust accuracy that
transduction alone had for € = 0.3. This aligns with the theory, given the increased
constant factors of OPTy: in Corollary B.13 compared to the results for classifiers
in (Montasser et al., 2021).

Note also the behavior of the inductive classifier: accuracy improves past € = 0.6.
To see why, note that a model adversarially trained for € > 1 will return near-

uniform predictions for all classes (resulting in a robust accuracy of approximately
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Figure B.6: Rejection rate scaling with adversarial budget € on MNIST.

10%, as seen), making finding adversarial examples slightly more difficult than for
smaller € where this does not occur. The decline in rejection rate for very large € is

a similar phenomenon.

B.3.7 Weighting of Lrg;

We examine the effect of the hyperparameter A’ between the cross-entropy and
rejection-avoidance terms in Lgrg; on MNIST; see Equation 3.8. In the inductive case,
as shown in Figure B.7, there is little sensitivity to A’ in either attack success rate
or rejection rate. When targeting TLDR, there is little sensitivity in terms of attack
success rate as seen in Figure B.§; rejection rate is highest for intermediate values of

A’ but, as expected, rejection rate declines with A’ beyond that.
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Figure B.7: Effects of A’ on results of PGD optimizing Lrg; targeting adversarial

training with rejection on MNIST.
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Figure B.8: Effects of A’ on results of GMSA optimizing Lrg; targeting TLDR on

MNIST.

B.3.8 Robustness to |,

Table B.5: Results on MNIST and CIFAR-10 up to 1, budget. The strongest attack

against each defense is shown. The best result is boldfaced.

Setting Defense Attacker PRE] Rl\é[kl:llllsstzccuracy pre;  Robust accuracy
Induction AT (Madry et al., 2018a)  AutoAttack - 0

Rejection only AT (with rejection) PGD (Lgg) 0112 0.921

Transduction only TADV (Chen et al., 2022) GMSA (Lck) - 0.913

Transduction+Rejection TLDR (ours) GMSA (Lrg) 0.078 0.933

To evaluate our defense’s generality, we consider robustness to 1, as well and

compare to the strongest defenses from each setting in Table B.5; on MNIST we use
€ =5 and on CIFAR-10 we use € = 128/255. We observe strong performance from

TLDR, outperforming defenses with transduction or rejection alone.
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Figure B.9: Generalization of TLDR with equal train and test size on MNIST.
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Figure B.10: Generalization of TLDR with full training set on MNIST.

B.3.9 Generalization of TLDR

To evaluate how closely TLDR'’s generalization follows the our provided bounds in
Theorems B.9 and B.12, we apply TLDR to randomly-sampled subsets of the MNIST
training and test sets. In each case, we run ten trials and present the robust error (1
- robust accuracy) with attacker GMSA (Lggy). Given the large VC dimension of the
model considered (LeNet) (Bartlett et al., 2017), the results shown are consistent
with Theorem B.12; we wish to determine whether the actual errors observed follow
the inverse-square relationship of the theorem.

In Figure B.9, the size of the training set is set equal to the size of the test set
(the standard assumption for our results); in Figure B.10, the full training set is
used and only the test set size is changed. See Appendix B.1.5 for a discussion of



133

generalization bounds for train and test sets of differing sizes.

As the bounds are in PAC form, we use an estimate of the 99th percentile of
error in order to evaluate the generalization of TLDR; these are calculated with a
best-fit beta distribution of the results on each instance size.

We then consider the inverse-square-root fit of these 99th percentile error es-
timates; as the gurarantee takes the form of an upper bound, and error is upper
bounded by 1, we exclude any error values equal to 1 (corresponding to instances
where all trials had a robust accuracy of 0). We find that in the case where train
size is fixed, the 99th percentile errors closely follow the inverse-square-root trend
in the test set size m; while the results for equal train and test set sizes more closely

follow an inverse-cube-root relationship in m.

B.4 Limitations

While our framework is theoretical-sound with lower sampled complexity than the
rejection-only case and with more relaxed optimality condition than the transductive-
only case, our sample complexity proof under the transductive rejection case re-
quires the non-emptiness of A in Theorem 3.1. While weaker conditions don’t
guarantee that we find a model satisfying the conditions, the result demonstrate
that empirical defense incorporating both transduction and rejection have the poten-
tial to outperform others. Our proposed defense algorithm TLDR, though effective
at improving the robust accuracy under rejection, incurs a high computational cost
relative to standard adversarial training due to the joint training with the unlabeled
data. If it is possible to delay evaluation until a sufficiently large batch of samples
arrives, the cost can be made insignificant via amortization. The need to perform
a full training process prior to evaluation means, however, that the defense is not
suitable for latency-sensitive applications. Our adaptive attack is even more costly,
as effectively attacking this defense using GMSA requires multiple iterations of
the full transductive training process; hence, adversaries attacking TLDR require

substantial resources.
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Algorithm 3 Rejection-Aware GMSA

Require: A clean training set T, a clean test set E, a transductive learning algorithm for

10:
11:
12:
13:
14:

15:
16:

17:

18:

19:

20:
21:
22:
23:
24:
25:
26

classifiers A, an adversarial budget of €, mode either MIN or AVG, a radius used
for rejection €gefense, and a maximum number of iterations N > 1. E|x refers to the
projection on the feature space for E.
Search for a perturbation of the test set which fools the model space induced by
(T, U(E[x)).
E'=E
E=E
eIrmax = — inf
fori=0,...,N-1do

Train a transductive model on the perturbed data.

hY = AT, E'|x)

1 1

err = 7 > 1{(FW) () ¢ (6 A% =) v (FINY) (1) ¢ (9, L) A% £ |
i=1

{The X; and the x; are the jth datapoints of E’ and E, repectively; y; is the true label.}
if errpax < err then
E=F
end if
forj=1,...,|E|do
if mode = MIN then

X; =arg max min LRy, (X, Y5)
I e 19k REInG0 0 Y

else

1
X; =arg max —
[X—xjll<e 1

i
Z LRrEfR 00 (%, Yj)
k=1

end if
{Select whether to perturb by comparing success rates against past models for the
clean and perturbed samples.}

err = 1 Z 1 {F <h(k)> (%5) ;éyj}

1 i
clean nggi

err =1 5 1[F(n) (%) ¢y, L]
perturbed 1 0<k<i
{Do not perturb if the perturbation reduces robust rejection accuracy less on average
than leaving the points unchanged.}
if €ITperturbed < €IT¢lean then
Xi =%
end if
B =%,y
end for
end for
Return: E
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Algorithm 4 TraNSDUCTIVE REJECTION-AWARE TRANSFER

Require: A model h, a clean labelled test point (x,y), an adversarial budget of €, and a
radius used for rejection €gefense-
{Search for a perturbation X of x for which h predicts {J # y robustly.}
1:
where Lcg is the cross-entropy loss, h® returns the softmax activations of h and where
Lpph(x) = rankyh®(x) — max h®(x).

{If the attack did not succeed against h (in other words, if h does not robustly predict
U #vy), check whether to leave x unperturbed.}

X =arg max |Lcg(h®(X),y)+A

A X —arg max Lppn(x)
x—x||<e

[Ix’—%|| < €defense

x' =arg max Lcp(h8(x'), h(X))
HXl*ingedefer\se

3: if h(x/) # h(X) V h(X) =y then

4:  Leave x unperturbed if F(h) rejects it, or if h(x) # y.
5:
x" =ar max Lce(h®(x”), h(x))
“XN_Xngdefense
6: if h(x) #yV h(x”) # h(x) then
7: X=x
8: end if
9: end if

10: Return: X

Algorithm 5 INpucTive REJECTION-AWARE ATTACK

Require: A model h, and a clean labelled test point (x,y), an adversarial budget of €, and
a radius used for rejection €gefense-
1: Search for a perturbation % of x for which h predicts {j # y robustly.
where Lcg is the cross-entropy loss, h® returns the softmax activations of h and where
Lpph(x') = rankyh®(x") — max h®(x’)
2: Return: X

X =arg max |Lcg(h®(X),y)+A

e X —arg max Lpp h(x’)
x—x||<e

||X’7)~(|| gedefense
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C APPENDIX FOR CHAPTER 4

C.1 Links to Resources

Our dataset is available athttps://huggingface.co/datasets/yguooo/newyorker _
caption_ranking under Creative Commons Attribution Non Commercial 4.0. Our
codebaseis availableathttps://github.com/yguooo/cartoon-caption-generation
under Apache 2.0.

C.2 Language Model Prompts

C.2.1 Description Generation

We use GPT-4o to generate descriptions for each cartoon. In the dataset from
Hessel et al. (2022) each cartoon has a canny description, an uncanny description,
a location, and a list of entity. Entity are words that is related to the cartoon. We
used the five shot method to generate a set of descriptions. The five examples are
randomly selected from the testing set, and we use the these same five example for
every cartoon descriptions generation. An example of our prompt is shown below.

User: In this task, you will see a cartoon, then write two descriptions about the
cartoon, one uncanny description and one canny description, then write the
cartoon’s location, and the entities of the cartoon. I am going to give you five
examples first and you write the last sets of description.

User: <Insert Cartoon Image>

Assistant: The canny description is <insert canny description> and the un-
canny description is <insert uncanny description>, and the cartoon’s location
is <insert location>, and the entities of the cartoon are <insert entities>

User: <Insert Cartoon Image>. The set of description is



https://huggingface.co/datasets/yguooo/newyorker_caption_ranking
https://huggingface.co/datasets/yguooo/newyorker_caption_ranking
https://github.com/yguooo/cartoon-caption-generation
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Table C.1: Examples of Generated Cartoon Descriptions

Type of descriptions  GPT-40 Human Written (Hessel
etal., 2022)

Canny description A knight in armor There are two men
is riding a horse, on a horse. They
holding a lance with a are wearing soldier
traffic light on top. outfits. Businessmen
A line of businessmen follow behind them.
in suits follows
behind him.

Uncanny Description It’s unusual to see There are businessmen
a medieval knight following a two guys
leading modern on horses who are
businessmen as if soldiers.
going into battle.

Location an open field a hilly path

Entities Knight, Horse, Warrior, Horses
Businessmen, Traffic in warfare,
light Businessperson

C.2.2 Caption Evaluation

We evaluate various models that generate captions by comparing the generated
captions against four groups of human contestant entries at different ranking levels,
which include top10, #200-#209, #1000-#1009, and contestant median. As concluded
based on Table 4.2, we use GPT4-Turbo as evaluator with descriptions from Hessel
etal. (2022) in Overall Comparison and GPT4o-vision as evaluator with raw cartoon
images in Best Pick Comparison. For both group comparison methods, we utilize
the 5-shot in-context prompting technique, as mentioned in Section 4.4.2.
An example of Overall Comparison is shown below.
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System: You are a judge for the new yorker cartoon caption contest.

User: In this task, you will see two description for a cartoon. Then, you will see
two captions that were written about the cartoon. Then you will choose which
captions is funnier. I am going to give you five examples first and you answer
the last example with either A or B.

User: For example, the descriptions for the images are <Insert Canny
Description> and <Insert Uncanny Description>. The two captions are A:
<Insert CaptionA> B: <Insert CaptionB>

Assistant: The caption that is funnier is <Insert Answer>

User: The descriptions for the images are <Insert Canny Description> and
<Insert Uncanny Description>. The two groups of captions are group A:
<Insert Caption Group A> group B: <Insert Caption Group B>

User: Choose the group of captions that is funnier. Answer with only one letter

A or B, and nothing else.

An example of Best Pick Comparison is shown below.
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System: You are a judge for the new yorker cartoon caption contest. Your job is
to find the funniest caption.

User: In this task, you will see a cartoon first and two captions that were written
about it then. The task is to choose which caption is funnier. I am going to
show you five cartoons, corresponding captions and their answers first. In the
end, for the last cartoon, answer with only one letter A or B, and nothing else.
User: <Insert Cartoon Image>

User: For this example, the two captions are A: <Insert CaptionA> B: <Insert
CaptionB>. The answer is

Assistant: <Insert Answer>

User: <Insert Cartoon Image>

User: Find the funniest caption for each group. Then choose the funnier group
based on these funniest captions. Think step by step but finish the last line of
your answer with only one letter A or B, and nothing else. A: <Insert Caption

Group A> or B: <Insert Caption Group B>

C.2.3 Caption Generation

We used GPT-3.5-turbo, Claude-3-opus, and GPT-4-o to generate captions for each
cartoons. We first use the system role to prompt it to generate 10 captions. Then we
provide the image descriptions and then the image itself. For GPT-3.5-turbo, we
simply only provided the image descriptions. For GPT-4-0, we have two versions
where in one we provide the image itself, and the other we only provided the image
descriptions. For Claude, we always provide both image description and image
itself.
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System: I want you to act as a sophisticated reader of The New Yorker Magazine.
You are competing in The New Yorker Cartoon Caption Contest. Your task is
to generate funny captions for a cartoon. Here are some ideas for developing
funny captions. First think about characteristics associated with the objects and
people featured in the cartoon. Then consider what are the unusual or absurd
elements in the cartoon. It might help to imagine conversations between the
characters. Then think about funny and non-obvious connections that can be
made between the objects and characters. Try to come up with funny captions
that fit the cartoon, but are not too direct. It may be funnier if the person reading
the caption has to think a little bit to get the joke. Next, I will describe a cartoon
image and then you should generate 10 funny captions for the cartoon along
with an explanation for each.

User: <Insert Cartoon Image>

User: The cartoon’s description is: <insert canny description>.The uncanny
description is: <insert uncanny description>. The location of the cartoon
is:<insert location>. The entities of the cartoon are: <insert image entities>

C.3 Additional Experiment Setups

C.3.1 Human Experiment Details

Each participant provided informed consent in compliance with our Institutional
IRB and was compensated for their time. We paid participants $12 an hour and
spent about $600 on data collection. The following instructions were used for the

human experiments.

Human Pairwise with description generated by GPT4o-vision

In each trial of this task, you will see a description of a cartoon and two captions:
the cartoon description is on the top, and the two caption choices are beneath the
cartoon description. For each trial, please select the caption that is the funniest for

the cartoon.
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Human Pairwise with Cartoon Image

In each trial of this task, you will see one cartoon and two captions: the cartoon is
on top, and the two caption choices are beneath the cartoon. For each trial, please

select the caption that is the funniest for the cartoon.

Human Group (Overall) with description generated by GPT4o-vision

In each trial of this task, you will see a description of a cartoon and two groups
of captions: the cartoon description is on the top, and the two grouped caption
choices are beneath the cartoon description. For each trial, please select the group

of captions that is the funniest for the cartoon.

Human Group (Overall) with Cartoon Image

In each trial of this task, you will see a cartoon and two groups of captions: the
cartoon is on the top, and the two grouped caption choices are beneath the cartoon.

For each trial, please select the group of captions that is the funniest for the cartoon.

Human Group (Best Pick) with description generated by GPT4o-vision

In each trial of this task, you will see a description of a cartoon and two groups
of captions: the cartoon description is on the top, and the two grouped caption
choices are beneath the cartoon description. For each trial, please select the group
of captions that contains the funniest caption for the cartoon. First, pick the funniest
caption in each group, and then compare between the two captions to pick the

funniest group.

Human Group (Best Pick) with Cartoon Image

In each trial of this task, you will see a cartoon and two groups of captions: the
cartoon is on the top, and the two grouped caption choices are beneath the cartoon.
For each trial, please select the group of captions that contains the funniest caption
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for the cartoon. First, pick the funniest caption in each group, and then compare
between the two captions to pick the funniest group.

Human top 10 vs Claude generated captions

In each trial of this task, you will see a cartoon and two groups of captions: the
cartoon is on the top, and the two grouped caption choices are beneath the cartoon.
For each trial, <strong>please select the group of captions that is the funniest for

the cartoon.

C.3.2 Recalibration of GPT Models for Ranking

For group comparisons without chain of thought, we observe a strong bias of GPT4
models choosing A over B. In other words, for some examples, the model always
chooses option A even after we flip the two groups. Therefore, this suggests we
need to calibrate the model predictions. We adopt a simple approach by readjusting
the decision threshold. Let s{*, s? denote the log probabilities of choosing A and B
by the GPT4 model for two groups of human submitted captions x{* and x}’ respec-
tively. We use a small validation set of m examples {x{*, xP}™" , with sigmoid scores
{sf,sB}m, and ground truth preference by the crowd denoted as {y; € {A, B} ;.

ir54
o ~ s A ifsf—sP>0
The current decision rule takes the form of f(x{*,x;’) = .

i

B otherwise

A ifsf—sP>1

We simply set a different threshold T, which induces f (x, xB) =
B otherwise

The threshold t* is chosen so that the accuracy over the validation set is maximized:
m
T" = arg max Z 1y = £ (x{,xP)).
T i=1

Ties are broken arbitrarily above. We then use the recalibrated decision rule with

T* for all of our evaluations.
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C.3.3 Finetuning Experiment Details

Our training and test split for finetuning range from contest 530 to 890. In particular,
our dataset includes all the data of (Hessel et al., 2022) with ranking information
within this range. ((Hessel et al., 2022) only contains contests up to #763.) Thus, we
choose our test split to be the combination of testing (47 contests) and validation
split (44 contests) of (Hessel et al., 2022) within the 530-890 range. The rest available
contests form our training split.

Our finetuning methods are trained from Mistral 7B Instruct v0.1 and LLaVa
v1.6 Mistral (multimodal case) via LoRA updates (Hu et al., 2021). We use a
variant of Mistral 7b model as our initial reward model to finetune from !. The
choice of reward is based on our benchmarking results of top reward models on
our caption generation dataset (Table C.2). For SFT methods, we train on 1000
pairs of captions from each contest, with the preferred caption from the top 1000
captions and the alternative randomly sampled from the rest. For reward modeling,
DPO and RLHE, we train on 1000 pairs of captions with three standard deviations
apart according to Equation (4.1) per contest. Additionally, we train our model
using the default choice of optimizer from TRL up to 1 epoch. Then, we search for
the best hyper-parameter over the neighborhood of default parameters and pick
the best performing model under our GPT-based group comparison metrics. For
our reward model, we pick the best model based on the reward evaluation on the
holdout set. For both pretrained and finetuned models, we use the same generation
configuration file with temperature 0.7, top-p sampling probability 0.95, repetition
penalty 1.15. When evaluating using the Best-of-N (BoN) method, we pick the top
10 captions based on the trained reward model, out of 50 generated candidates from
caption generation models. Our choice of batch is 64 for SFT and reward model,
and 128 for all other settings.

During the training process of DPO, PPO, SFT, we create a separate padding
tokens and resize the token embedding of the pretrained model so that the text
generation can terminate properly. Furthermore, in the loss design of SFT case,

'We use the pretrained reward model from https://huggingface.co/wequeasdas/
RM-Mistral-7B


https://huggingface.co/weqweasdas/RM-Mistral-7B
https://huggingface.co/weqweasdas/RM-Mistral-7B
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we only evaluate the next-token prediction loss on the caption segment, as all the
training texts contain similar prompts. Since we only reported the iteration with
the best results, early stopping occurs before a single epoch for the choice of best
iterations.

We also noted that PPO performs the best when starting from the pretrained
Mistral Instruct 7B model, whereas DPO performs the best from a sft checkpoint of
Mistral. This SFT checkpoint needs to be tuned on simple prompts and does not
render a better performance than the sft tuned on the best prompt (with all those
descriptions).

Choice of Prompts In Table C.4, we document the best prompt we found for each
training algorithm. Generally speaking, the zero-shot, SFT, preference learning
algorithm each require simpler prompts than the one preceding them.

Computation Cost Finetuning a SFT, DPO, PPO model usually takes 2-4 days
to train till convergence on a A100 machine. Evaluating a single number of each

scenario cost roughly $5 on the openai platform.

C.4 Crowdsourced Caption Contest Ratings

As described in the text, we used a UCB Auer (2002) variant to encourage high-
performing captions to recieve the votes. We experimented with standard UCB (see
Algorithm 6) and KL-UCB specifically optimized for discrete rewards (Tanczos
et al., 2017). The data repository labels datasets according to which algorithm was
employed for each contest. In practice, using UCB in high-traffic asynchronous
environments faces specific challenges. For example, we wanted to ensure that
voters could only vote on one caption at a time, that the model sent batches of
captions to users to reduce round trips to the server, and that the underlying model
was able to update as frequently as possible. For more details on overcoming such
challenges, see (Jamieson et al., 2015).
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Algorithm 6 Upper Confidence Bound (UCB) Algorithm
1: Initialization: For each caption x, initialize N, (0) =0 and {1, = 0.
2: fort=1toTdo
. N 2In(4N, (t)2
3: Select caption xy = arg maxy (ux + W)

4:  Observe the reward r; € {1,2, 3} for caption x;.

5:  Update the number of times action x; has been selected: N, (t) = N, (t —
1)+ 1.

6:  Update the empirical mean reward of action x;:

NXt(t - 1) : l’lXt + T‘t
NXt(t)

{\ J—
Hx, =

7. end for

C.5 Additional Results

We benchmark the performance of different reward model as in Table C.2. weqweasdas/RM-
Mistral-7B and Eurus-RM-7B Instruct are the top two models with the highest
reward ranking accuracy. We choose to use weqweasdas/RM-Mistral-7B because it
generally achieves better ranking accuracy for various data settings that we experi-
mented on.

In our experiment, we noticed that PPO algorithm requires a much more ag-
gressive early stopping scheme than DPO and SFT. Thus, we further look at the
training dynamics of the PPO algorithm in Table C.3. Here, the batch size is 128.
It is worth noting that the result at iteration 0 has an lower overall win rate than
the zero shot result in Table 4.3. The reason is that our PPO and DPO algorithms
need to use a simpler prompt as in Table C.4 to generate meaningful texts. From Ta-
ble C.3, we verified the steady increase of the mean reward and decrease of the
training loss. However, the improvement on these metrics does not corresponds
to an improvement of the overall humorous generation. We hypothesize that this
is due to the complex nature of humor and the potential for out-of-distribution

generations when running RLHF.
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Table C.2: Reward model benchmark

Reward Ranking Acc (%)

Mistral-7B Instruct 73.17
Llama-3-8B Instruct 74.01
Llama-2-7B Chat 72.63
weqweasdas/RM-Mistral-7B 74.05
Eurus-RM-7B 74.18
FsfairX-LLaMA3-RM-v0.1 73.72
Qwen1.5-7B-Chat 72.26

Table C.3: Training Dynamics of PPO

Iteration 0 10 20 30 40 50

Contestant Median
(Overall Win Rate (%)) 1+ 17.03 24.73 16.48 9.89 6.04 495

Mean Reward 1 0.0057 0.0260 0.0186 0.1309 0.1356 0.2587
Loss | 0.3592 0.2001 0.1773 0.1709 0.0848 0.0584




Table C.4: Best choice of prompts for each training algorthm

Best Choice of Prompt

Zero-Shot

[INST] <> I want you to act as a sophisticated reader
of The New Yorker Magazine. You are competing in
The New Yorker Cartoon Caption Contest. Your task
is to generate funny captions for a cartoon. Here are
some ideas for developing funny captions.

First think about characteristics associated with the
objects and people featured in the cartoon. Then con-
sider what are the unusual or absurd elements in the
cartoon. It might help to imagine conversations be-
tween the characters. Then think about funny and
non-obvious connections that can be made between
the objects and characters. Try to come up with funny
captions that fit the cartoon, but are not too direct. It
may be funnier if the person reading the caption has
to think a little bit to get the joke. Next, I will describe
a cartoon image and then you should generate 1 funny
caption for the cartoon along with an explanation for
each.

scene: <scene>

description: <description>

uncanny description: <uncanny description>

entities: <entities> <>

funny caption: [/INST] <sample caption>

SFT

[INST]I want you to act as a sophisticated reader of
The New Yorker Magazine. You are competing in The
New Yorker Cartoon Caption Contest. Your task is
to generate funny captions for a cartoon. Here are
some ideas for developing funny captions. First think
about characteristics associated with the objects and
people featured in the cartoon. Then consider what
are the unusual or absurd elements in the cartoon.
It might help to imagine conversations between the
characters. Then think about funny and non-obvious
connections that can be made between the objects and
characters. Try to come up with funny captions that fit
the cartoon, but are not too direct. It may be funnier if
the person reading the caption has to think a little bit
to get the joke. Next, I will describe a cartoon image
and then you should generate 1 funny caption for the
cartoon[ /INST]

scene: <scene>

description: <description>

uncanny description: <uncanny description>

entities: <entities>

147
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Best Choice of Prompt

[INST] I want you to act as a sophisticated reader of
The New Yorker Magazine. You are competing in The
New Yorker Cartoon Caption Contest. Your task is to
generate funny captions for a cartoon. Here are some
ideas for developing funny captions.

First think about characteristics associated with the
objects and people featured in the cartoon. Then con-
sider what are the unusual or absurd elements in the
cartoon. It might help to imagine conversations be-
tween the characters. Then think about funny and
non-obvious connections that can be made between
the objects and characters. Try to come up with funny

LLaVA captions that fit the cartoon, but are not too direct. It
may be funnier if the person reading the caption has
to think a little bit to get the joke. Next, I will provide a
cartoon image with descriptions and then you should
generate 1 funny caption for the cartoon along with
an explanation for each.
image: <image>
scene: <scene>
description: <description>
uncanny description: <uncanny description>
entities: <entities>
Generate a funny caption for the image: [/INST]
<sample caption>
scene: <scene>
description: <description>

DPO/PPO/Reward Model | uncanny description: <uncanny description>

entities: <entities>
funny caption: <sample caption>
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D APPENDIX FOR CHAPTER §

D.1 Technical Preliminaries
. . 1 ifi=j
Additional Notations For two integer indices iand j, we denote 6;; =
0 ifi#j
as Kronecker delta.

Lemma D.1 (Adapt W to Different Context Size). Suppose W is the weight with

context length m, then the induced W when evaluating on context of length m’ is:
m .-
W= —W
m

Proof. We note that W is the un-normalized weight, i.e. scaling with the inverse
context size 1/m. Only the normalized weight is preserved when applying to a
sentence with a different context length.

Then, the prediction is given as:

7 :=x,WX'y

1
T T
=X WNormalizedX Y
q m/’

/

—
=W

1 _
T T
—Xq EmWX Yy
Thus,
W= W
m
O

Lemma D.2 (Mixed 4th-Order Moment of Gaussian). Suppose x ~ N(0,I),r ~
N(0, 8%1), then

1.
Efrr " Wixx "WrrT] =28*WTW + 5* tr(WTW)I (D.1)
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2.
Efrx W War ] = (tr (W2) +tr (WTW) +tr (W) &1 (D2)

3.
Exr"WTixx"Wrx ] = 28°WWT 4 82 tr(WTW)I (D.3)

4,
Eirx Wixx " Wrx'] =8 (W W+ W W' + W' tr(W)) (D.4)

5.

Err"Wixx"Wxx '] =8 (W W+W'W' + W' tr(W)) (D.5)
Proof. 1. We have

Efrr" Wixx " Wrr'] = E[rr "W Wrr']

X, T r
= 25’ IW T W&I + tr(W ' W§%1)8°1 (D.6)
=28'WTW 4 5* tr(WTW)1I
=28'WTW 4 5* tr(WTW)1I
where the first step follows from Equation (D.14).
2.
Efx Wixx " Wxr'] =E [r E[x"WTxx Wx] rT}
X, T T x (D7)

= (tr (W3) +tr (WTW) + tr (W) &1

where the first step follows from Equation (D.16).



151

Exr'Wixx"Wrx'] =E [xE [tr (r W xx"Wr)|x"]

=E[XE[tr (" Wixx"W)|x"]
=P Extr(WTxx"W)x"
= Extr(x " WWTx)x" (D.8)
=5 Exx WW Txx "
=268°WW' + 52 tr(WW )1
=28WW' + 82 tr(WTW)I

where the first three steps follow from the cyclic property of trace and the last

step follows from Equation (D.14).

Elrx"Wxx"Wrx ] = E [r(x"Wr) Tx "Wxx ]
=E[rr"Wxx Wxx']
=8 E [W xx Wxx']
=&8WT (W+ W' +tr(W)])
= (WW+W'WT +WT tr(W))
where the first step follows from x " Wr being scalar, and the third step follows
from Equation (D.14).

Err"Wixx " Wxx'] = &W' (W+ W' +tr (W)

(D.9)
=8 (WTW+W'WT + W tr(W))

It follows from the application of Equation (D.14).
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Lemma D.3 (Expectation of 6th-Order Gaussian Monomial). If x ~ ), then

Elxx "Axx 'Bxx' ] =AB+AB" +A"B+A'BT +B"A+BTA"T +BA +BAT
+tr(B)A 4+ tr(B)AT 4 tr(A)B + tr(A)B '

+tr(A)tr(B)I +tr (AB") I+ tr(AB)I
(D.10)

Exx "W Txx " Wxx "] = E[xx" Wxx T Wxx ]
=2(W+W'W' + WW+WW' +tr (W)W +tr (W)WT)
Ftr (WP T+ tr (W) T+ tr (WTW) T
(D.11)

Proof. Let T := E[xx" Axx"Bxx']. Then, let’s consider one scalar entry:

T; =E Xi Xk AkeXeXm Bmn XnXi AweBimn E Xixixexmxnx;] (D.12)
j j j

k£, mmn k£, mmn

We now need to compute the 6th-order central moment of standard normal

variables. This can be computed using the Isserlis” Theorem (Isserlis, 1918):

=Y JJ Ekix] (D.13)

peP2 (ij)ep

where P2 stands for all distinct ways of partitioning {1, ..., s} into pairs i,j (perfect
matching), and the product is over the pairs contained in p.
We note that the number of perfect matching for s examples is given as:

s!

#perfect matching = 25723 /21

where 2°/2 is for ignoring the ordering inside pairs and (s/2)! is for ignoring the

ordering between pairs.
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We note that there are 5% = 15 distinct partitions for the 6-th order product

of Gaussian random variable. Suppose (xq,Xv), (X, X4), (Xe, X¢) is a valid pairing,
then:

1 ifa=b,c=d,e="f
E[Xaxb] E[chd] E[Xexf] = =dab - dca - et
0 else

where 035 := 1[i = j] stands for the Kronecker delta.
Here, we will discuss the result for all 15 distinct pairings:

1. (1, k)(1, m)(n,j)

Z AxiBmn = Z Aimij = Ai~B‘)’ = (AB)U

k,lLmn
2. (1, k)(L,n)(m,j)

Z AxiBmn = Z AimBim = AiBj. = (ABT)y

k1, mmn m
3. (L, k)(Lj)(m,mn)

Z AxiBmn = Z Aiijm = tr(B)Aii

k,Lmn m
4. (i, Y(k, m)(n,j)

Z AxiBmn = ZAmiBmi = A.iB; = (ATB)y

k,lLmn
5. (1, (k,n)(m,j)

D AuBmn =) AuBj=AiB;. =(ATBT)
k

k,lL,mmn



10.

11.

12.

(1L, V(k,j)(m,n)

Z Alemn - Z A)lem - (AT)U tI‘(B)

k1, mmn

(L, m)(k, D(n, j)

Z ABmn = Z AwkByy =

k1, mmn

(L, m)(k,n)(L,j)

Z AxBmn =

k,lL,mmn

(L, m)(k,j)(Ln)

D AuBmn= Z AjBu = A;B.

k1l mmn

(L) V(m, j)

Z Aijik == A)B1
k

A)By;

= (BA)y

= (BAT)y

Z AxiBmn = Z AkkB]l - tI' )(BT)ij

k1l mn

(L, m)(k, m)(L,j)

Z Alemn =

k,lLmn

(L, n)(k,j) (L, m)

Z Alemn =

kL, mmn

m

(BTA);

(BTAT)y

154
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13. (i,j)(k, 1)(m,n)

Z AxiBmn = Z AxiBmm = tr(A) tr(B)dy

k,Lmmn k,m

14. (1,j)(k,m)(L,n)

Z AxiBmn = Z AiBii = tr(AB )5

k1, mn k1

15. (1,j)(k,n) (1, m)

Z AxiBmn = Z AxmBmi = tr(AB)éij

klmmn m,k

Summing up all of these 15 terms together, we obtain Eq. equation D.10. Then,
weplugin A =W,B = W, we obtain Eq. equation D.11. O

Lemma D.4 (4th-Order Gaussian Monomial). Let x,x1,...,%Xm ~ N(0,1) and X =

[x/;...;x]]. Then, we have

Exx Wxx" =W+ W' + tr(W)I

(D.14)
=2W + tr(W)I if W is symmetric
and
EXTXWX™X = m*W + mW' + mtr(W)I (D.15)
=m(m+1)W +mtr(W)I if W is symmetric .
Ex"Axx " Bx =tr (A (B+B")) + tr(A) tr(B) (D.16)

IfA=WT',B=W, then

Ex"WTxx"Wx = Ex"WxxWx = tr(W'W) + tr(W?) + tr(W)? (D.17)
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Proof. Equation (D.14) follows from section 8.2.4 of (Petersen et al., 2008) by plug-

ging in mean 0 and variance 1.

EXTXWXTX =) xix{ Wxix{ + ) xix{ Wxx]|
i i#j
:m(W—{—WT +tr(W)I) +m(m-—1)W (D.18)
= m*W 4+ mW' + mtr(W)I
=m(m+1)W + mtr(W)I

where the second step follows from plugging in Equation (D.14).
Equation (D.16) follows from section 8.2.4 of (Petersen et al., 2008) by plugging
in mean 0 and variance 1.
O

D.2 Additional Proof for RAG

Here, we provide an overview of the organization of the proof. First, we consider
the uniform retrieval noise scenario, and compute the population loss for generic
W in Theorem 5.1. Then, we plug in the special case W* (isotropic pretrained
weight), and provide a closed-form loss in Proposition 3. Then, we analyze its finite
sample complexity in Proposition 1 and the optimal RAG examples in relation to
ICL examples in Proposition 2.

Later on, we provide an finite sample complexity analysis for non-uniform
retrieval noise, Theorem 5.2 for Distance Proportional Noise, and Theorem 5.3 for
Distance-Weighted Mixture Noise.
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D.2.1 Uniform Retrieval Noise

Theorem (Restatement of Theorem 5.1). Under Assumption 1, 2, 3, the population
loss of the linear self-attention predictor §q = x, WXy satisfies

Ltt+mg(w) :E(E(gq)_gq)2+E(E(gq)_E(Uq))2+ \0/2_/ (D.19)
—eTToariance (W) — err:,»;(W) irreducible noise

Specifically,

err (W) = [mGZ + (1 + 62) no? ] tr(W'W) + n(f::‘ag tr(W?) + Tlofag tr(W)?

h ra
variance g

err(W) = B¢ [I— (n&*+2n+m)(W + W') —2ntr(W)I + My| By

bias

=Bq [I— (& +2n+m)(W + W) —2ntr(W)I
2 2 2 2 2\ T 2 T
+ [n* (24 8%) +n(m+ 8] (W + (W?) )+2n(n+6)WW

=C3

=C

+ [m? +m o+ mn (24 28%) +n® (2428 +8%) +n (287 +8') | WTW

.

~-
=C3

@ 8) 4 (m o+ 8] (W) (W4 WT))

i=cCy, C4=Cq

+ [n? + 1% (tr(W)? + tr (W?)) I+ [m+n®+n (28> + &%) ] tr (WTW) I| By
—_—— — _

(=Cs =Cp

(D.20)

Proof. For computational convenience, I will define the following quantities for
Gram matrix: Gy = X, Xia, Gi == (xq + 1) (xq + 1), and G := Go + }_; [ Gi-
We write down the error explicitly:

Yq — XWXy =x, B+ eq —x WX XBy —x ;WX €
ng (Bt — WGB«) —XZWXTe—i— €q (D.21)
— xg (I—WG) By —ngXTe + €q
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Therefore, the population loss is equal to:

— E T(]— 4T T.)\2 2
s W) = i [(Xq (1= WG Bu =% WX ¢) ] o

We note that both € and e, are independent of x4, X (including r), and
Ele] =0.

E[-2(x; (I—WG)By) (x; WX €)] =0

€

And therefore, we have the following loss decomposition:

Loorag(W) = E [(xijTe)z]Jr EX[(xg(I—WG) Btt)z}JrGZ (D.22)

xq,X,€ Xq,

Then, we compute the mean of the prediction and the label:
Eyqs=E (x:]rﬁtt + €q) = x;]rBtt
€q €q

EQq =Ex,WX'y
= EXZWXT(XB& +€)
= EXZWG Bt
And further, we have

2
2
E (yq _Eyq) =E (XZBWL €q _x;rﬁtt) = E €%4 =0’

€q q

(94— qu)2 — (xIWXT (XBu + €) —x] WXTXBy)* = (x] WX Te)’

2
(eEq(yq) ~ ggq) = (x] Be — X WGBy)" = (x{ (1—-WG)By)’
(D.23)
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If we plug Equation (D.23) into the loss decomposition Equation (D.22), we have

Litsrag(W) = E [(xJWXTe)Z] + E, [(xg (1— WG) Btt)z} e

xq,X,€

2 2
=E (E (9q) _gq>2+E (eEq (q) _E(Uq)> +E <Uq - quq) (D24)

~
‘=elTvariance (W) 1=erTpias (W) (trred :.gi2 2)
1rreducible noise

and we can obtain the bias-variance tradeoff as given in Equation (D.19).

Compute E,, xr,c [(XIWXT €) 2] First, we let

m+n
7= xZWXTe = Z lexi €
i=1
Then,
m+n m+n
Z’ = Z (X:WXi)(XZWXj)&Q = Z (XIWTXq)(XZWXj)GiGj
1j=1 ij=1
Taking expectation:
m+n
EZ”) = ) (x] W'xq)(x,Wx;) - Ele;e;]
ij=1

Because the noise terms are independent and zero-mean, we have:
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So only the diagonal terms survive:

m m—+n
El2l =Y o E[x]Wx)H ]+ Y o XgWixg +1iom))]
i=1 i=m+1

e ICL Term: Since x4, x; ~ N(0,I) and are independent,

E[(ngxi) | =E|[x iTWqungxJ
= E [tr (W xgx; Wxix{ )] (D.25)
=tr(W'W)

where the first step follows from the cyclic property of trace, the last step
follows from the symmetry of W.

= ICL contribution = m - o> - tr(W'W) (D.26)

o RAG Term:

Each row in RAG has the form x4 + 14, so:

XIWxg + 1) = x] Wxq +x; Wy

Then, we plug in Equation (D.16) into the RAG term:

E [(xZW(xq + ri))z] = El(x; Wxq)"] + El(x; Wri)?] + 2E[x; Wxg - x; W]
= El(xq Wx)?] + El(x Wry)?]
= El(x,Wxq)?l + 8 - tr(WTW)
= [tr(WTW) + tr(W?) + tr(W)?] + 8% - tr(W T W)

=tr(W W) + tr(W?) + 5% tr(W'T W) + tr(W)?
(D.27)
where the second step follows from E[r;] = 0, the third step follows from the

cyclic property of trace.
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= RAG contribution =n - Gfag . [(1 + 8%) tr(WTW) + tr(W?) + tr(W)z]

Thus, we can combine the two terms above and obtain the following:

E [(ngXTe)z} = [mcrz + (1+8%) ncfag} tr(WTW) + nop,, tr(W?) + nop,, tr(W)?

(D.28)

Compute E,_ x [(xg (I - WGQG) Btt)z] First, we can expand the expectation and
decompose the inner terms into 4 terms:

E [(I—WG)quxg(I—WG)} — E_(I— GW')xqx] (I— WG)

xq,X xq,X
=Exqxq —ExqxWG—EGW x¢x; +EGW x x; WG
N / N\ ~~ 7
::Ml =iVl Z:M3 ;:M4
(D.29)

We denote the four pieces My, M, M3, My in order. First, we note that:

M; =E [quﬂ =1

Then, we expand out the terms in M,:
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T _ T T T
xErquq WG = < E xqx ) WG, +xErquqWZ(xq +1i)(xq + 1)

q
Xq,T
a i=1

= WG, + xErqung(xq 1) (xg +11) "

i=1

= WG + qu,r XgXqW Y (xqx§ +1i1]) (D.30)

i=1

= WG, + XqurquZWZ(qug +5°)
i=1

=WGy+n(W+ W' +tr(W)I) + nd*>W
=WG)+n(l +3&)W+nW' +ntr(W)I

where the first step follows from the independence between X and x, the second
step follows from Er; =0, Vi € [n], the third step follows from the expectation of
rir] = 5%1, and the last step follows from Equation (D.14). Then,

M, = WG)+n(1 + &)W +nW' +ntr(W)I (D31)
=M+ n+mW+nW' +ntr(W)Il .

Similarly, M3 = M, = (n8* +n+ m)W' + nW + ntr(W)L. Now, we perform

similar expansion for My:
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My = E [GW xqx; WG]
xq,X

= EX (Go + Z Gl) WTXqX—lq—W (Go + Z Gl)]
ar ie[n]

i i€[n]

= E_|GW xqx] WG+ GW xx;W > Gi+ ) GiW xex; WG

i€n] i€n]

+ ) GWixgx;WGi+ Y GW'xex; WG;

ien ijen,i#j

= E_[GoW xqx; WG+ 1 GoW 'x x| WG; +n GiW 'xx WGy

xq,X

ien] ien]

+n G W 'xgx, WG +n(n —1) GW 'x x; WG;

ieln] i€l iz
(D.32)
First, we can compute that:
My = E_[GoW xqx] WG] = E[GoW T WG]
XaX (D.33)

X
=mm+1)W'W +mtr(W W)L

where the last line follows from Equation (D.15) and symmetry of W' W. Then,

Vi € [n], we have:
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-
M42 = qu,X GoWTXqXZWGi = qu,X GoWTXqXZW (Xq + Ti) (Xq + T’i)
— qu,X GoW Txqx W (xox ) +1i1])
= E GW' (W+ W' +tr(W) + We?)
Xq,

=m(WW+W W' +tr(W)W' +W'W)
=m(1+&W W+W W' +tr(W)WT)
(D.34)
where the first steps follows from E[r;] = 0, the second step follows from Equa-
tion (D.14).

Moreover, we note that Vi € [n]:
Mys = xq,I)E(,ri GiW ' xqXx WG = (xq + 1) (xq + 1) W xgx,W(xq +1i)(xg +11) "

_ T T T T T T T T T
= (XqXq + Tixq +XqTy + 10 )W xqx W(xgxg +Tixy +Xq7; +

o v TW T 2T T e T W T Wr. 1T
—chqu XqXq Wxgxq +1iry Wixgx Wrir;

N N
0 order in r; 4th-order in 1y

+ (rix +xXqr] W Txgx; W(rix] +x47])

Vv
2nd-order in r;

TWTx T T TW T ~ T T
+1iry Wixgxa Wxgxg +xqxq W xgx g Wrir;

2nd-order in 1

(D.35)
It worth noting that given Gaussian vector r;, then its monomial of odd order has 0
expectation according to Isserlis’ Theorem (Isserlis, 1918). And we can thus obtain
the third line by keeping only the even order monomials of r;.
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By adding up Theorem D.3 and all the terms above, we obtain that:

E GiWTXqX;—WGi

xq, X, Ty

2 (W2 4+ (WA)T + WTW + WWT + tr (W) (W + W)
= ) Oth-order in r;, Theorem D.3
+tr (W) T+tr (W?) I+tr (WTW) I
+28*WTW + 64 tr (W W)L
4th-order in r;, Equation (D.1)
+ 8 [tr (W) (WT + W) + W2+ (W)T +2WTW|
Equation (D.S);ld its transpose

+ (tr (W2) +tr (WTW) +tr (W)2> %1

(.

Equation (D.2)
+28°WWT + 8% tr(WTW)I
Equation (D.3)
+ 8 [tr (W) (WT + W) +W? + (W)T +2WTW]
Equation (D.4) and its transpose
= (2+28%) [tr (W) (WT + W) + W? + (W?)T]
+ 2+ 42 )WTW +2WW'T

(1487 [tr (WP T+ tr (W2) Tt (W W) 1

+28WTW + 5* tr(WTW)T + 26°WWT + 8% tr(WTW)I
= (2+28%) [tr (W) (WT + W) + W? + (W?)T]
+ (24482 4+ 28 WTW + (2 + 282 )WW'T

(148 (tr (W)? +tr (w2)) T+ (14282 + 84 tr(WTW)I
(D.36)
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Also, we expand the cross-term out for Vi,j € [n], 1 # j:

My = EGiW 'xgx,WG; = E(xq 4+ 11)(xq + 1) W xqx ] W(xq +15)(xq +15) "
= (xgqx§ + 1] ) Wixgxg W (xgqx g + 1511 )
= XgX WIxgx ] Wxgxg +1ir{ Wixx, Wxgx/]
+ XX W xgxg Wt + 11 Wik x, Wryr]|
_2 <W2 + (W) T+ WTW+ WWT 4 tr (W)W + tr (W) WT>
Ftr (WP T+ tr (W) T+ tr (WTW) T
+8 (W2 + (WA)T +2WTW) + tr(W)(W + WT) + 8*WTW
= 2+8) (W2 (W3) 4 tr (W)W + tr (W) W)
+ (24282 WTW +2wwW'T
+tr (WP T+ tr (W) T+ tr (WTW) T+ 8*WTW
— (24 8% (w2 + (WA 4t (W)W + tr (W) WT)
+ 24282+ WTW +2WwWwW'T
Ftr (WP T+tr (W) T+ tr (WTW) I
(D.37)

where the first step follows from the independence of x4, 1, Tj, and the second step
follows from applying Theorem D.3 and Equation (D.14).
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Combining the above terms together, we have

My = My + (Mg +My,) + My +n(n —1)My
=mm+ W W+ mtr(W W)I+mn ((2+288) W W+ W? + (W) +tr(W) (W+W'"
+nMy +n(n—1)My
=2n(2n+ &) W2 +2n (n+8) WW'T
+ [m*+m+ (4+28")mn+n® (2+45° 4+ 8*) +n (26 +8*) | WTW
+ [n* (248 +n(m+8)] (W) (W+WT)
+ (M* +nd?) (tr(W)2 +tr(W?)) I+ [m+n*+n (26 + &%) tr (W W) 1
=[n2(2+8) +n(m+ )] (W2 (W3) T+ (W) (W+WT))
2n* 4+ 2n8* | WwW'
m?+m+mn (2+28%) +n (28 +6%) +n* (2428 + ) | WTW
n’® 4+ nd?| (tr(W)* + tr (W?)) 1
m+n®+n (287 + 8] tr (W W)

[
[
[
[

(D.38)
In summary, combining all terms together, we have:

L(W):= err +err+o°

variance  bias

where the irreducible variance is 0, and the reducible variance (variance of ICL +
RAG) is

Variance of ICL+Variance of RAG = [moz +(1+ 62) ncrfag} tr(WTW)—I—ntag tr(W2)+ntag tr(W)?

And the err from the bias term is given as:
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err = B [My — My — M3 + My By

bias

=By [I— (& +2n+m)(W+W') —2ntr(W)I + My] By
=By [I— (& +2n+m)(W+W') —2ntr(W)I
+ 22+ 8) +n(m+8)] (W2t (WA)T) +2nn + & ww'
+ M+ m+mn (2428) +n? (2428 +8*) +n (26 + 84| WTW
+ M 2+8) +n(m+8)] (kW) (W+WT))
+ [+ 18] (r(W)? +tr (W?)) I+ [m+n®+n (28°+ 8] tr (W W) ] By

]

The previous theorem gives the exact form the RAG population with general
W. In the following proposition, we will compute the population under special W
in order to obtain a more fine-grained complexity analysis.

Proposition 3 (RAG Population loss under isotropic setting). Assuming W* =

m

Tnrarn o - Then, the population loss are given as:

Litrrag(W*) = err (W*) +err(W*) + o°

variance bias
m3d dm’n(2 + 8%+ d)

W) = ? :

e W = e a2’ T mtd+ 1) (m o
2m P(m,n,d,§)m?
W) = 211 = 82 +2 d L
W) = lBvrll |1~ g im0 ) e R

where

P(m,n,d,d) =6n*+4nd* +m’> + m+ (4 +25°) mn
n? (2+ 48" + &%) + n (26° 4 8*) +2dn” (2 + &%) + 2dn (m + &%)
+d(d+1) (n*+nd) 4+ dm + dn® + dn (28* + &%)
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Proof. Plugging in the value of W*, we first compute the error from input variance.

o dm?
tr((W)*) = (m+d+1)2(m+n)?
tr(W*) = dm

(m+d+1)(m+n)

err (W*) = [mo” 4 (1+48°) not,,| tr (WTW) +noj,, tr (W?) +no7,, tr(W)?
variance
dm?[mo? + (1 + 62)nofag] dm?2 X d?m2
= n()-fa + nGra ’
(m+d+1)2(m-+n)? §(m+d+1)?(m+n)? S(m+d+1)2(m+n)

m3d ) dmzn(2+62+ d) )
_ o i .
[(m+d+Dm+n)2 " [(m+d+1)(m+n)2 =

Then, we proceed to plug in the value and compute the error from the estimation

bias.
2m(né* +2n +m) 2ndm m?
W*) = 31— —

err(W7) = [[Bullz minm+d+l) mimmtdsD)  midrlfmeneg &

P(m,n,d,¢
) 2m ) P(m,n,d, §)m?
= 1-— 0 +2 d
Bl (m+d+1)(m+n) (n8%+2n 4 m+nd) + (m+d+1)*(m+mn)2
where

P(m,m,d,8) = (2c1 + c» + ¢c3) + 2dcy + (d* + d)cs + dcg
=2(n*(2+ &) +n(m+8%)) +2n(n+8%)
+ [m*+ m+mn (2426%) +n® (2+ 28 + &%) + n (25° + 8%)]
+2dn?(2 4+ &%) + n(m+ )] + (d* + d)(n® + nd?) + d[m + n? + n(26% + &)]
= 6n” +4n8” + m” + m+ (44 26°) mn
+n? (2446 + 8%) + n (28> + &%) +2dn* (2 + §%) + 2dn (m + &)
+d(d+1) (n*+nd) 4+ dm + dn® + dn (28* + &%)
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Finite Sample Complexity of RAG

Proposition (Restatement of Proposition 1). Under Assumption 1, 2, 3, if * < 1,

* _ dm 2 dzn d 2 n 2
Ltt+mg(w )=0 GZ_I_—(TTL—I—TI)ZO— + m mg_l'”f’ttHz —+d (m+n)
eIToarianee (W*) errh’_u:(,w* )
0(Lo?+ T‘fz 0%g) =0 (55) ™M — oo, n fixed.
err (W) =q0(0?+L02)=0(L) n— oo, mfixed (D.39)
O(d02+m o) =0 (55) MmN — oo, n=0(m)
(HBttHzm) if m — oo, nis fixed
errf(W") = § 0 ([|Bu/3d?) = Cy ifn — oo, mis fixed
(HBtt”z (% )) :C2+O(Hﬁtt”%%) ifm—>oo,n:@(m)

(D.40)

Proof. We will bound the variance-induced error and the bias-induced error sepa-
rately.
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Variance-Induced Error First, we try to bound erryariance(W*):

. dm? dm’n(2+ 6%+ d)
€Ir (W ) = ra
variance (m+ d+1)2(m—|—n)2 (m+d+ 1)2(m+n)2 &
< dm3 o2 dm’n(d+ 8 +2) ,
m2(m +n)? m?(m+mn)2 8
_dm o2 d(2+ 8 +dn
(m +n)? (mtn)e O
) (D.41)
=0 am o, _dn o
N (m+mn)2 (m+4mn)2 ™8
0(&o? —i—%crfg) =0 (L) m— oo, nfixed.
=4 050+ ‘Tllcfg) =0(%) n— oo, mfixed
0(&o? +%O‘%g) =0(&) mmn—oo,n=0(m)

where the second line follows from (m + d + 1) > m and the fourth line follows

from the fact that &% is small relative to m,n, d.

Bias-Induced Error We will expand out the term

Q(m,n;d, )
(m+d+1)2(m-+n)?

err(W") = B3

D.42
bias ( )
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where

Q(m,n;d,6%) = (m+n)P(m+d+1)2—-2mm+n)(m+d+1)(né +2n+m+nd) + m?*P(m,n,
= (d+1)m® + (d* +2d6* + 4d + &* + 26° + 5) m*n?

=K

+ (d%6% —2d% + do* + 3dd% — 4d + &* + 45> — 2) m*n

J/

I=K21

— (2d* +2d8* +4d + 28> +2) mn® + (d* +2d + 1)(m + n)?
1:\212

(d+1)m® + kpym?n? + |ky/m?n + lower-order terms

< (d4+1)m® + kpym?n? + [k m*n + (d + 1)*(m +n)?
(D.43)

where the last line follows from k1, < 0.
Note that we assume 8% < 1. Now, we can bound each of the term in Q divided

individually:
e Cubic term: )
d+1)md 1 1
(d+1)m’  d+ m cdF (D.44)
m?(m + n)? m \m-+n m
e Skew-cubic term:
k1| M n n
el < - - ]
m2(m+ n)? ] (m+mn)2 = el (m+mn)? (D45)
e Quartic term:
Kopm?n? n \?
—_— — = D4
m?(m +n)? w22 (m+n) (D-46)
e last term:
) ) 1 d?
(d+1)*(m+n) =

m2(m+n)2 m?

Combining Equation (D.43), Equation (D.44), Equation (D.45), Equation (D.46),
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we can obtain that

2 2
oW =0 (”'3““3 {(md:ln)z MR v %D

O (||Bel3L) if m — oo, n is fixed

=19 O (||Bel3d?) = C: if n — oo, m s fixed

O (IBel (5 + %)) = Ca+ O([[Bell37)  if m — 00, n =O(m)

(D.47)

where the third step follows from plugging in the highest order monomial of d
from ko1, Koo.

O

Optimality of Number of RAG Examples

Proposition (Restatement of Proposition 2). Under Under Assumption 1,2,3, ? <1,

and reasonable choice of 0°, 03,, (0%, 07, < ||Bull3), the optimal n* that minimizes the
RAG loss follows:
(@Bl + do® — aa?, ) ABeli + o —dot\
n* = = :
md?||Bul5 — d?o7,, dl[Bull2

and the improvement on loss from picking the optimal n* over n = 0 is given as:

1
Ltt+mg(w*)|n:0 - Ltt+mg(W*)|n:n* =0 (F) (D49)

Proof. First, we define several constants that can lead to a cleaner calculation. Let
wq = d, w, := d2. Then,

dm3 dm’n(2 + 8% +d)
W+ — o2 2
W W = as D2m+ 2. " (mtdt 12(m+ n)2 s
N m3 0102 4 m’n 0202
T mA+d+12m+n2 T (md+1)2(mAn)? e
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where the last line follows from 82 < 1. Let Q(m, n, d, §2) := us(W") (m; ﬁ; D (man)?
ttilo
as in Equation (D.43). Then,

Q(m,n;d,6%) = (m+n)P?(m+d+12-2mm+n)(m+d+1)(nd +2n+m+nd) + m?*P(m,n,
= (d+1)m® + (d* +2d5% + 4d + &* +25° + 5)m?n?
+ (d?6% —24d% + dd* + 3d6% — 4d + 8* + 462 —2)m’n
— (2d* +2d8% +4d + 28 +2) mn? + (d* +2d + 1)(m* +n?)

~
~

d m*+ d> m*n®—2d*>m*n—-2d>mn%+ d> (m?>+n?)
~— ~—~— — N—— ~~
=T30 T22 =T =712 =T
= T3om® 4+ Tom?n? + Tyym?n + tomn? + 1 (m? + n?)
(D.50)
Now, we want to find the optimal n* w.r.t. Lyr... That is, we want to minimize

1

M’w;0? + M nwzop,, + [[Bullz (Tom® + T2m™n® + m’n + Tomn? + 12 (M? + nz))} (m + n)2(m

(D.51)
where all T, w are positive except that 1y, is negative. First, we take out the terms
that does not depend on 1, and we equivalently minimize

L(n):= [m3w102 + mznwchfag + ||Bell3 (taom® + Tom®n® + Tyymn + Tomn® + 1, (M + nz))} —

(m
Let
A =m’w;0% + || Bal[*taom?® + || BulPTam?,
B =m? (w0 + [1Belr1) (D.52)
C =|Bul? (t2om® + Tom + 12) .
Then,

L(n) = (A + Bn+ Cn?)/(m + n)>2
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Then, by the rule for derivative of quotient,

0 (Litrrag(W?))  (B+2Cn)(m+n)*—2(m+n) (A+Bn+Cn?)

on (m+mn)4
(B+2Cn)(m+n)—2(A+Bn+Cn?
B (m+n)3
Bm + Bn 4+ 2Cmn +2Cn? —2A —2Bn — 2Cn?
B (m+n)3
~ Bm—Bn+2Cmn —2A
N (m+mn)3

Set the derivative to be zero, we have

Bm—-—Bn+2Cmn—-2A =0
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and
. Bm—2A
~ B—2Cm

m(m? (wa0d, + [|Bul>1 )) — 2(m3an o + | Bl Prsom? + || Bl >rm?)

(m? (wzcr%ag + ||BttH2T21>) —2m(||Be]l* (T2m? + oM + T2))
m (2]|Bul3dm + 2| Bul3d + 2/| B im — dmo?,, + 2mo?)
d (218ulBm? — 2]y lm + 2] Byl — mo?,)

md <2H[3tt|\2dm dmo?,, +2mo )

@ (2] BulBm? — 2 BulBm + 2/|u]3 — mo2,)
md 2H[5tt|]2dm derag+2mGZ>
( @ (2]|efl3m? — mo,
m ()|Bul} + do? — a2, )
( md2[[Bul3 — &2,

. dHBttHZ_I_O— _do—rag
df| B3

where the third step follows from upper bounding the numerator, and the fourth
step follows from lower bounding the denominator.

n* as Global Minimizer Now, we will show that the stationary point is the global
minimizer. The second order derivative is give as:

fo) (Ltt+rag(W*)) . 2 (Cm2 —2Cmn —2Bm + Bn + 3A) (D 53)
on - (m+n)? .
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Plug in Bm — Bn* +2Cmn* —2A = 0, we have

0 (Ltt+rag (W* ) )
on

2(Cm?—A)

(m—m)(m+n)3 "~ (D-54)

‘n:n* -

Since n* = O(1), we have m > n* for large m. Also, we have Cm? > A for large m,

0 (LttJrrag(W*))

5 lnen+ = 0, and n* is the local minimum. Now, we check

thus we have

*

the first order derivative of n > n*,

Bm —Bn+2Cmn —2A =Bm —Bn+2Cmn —2A — (Bm — Bn* +2Cmn* — 2A)
=-Bmn—m")+2Cmn—m*) >0

where it follows from B < 0, C > 0. Similarly, we can show that Bm —Bn +2Cmn —
2A <0, Vn <n* Thus, we have n* to be the global minimum of the loss.

Improvement from n* Here, we plug inn = n* and n = 0 into Equation (D.51).

We have
A + Bn* + C(n*)?

(m+n*)2(m+d+1)>2
A
m?(m+d+ 1)?

Ltt+rag |n:n* (W*) =
(D.55)

Ltt+rag ln=o(W™) =
Then, the improvement is give as

A(m+n*)?2 —m?(A +Bn* + C(n*)?)
m2(m+n*)2(m+d+1)2

B (n*)?(2Cm — B)

S 2m2 (m4nf) (m+d+1)2

(%)

—0 <m2d2”f3ttH%m)

md

()

Ltt+rag ln—o(W*) — 'C’tt+rag In=n+(W") =

(D.56)
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where the second step step follows from Bm —Bn* +2Cmn* —2A = 0 and the third
step follows from n* = O(1), and the four step follows from B < 0 and |B| = O(C).
It finishes the proof. O]

D.2.2 Non-Uniform Retrieval Noise

Now, we proceed to the proof for non-uniform retrieval noise.

Distance-Proportional Noise

Theorem (Restatement of Theorem 5.2). Under Assumption 1, 2, 4, the population
loss is given as:

et ramrianee (W) = mo> tr(WTW) + ) 183[(1 + &%) tr(WT W) + tr(W?) + tr(W)?]
i=1
If the variance of the retrieval distance follows power law, i.e. Fy, > 0,q > 0 s.t.

82 = y,i9, then

(D.57)

A . i dn2q+l+n2q+2
etrpiss(W*) = O <§£§(W ) + || Beell3 { D

(m +n)?

and

dmo? + d(an“)"z) _fo(an®1e?)  ifn— 00, q <172

i variance W*) =0
etr (W*) < 1)

diverges ifn—o0,q>1/2
(D.58)

Proof. We first write down the error explicitly similar to Equation (D.21).
Yq — X WXy =x, (I-WG) By —x; WX € + ¢4

And we can break down the population loss as
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Litrras (W) = E xT (I—WG) ) + (x WXTe) >+ (D59
tt+ g( ) (Xq,yq)’(x,y)’e,r( q( )Btt) ( q ) ( )

Variance-Induced Error

efrvariance(w) - E(XZWXTeF

- mZn(xI WTxq)(xf Wx;) E(eie;) (D-60)

ij=1

Because the noise are independent and zero-mean, we have

o, i=j<m
Elejejl = { ohgy 1= >m
0, i1#]
Then,
m m-+n
LHS = ) ElxJWx)l+ ) Ohgi m - EXIW(xq + Tiim)?]
i=1 i=m+1

Thus, the ICL contribution remains the same as Theorem 5.1, i.e.

> 0®EllxWxi)’] = mo” tr(W'W)

i=1

To compute the RAG contribution, we evaluate the formula similar to Equation (D.27).

E [(le(xq + ri))Z] = El(x, Wxq)?] + El(x; Wr)’] + 2Ex] Wxq - X, WTi]

= tr(W'W) + tr(W?) 4+ 2 tr(WTW) + tr(W)?
(D.61)
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And thus, the RAG error contribution is

m+n n
D> ok m EXGW(xg+Tiim) = ) 0 [(1482) tr(WT W) +tr(W2)+r(W)?]
i=m+1 i=1

Plug in O'%ag’i = v18%, and combining all terms together, we have

et yariance (W) = mo? tr(WTW) + > y182[(1 + 83) tr(WT W) + tr(W?) + tr(W)?]
i=1

Now, if we further assume 8? = v,19, and plug in the value of

m2

(m+d+1)?(m+mn)?

(2d+d*) Y 190 +dy, )y %0

i=1 i=1

dmo® +v1y2

etTyariance (W*) = ma? tr (W*)TW*) + 3 y17219[(1 + v2i%) tr (W*)TW*) + tr (W*)?) + tr(W*)?]
2

i=1
m

q+1 nd n24-
_ dmo? 2 | (04 2 n n-
(m+d+1)?2(m+n)? [ I YY20 {( +d)0 <q+1 3 +dv20 2q +

(dmcr2 + d(nzq“))
=0
(m+n)?

O (dn?97'0?) ifn— o0, q<1/2
=4 0 (do?) ifn — oo, q=1/2

diverges ifn —o00,q>1/2

where the second step follows from the Euler-Maclaurin expansion of the power
sum.

Bias-Induced Error From Equation (D.38), we note that

err(W):BtI Ml—Mz—M3+M41+Z(M42+MIZ)+ZM43+ Z Muys | B

bias c c
i=1 i=1 i#j,i,jen]
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Specifically,
E_ (I—WG)quxg(I—WG)} - E (1- GWT) xgx! (1-WG)
Xq,
= Exqx, Ex xTWG EGW 'x.x, +EGW xx WG
H/—/

VT

=M 2 =Mj =My

(D.62)
To avoid the repeated computation, we will highlight the calculation that involves
i, omit some calculation steps given in the standard case and discuss its bound
after allowing for non-uniform offset. We will only compute §3-involving term and
use ... to denote the rest terms, since we assume 8 < 1 in proving Theorem 5.1.
The final bound will be given as

et Tpias(W*) = E_rr(W*) + 8%-involved terms
M; = E [xqx] ] = I and remains the same. Let s5 := Y_; 82, S5 := }_;(83)".
Then, we expand out the terms in M,:

M; = E xqx; WG = ( E xqX )WG0+ E xqx TWZ Xq+Ti)(xq +11)"
Xq,T Xq,T

= WG + xgrquZWZ(qug +riry)

= WG, + E X xTWZx xg + 811

i=1

— 45 W
(D.63)

Similarly, M3 = M =--- + s5WT Now, we perform similar expansion for My.
First, we note that My = Ex, x[GoW "xqx, WG] is independent of &;.
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Z M42 = Z qu,X G()WTXqu]—WGi

i€n] ien]

— Z XEX GoW Txgx W (xq + 1) (xq + r) "
iem] Y

— Z xE,X GoW Txgx W (xqx ] +1i1])

ien] (D.64)
=) E GWT (W+ W' +ur(W)+We)

ieml
=Y mWW+W W' +aWW'+5W'W)

ie[n]

=+ mssW'W

Following the derivation of the 6th-order and 4th-order moments as in Theorem D.3
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and Theorem D.2, we have

d Mu=) E GW'xx]WG;
ign]

Xq,X,Ti
iem) ¢ '

2(W+ (WA T+ WIW + WWT +tr (W) (W+WT))
= ) Oth-order in r;, Theorem D.3
+tr (W) I+ tr (W) I+ tr (WTW) 1
+25tWTW + 8¢ tr(W T W)T
4th-order in ‘r;,Equation (D.1)
+ 87 [r (W) (WT + W) +W? + (W) T + 2WTW]
Equation (D.5)Ta?1d its transpose

+ (tr (W?) +tr (W'W) +tr (W)2> &1

Equation (D.2)
+ 28 WW' + 87 tr(WTW)I
Equation (D.3)
+ 8 [tr (W) (WT + W) + W? + (W?)T +2WTW]
Equation (D.4) and its transpose

= Y (2+28) [tr (W) (WT + W) + W2+ (W3)T]

ien]

+ ) Q+4WTW+ Y 2wwW'
ie[n] ien]

+ ) (18 [t (WP T+ tr (WP) T tr (W W) 1]
ie[n]

+ > (28WTW + 8¢ tr(WT W)L+ 255 WWT + 82 tr(WTW)I)
ien]

=4 255 [tr (W) (W + W) + W2+ (W?)T]
+ (4s5 4255 WTW +2ss WWT

+ S5 (tr (W)? + tr (W2)> I+ (2s5 + S5) tr(WTW)I
(D.65)
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Also, we expand the cross-term out for Vi,j € [n], 1 # j:

Z M44 = Z E GiWTXqX;—WG]‘
i#j i#
=3 (xqxqg WTxgx] Wxgx + 1ir{ Wxgx] Wxox,) )
i#j
+ ) (xqXgWTxgxWryT]| + 1in{ Wxox] Wrr])
i#
=+ ) FWHWIW+tr(W)W)
i#
+Y & (W) +WW (W) W)
i
+ ) SBEW'W

i#j

(D.66)

In the non-uniform noise scenario, 4th-order term in 6; will dominate the 2nd-order

term in §;. Thus, we will plug &2 = y,19, W* = Wm)(mw into errp;as:

err(W*) = err(W*) + 0 (BI [2 S EPW)TWe+ Y ERW)TW Y (88) (W)

bias bias o .
i#j,iemljeml]

= err(W*) + 0 (B4 [dn29 (W*)TW* + n2972(W*) TW*] By,)

bias
dn2q+1 +n2q+2
_ * T
It finishes the proof. O

Distance-Weighted Probabilistic Noise

Theorem (Restatement of Theorem 5.3). Under Assumption 1,2, 5, then e¥ty,s(W) =
e/frbius (W)/ and

et oariance(W) = mo? tr(WTW)+Z (picri +(1— pi)O'%) [(1482) tr(W T W) +tr(W?)+-tr(W)?]

i=1
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If the variance of the retrieval distance follows power law, i.e. Fy, > 0,q > 0s.t. 5 =519,
then:

O (cidn97to? — (¢y — cs)0?2dnd9=1794)  jfn — 00, q < 1
e urriance(W™) = (e @ ) ) 7 |

diverges ifn—o00,q>1
(D.67)

Proof. First, we note that e¥ryi,s(W) = elrpins(W), since both are independent of

2
Ota g

We write down error explicitly similar to Equation (D.21) and break down the

and depend on the same set of Vi, &.

population loss as:

~ 2 2
Litrrg(W) = . (xg (I—=WG)By) + (x,WX"e) +0>  (D.68)
Xq/Yq)(XY) €T

We note that e¥rpins (W) = errpins (W), since the error from bias does not depend on

the sample complexity.

ei‘rvariance(w) - E(XZWXTe)Z

m+n
= Y (] Wxg)(x] W) Elere;) (D.69)

ij=1

Because the noise are independent and zero-mean, we have

o, i=j<m
i=j>m, wp.p
o, i=j>m wp.1-p

0 i#]
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Thus, the ICL contribution remains the same as Theorem 5.1, i.e.

Z 0% El(xqg Wx;)?] = mo” tr(W'W)

i=1

To compute the RAG contribution, we evaluate the formula similar to Equation (D.27).

E [(le(xq + ri))z] = El(x, Wxq)?] + El(x; Wr)?] + 2E[x; Wxq - X, WTi]

=tr(W'W) + tr(W?) + 82 tr(WTW) + tr(W)?

(D.70)
And thus, the RAG error contribution is
3 (P10 + (1 —pi)oy) [(1+83) tr(WTW) + tr(W?) + tr(W)?]
i=1
Plug in o7, ; = v187, and combining all terms together, we have
etTyariance (W) = mo? tr(WTW)—i—i (P10 + (1 —pi)o}) [(1483) tr(W T W)+tr(W?)+tr(W)?]
i=1

Now we further assume p; = (1 +6%)79, § > 0, and plug in the value of W*.
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2

Let B := ( L

m+d+1)2(m+n)?’

n

efrvariance(W*) = m0_2 tr(WTW) + Z (pIO% + (1 - pl)G%) [(1 + 6%) tr(WTW) + tr(Wz) + tr(w)z]

i=1

=B |dmo®+ ) (c10®— (1483) (et —c;)o?) [(1+83) - d+d+ d?]

i=1

n

~ B |dmo® a0’ ) (8T +d%) —(co—c)o? ) (d(1+8)" +d*(1+5))

L i=1 i=1
~B |dmo’ +ci0” ) d& —(cr—ci)o” ) d(1+6])d
L i=1 im1

{B [dmo? + c10?dn9*! — (¢y — ¢5)o?d log(n)] ifg=1+1/q

B [dmo? + ¢102dn9! — (¢ — ¢5)0?dn!T9794]  else

where the second line follows from omitting the lower order term.
If § =1+ 1/q, we note that the middle term will dominate the error. And
combining all cases, we could obtain

O (c1dn97'o? — (c1 — ¢5)0?dnd~1799)  ifn — 00, q < 1
efTvariance (W) = ¢ diverges ifn—>o00,q>1

O (cldnq_laer(cl—cs)dzbnifch) ifn—o00,q=1+1/9

]

|
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